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misp Thraat actors tools is an enumeration of 1ools used by adversaries. The list includes matware but also comman software regularly used by the adversaries.

Threat Matrix for storage services microsoft Microsoft Defender for Cloud threat matrix for storage services contains attack tactics, techniques and mitigatians relevant storage services delivered by cloud providers.
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Add Widget

Basic widget showing some server statistics in regards to MISP.
Parameters

fitter: A list of fiters by organisation meta information (sector, type, nationality, id, uuid) to include.
(dictionary, prepending values with ! uses them as a negation)

limit: Limits the number of displayed APlkeys. (-1 will list all) Default: -1

days: How many days back should the kst go - for example, setting 7 wall only show contributions in
the past 7 days. (integer)

month: Who contributed most this month? (boolean)

previous_month: Who contributed most the previous, finished month? (boolean)

year: Which contributed most this year? (boolean)

start_date: The ISO 8601 date format at which to start

end_date: The I1SO 8601 date format at which to end. (Leave empty for today)
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Question and answers - Q1

Question 1 — Purpose of MISP
What is the primary goal of MISP?

A. To automatically block malicious traffic on the
network

B. To collect, correlate, enrich, and share threat
intelligence

C. To replace SIEM and IDS platforms
D. To perform vulnerability scanning across assets

. Correct answer: B

.~ Why B is correct
MISP is designed to handle threat intelligence lifecycle
activities, including:

* Collecting indicators

 Correlating related data

 Enriching indicators with context

 Sharing intelligence with trusted partners

 This matches MISP’s core mission.

¢ Why the others are wrong
A: Blocking traffic is the role of firewalls or IDS/IPS, not MISP
C: MISP complements SIEM/IDS; it does not replace them

D: Vulnerability scanning is outside MISP’s scope



Question and answers — Q2

Question 2 — Data Layer .- Why C is correct
Which of the following best describes what is stored in  The data layer contains factual information, such as:
the data layer of MISP? * IP addresses
* Domains
 File hashes
A. Dashboards and statistics « URLs

» Email artifacts
These are stored as attributes and grouped into objects
C. Raw indicators grouped as attributes and objects within events.

B. Threat actor profiles and campaigns

D. User permissions and roles Ny
2L Why the others are wrong

c c A: Dashboards visualize data, they don’t store indicators
k4 Correct answer: B: Threat actor profiles belong to the context layer (galaxies)

D: User roles belong to administration, not the data layer



Question and answers - Q3

Question 3 - Context Layer .. Why C is correct

What is the main purpose of the context layer in MISP?  The context layer answers “what does this data mean?” using:
Taxonomies
Tags

A. To store unverified indicators * Galaxies

Confidence and sightings

B. To block malicious activity This allows analysts to properly interpret indicators instead of
C. To add meaning and classification to indicators treating them as isolated data.

D. To export data to third-party tools
>{ Why the others are wrong

[ Correct answer: C A: Raw indicators are part of the data layer

B: Blocking actions are performed by security controls, not
MISP

D: Exporting data is a function, not the purpose of context



Question and answers — Q4

Question 4 — Objects in MISP
Why are objects used in MISP?

A. To replace indicators

B. To delete duplicate events

C. To logically group related attributes
D. To visually decorate events

.~ Correct answer: C

.~ Why C is correct

Objects allow analysts to structure related attributes, for
example:

* An email object with sender, subject, attachment hash
* A file object with filename and hash values

This improves:

 Data quality

» Correlation accuracy

 Automation

>C Why the others are wrong

A: Objects do not replace indicators; they organize them

B: Deduplication is handled through correlation, not objects
D: Objects serve a functional purpose, not visual design



Question and answers - Q5

Question 5 - Information Sharing

Which statement best reflects how information sharing

works in MISP?

A. All data is shared publicly by default

B. Sharing is based on trust and controlled distribution

C. Only administrators can see shared events
D. Data sharing is anonymous and uncontrolled

.~ Correct answer: B

.~ Why B is correct

MISP is built around trust-based sharing, where:
 Organizations define sharing communities
 Distribution levels control visibility

» Data ownership is preserved

This allows collaboration without losing control over
intelligence.

2>C Why the others are wrong
A: Sharing is never public by default

C: Visibility depends on roles and distribution, not admin
status only

D: Sharing is controlled, audited, and role-based
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