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Virtualized Network Functions (VNFs) & 
Software-Defined Networking (SDN). 

Continuous software integrity is paramount 

Complex value chain relying on third-party 
Managed Service Providers, systemic 

integrators, and open-source components.

Decentralized. Multi-access Edge 
Computing(MEC) pushes core functions closer 

to users, multiplying logical entry points.

Primary concern: Availability and integrity. 5G 
forms the backbone for critical national 

infrastructure (energy, health).
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Quadrant I: Insufficient 
Security Measures
R1: Misconfiguration of 
networks.
R2: Lack of access controls.

Quadrant II: 5G Supply Chain 
Risks
R3: Low product quality.
R4: Single supplier dependency.

Quadrant IV: Interdependencies 
& Devices
R7: Disruption of critical 
infrastructure.
R8: Massive power failure.
R9: IoT exploitation.

Quadrant III: Modus Operandi 
of Threat Actors
R5: State interference.
R6: Organized crime exploitation.
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Module 5 : Implementation Roadmap 
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Questions

• 1. What is the main "Audience Objective" for regulators during 
the Stage 1 Paradigm Shift?

• A) To sign new contracts with international vendors
• B) To identify critical assets and map the new decentralized attack 

surface
• C) To increase the cost of 5G SIM cards
• D) To eliminate the use of cloud computing in 

telecommunications
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Questions

• 2. Under Strategic Measure 01 (SM01), what specific power is 
granted to National Authorities to provide "regulatory teeth"?

• A) The power to set monthly subscription prices
• B) Ex-ante powers to restrict or prohibit equipment deployment 

before installation
• C) The authority to manage the social media accounts of MNOs
• D) The power to tax vendor profits at a higher rate
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Questions

• 3. How does the Toolbox define a "High-Risk" supplier (SM03)?
• A) Based strictly on the physical durability of their hardware
• B) Based on the company's annual revenue and market share
• C) Based on non-technical vulnerabilities, such as exposure to 

foreign state interference
• D) Based on whether the supplier offers the lowest price in the 

market
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Questions

• 4. Which security concept is a core focus of Technical 
Measures?

• A) Password-only authentication
• B) Zero Trust architecture and Network Functions Virtualization 

(NFV) security
• C) Physical perimeter fencing for all 5G towers
• D) Manual data entry for all network logs
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Questions

• 5. How does the NIS Cooperation Group function as a 
"Bidirectional Intelligence Hub"?

• A) By selling 5G equipment to Member States
• B) By exchanging Threat Intelligence (SA09) and Supplier Risk 

Profiles (SA06) between authorities
• C) By acting as a central bank for telecommunications funding
• D) By managing the customer service departments of European 

MNOs
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Questions

• 6. In the Interdependency Matrix (SA08), why is the 
relationship between 5G and the Power Grid considered 
"circular"?

• A) Because they are owned by the same companies
• B) Because 5G relies on the grid for power, and smart grids rely on 

5G for load balancing
• C) Because they both use the same type of copper wiring
• D) Because the EU mandates they use circular logos in their 

branding
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Answers

• 1. Correct Answer: B
• 2. Correct Answer: B
• 3. Correct Answer: C
• 4. Correct Answer: B
• 5. Correct Answer: B
• 6. Correct Answer: B
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