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Think before you click:

INa Toug hackers o0 IO EUKOAOG OTOXOG €ical ECU.

e NLKOAQG PALTITIATOG, NEWPYLOG
AavinA

%/SANDS5G C URIUM CUSTEDES



@ N ) E ) T supported by ISSGgr

sssssssssssssssssssssssssssss

Eicaywyn

%/SAND5G CURIUM CUST®DES



@ N ) E ) T supported by ISSGgr

uuuuuuuuuuuuuuuuuuuuuuuuuuuuu

AegIAoyI0

- Cybersecurity - KuBepvoao@ahela

- Phishing - Vishing

- Social engineering - KOWVWVLKI pNxavikn

- Malware - KakoBouAo AoyLopLKo

- Ransomware - KakO[3oUA0 AOYLOPLKO

- Multi Factored Authentication (MFA) - NMoAAaTAG eTtiTteda ac@AAELAG
ouvéeong

- Password Manager - ALayxeLpLoTrG KwSLKWV TIpOcacng
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Statistics

- 91% twv KuBepvoemiBecswy Eekvael pe eva phishing email. (Verizon)

- 44% TwV XPNOTWV XPNOLUOTIOLOUV TOV L8L0 KWSLKO o& TTOAAATIAOUC
Aoyaptlacpoucg (LastPass)

- OL KLVNTEG GUCKEVEG AVILTIPOCWTIEVOUV TO 58% TWV TIPOCWTILKWYV
KuBepvoemiOecewv. Ta smartphones otoyxotolouvtatl OAo Kat
TIEPLOCOTEPO AOYW TWV gualoBntwyv dedopevwy TIOU Katexouv. (Statista)

- Tatop 3 kuBepvoeykAnuata to 2024 ntav phishing, ekBlacuog kat
SLAPPEVCELC TIPOCWTILKWVY dedopevwy (fhi-report-2024)

- Amo to 2021 £xouv auénBel oL emBeoeLg vishing kata 550% (fidalia)
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Passwords
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Passwords - Most common passwords in Greece

Password Count
123456 4500
123456789 2600
password 1740
qwerty123 1300

https://haveibeenpwned.com

%/SANDS5G C URIUM CUSTEDES



https://haveibeenpwned.com
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Ap1Opég Mévo pikpda | TouAdxiotov TouAdaxioTov éva | TouAdyioTov éva
YPOMMATWYV éva Ke@aAaio Ke@aAaio Kal éva | Ke@aAaio, Eva VOUPEPO
VoUluEpPO Kal éva cUpBoAo

10

1"

16
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http://www.youtube.com/watch?v=opRMrEfAIiI&t=42
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Passwords - Tips

ML evav Loxupo KWOLKO :

- TouAaylotov 14 XapaKTHPEG

- ZuvluaopOG PLKPWVY, HEYOAWY, CUHBOAWYV Kal aplBpwy

- Na elvat povadiko

- 'OxL katL TTou pttopel va Bpebel og AeELko ) dvopata

- EUkoAo otnv amootnBion, aAAa SUCKOAO KATTIOLOG VA TO PAVTEWPEL

[La Tapadelypa o 81KOG pou eival : 1LOv3TEDxCyb3rsecurity&
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Passwords - Password Manager

- Katd peco 0po, eva Atopo KaAELTal va SLaxeLpLotel Tavw armo 50
AoyapLacpoug
- Ta Password managers &nuLtoupyouv, armoBnkeUoUV KAl CUUTIANPWVOUV
SuVaToUC Kal TIEPLTTAOKOUG KWELKOUG
- Evioyupevn acpdAela, xpnotuotiolouv Kputttoypagnon unAou
ETILITESOU KAL APYLTEKTOVLKI UNSEVLKNG YVWONG
Mpotewvopeva Managers:
Keeper
Bitwarden
1Password
NordPass
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https://www.keepersecurity.com/start-business-trial.html?utm_source=staysafeonline&utm_medium=digital&utm_campaign=partnership
https://bitwarden.com/products/business/?utm_source=NCA&utm_medium=referral&utm_campaign=cybersecurity-awareness-month
https://1password.com/
http://nordpass.com/

@ N ) E ) T supported by ISSGgr

uuuuuuuuuuuuuuuuuuuuuuuuuuuuu

ApPKEI povo va gival duvaTtog o
KWOIKOG ?
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Passwords - Multi Factor Authentication

- O €Aeyxo¢ TAUTOTNTAG TTOAAATIAWY Ttapayovtwy (MFA) sival pua pebodog
QC(PAAELQAC TIOU ATTALTEL ATTO TOUC XPNOTEC Va TtapeEXouUV SU0 N
TIEPLOCOTEPOUG TIAPAYOVTEC eTtaAnBeuonc yLa ipocBacn o€ evav
AOYQapLACHO I YLa EQappoyn, EVioxYUovtag tnV Tipootacia Tepa amo Evav
aTtAO KWSELKO TIpooBacnc. AUTO PTIopEL va TIEPAQHBAvVEL KATL TIOU
yVWwpLZETE (OTIWCE evav KWSLKO TIpooBaonc), KATL TIOU EXETE (OTIWC £va
smartphone) r) KAtL TTou €loTe (OTIWCG VA SAKTUALKO anor()nwkja).

SUCCESS !
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Secure Phone

Aev apkel povo to password manager kat to MFA, aA\a TIpETIEL va ELval
QO@WOAALOPEVEG KAL OL ONMPAVTLKEG EPAPHOYEG TOU KLVNTOU

- Epappoyeg tou exovtal kwdikoug emBeBaiwonc ( Viber, SMS)
- Epappoyeg tou dexovtat emails
- Password Managers
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Phishing
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Phishing

- To Phishing slval evépyela e€amdtnong Twv XpnNoTwv Tou SLadLlktuou, Katd tnv otola o '6utnc'
uttoduetal pla aglotiotn ovToTNTA, KATAYXPWHEVOC TNV EAALTTA TIPOOTAGCLA TIOU TIAPEXOUV TA
NAEKTPOVLIKA EpYaAela, Kal TNV dyvola Tou Xprotn-'0Uuatoc’, Ye OKOTIO TNV aBEpLTn amokTtnon
TIPOCWTILKWYV §£80UEVWY, OTIWG lval euvaloBnta LSLwTIKA otolyela Kal Kwdikotl

- Turmou phishing

- Email phishing

- Vishing

- smishing

- Wifi - Evil twin phishing
- Social engineering

- Website spoofing
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Phishing
Examples

tedx.issg.gr
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http://tedx.issg.gr
http://tedx.issg.gr
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Coca-Cola

v

—— ABrand New ——

Portable Blender & Juicer

You have been chosen to participate in our
Loyalty Program for FREE! It will take you only
a minute to receive this fantastic prize.

GET STARTED NOW!
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Phishing - Examples - Yt

v

- 'OM\o to KElpEVO Elval pyeca otnv  nerendnen
ELKC')V(]_ yLC[ va Qﬂo(p()yg[_ Portable Blender & Juicer
avakaAuyn

- XTov TitAo &ev paivetal domain
tn¢ Coca Cola

You have been chosen to participate in our
Loyalty Program for FREE! It will take you only
a minute to receive this fantastic prize.

GET STARTED NOW!
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EMERGING NITWORKS & APPLICATIONS

Phishing - Examples

Messages ® ®
Q

123-456-7 646-555-0110

10:23 PM 10:18 PM

® 123-456-7 10:23 PM

Your Google verification code is 13... Your Google verification Did you request a password

code is 131025. reset? If so, please ignore.

Otherwise, respond with
646-555-0110 10:18 PM CANCEL + the verification
Did you request a password reset? ... code.
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Phishing - Examples

’
- [lote€ &ev Messages @ ©
, 123-456-7 646-555-0110
KOLVOTIOLOUE EVA
10:23 PM 10:18 PM
£ H 123-456-7 10:23 PM
Veri fl Cca tl OoNn Co d e Your Google verification code is 13... Your Google verification Did you request a password
code is 131025. reset? If so, please ignore.

Otherwise, respond with
CANCEL + the verification

EK-E(,)C tr]c SLGSLKGO(GC gif;ii?-ezll?tapassworcsroe:!egtfy code.
TIOU TO SnuLovpynoe

%/SAND5G CURIUM CUST®DES




@ N) E ) T supported by ISSGgr

NETWORKS & APPLICATIONS

Phishing - Examples Q=

Hi,
Someone just used your password to try to sign in to your Google Account.

Information:

Sunday, May 11, 2025 at 10:25:10 PM GMT+03:00
Slatina, Romania

Firefox browser

Google stopped this sign-in attempt. You should change your password immediately

CHANGE PASSWORD

Best,
The Mail Team
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Phishing - Examples Q=

- no-reply@google.suppo

rt
- Evw gpatvetal Hi
G]\n e O(PG-VEIC, TO Someone just used your password to try to sign in to your Google Account.
google'support SEV Information:
XPNOLUOTIOLE LTaL arto Sunday, May 11, 2025 at 10:25:10 PM GMT+03:00
Slatina, Romania
tr]v google Firefox browser

Google stopped this sign-in attempt. You should change your password immediately

CHANGE PASSWORD

Best,
The Mail Team
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EMERGING NITWORKS & APPLICATIONS

P h is h i n g . Exa m p les | Q S::qpebo: <no-reply@dropboxmail.com> 10:22 PM

supported by ISSG.qr

=

Hi,

Your Dropbox is full and is no longer syncing files. New files added to your Dropbox
folder won't be accessible on your other devices and won't be backed up online.

Upgrade your Dropbox today and get 1 TB (1,000 GB) of space and powerful sharing

Upgrade your Dropbox

For other ways to get more space, visit our Get More Space page.

features.

Happy Dropboxing!
- The Dropbox Team

P.S. If you need the biggest plan we've got, check out Dropbox for Business.
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G NETWORKS & APFLICATIONS

Phishing - Examples @~~~

- Elvat aAnBwvo auto to @

Hi,

e' I la I | Your Dropbox is full and is no longer syncing files. New files added to your Dropbox

_ E {_VGL 1L6 LO ‘EO d O m a i n ‘EO U folder won't be accessible on your other devices and won't be backed up online.
email kat tou dropbox

Upgrade your Dropbox today and get 1 TB (1,000 GB) of space and powerful sharing

Upgrade your Dropbox

For other ways to get more space, visit our Get More Space page.

features.

Happy Dropboxing!
- The Dropbox Team

P.S. If you need the biggest plan we've got, check out Dropbox for Business.
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Quishing
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tedx.issg.gr
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OR - Scams

- ZTIKEPG TTAVW aTto TO TPayHaTiko QR
- QR Codes mou mnyaivouv o€ PeUTIKEG OEALSEC KaL KAEBouV TIANPOYOPLEC
- QR Codes mou katePBalouv malware kKat Loug

".'b
N4
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OR Codes - TIPS

- E&etaote tnv inyn

- Xetpoklvntn avadntnon tng LotooeAidag

- Av oag otaABnke to QR, emBeBalwote TOV ATTOCTOAEQ

- Mpoxwpriote PYe OAEG TLC TIPOTELVOUEVEG avaBabuioelc AoyLoPLKOU ToU
KLvnTou

- Antivirus yLa To Kwnto

- QR Code Checker Apps:

Trend Micro Mobile Security
Kaspersky Mobile Security
Bitdefender Mobiles Security
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Kahoot questions

kahoot.it
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https://play.kahoot.it/v2/?quizId=d9532b7e-82eb-456e-bca1-1c2551f69164&hostId=97a362d3-b3c4-4891-86b6-021da365739c
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20G EUXOPIOTOULE YIA TNV
MPOCOYXN OOC
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