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Introduction

Cybersecurity
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5G technology



SAND5G Conceptual Architecture

• Models

• Security Operations

• 5G Ecosystem

• Knowledge and Capacity
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SAND5G Detailed Architecture
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SAND5G Detailed Architecture
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SAND5G Detailed Architecture

5G Ecosystem

• Collect different kind of data 
retrieved from devices within 
the 5G space

• Send the data for evaluation to 
Secure and Privacy Assurance 
for monitoring
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SAND5G Detailed Architecture

Security and Privacy Assurance

• Utilize analytics and ML to 
evaluate the current network 
situation

• In case of an incident, notify the 
Automated Incident Response
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SAND5G Detailed Architecture

Automated Incident Response

• Receive information based on 
analysis and assessments from 
Security Assurance Platform

• Trigger Alerting & Reporting so 
authorities can act as soon as 
possible and reduce the 
response time on all situations
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SAND5G Detailed Architecture

Cyber Range

• Pro-active measure for 
enhancing security

• Interactive courses to assist 
stakeholders in preventing and 
understanding complex security 
issues
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SAND5G Detailed Architecture

UI Dashboards & Visualization

• Showcase Important information 
to stakeholders

• Enable playbook authoring for 
incident response

• Constant monitor of the status of 
security status
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SAND5G Functionalities

Vulnerability assessments

Security and Authorization
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…

Security monitoring

Incident response

Reporting

Penetration tests

User-friendly Interface

More…



SAND5G’s Utilization Benefits

Enhance 5G Security

Improved Collaboration
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Real-world Applications

Proactive Risk Management

Support for Regulatory 
Compliance

Efficient Threat Detection and 
Response



Thank you
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