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• Definition: A coordinated EU-wide risk assessment and

mitigation framework

- A collective framework developed by EU member states

• Established: January 2020 by the NIS Cooperation Group

– a report on the EU Coordinated Risk Assessment on Cybersecurity in

5G Networks, was initially published

– The 5G toolbox was officially launched under the leadership of the NIS

Cooperation Group

Introduction to the EU 5G Cybersecurity Toolbox
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• Purpose: To address security risks in 5G networks across the

European Union

• 5G underpins a range of critical services

• it’s vital to ensure these networks are resilient, reliable, and secure

• Core Principle: Common approach while respecting national

sovereignty

– each country can choose to implement, depending on national

circumstances

Introduction to the EU 5G Cybersecurity Toolbox
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• Increasing dependence on 5G networks for critical

infrastructure

– more reliant on 5G networks => the impact of any potential disruption

or compromise becomes significantly more serious

• New security challenges unique to 5G architecture:

– Virtualization of network functions

– Software dependency

– Supply chain complexities

– Increased attack surface

• Need for coordinated response across EU member states

– Threats can be managed collectively

Why the Toolbox Was Created
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• Strategic Measures:

– expanding governmental oversight, assessing third party suppliers for

security risks, encouraging a diversified vendor base

• Technical Measures:

– Minimum baseline security measures, mechanisms for real time

security monitoring and threat detection

• Supporting Actions:

– Promoting standardization, certification schemes for equipment,

knowledge exchange between states and industry

Key Components of the Toolbox
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• Strategic Measures:

– SM01 and SM02: Strengthening regulatory powers

– SM03: Risk assessment of suppliers

– SM03: Restrictions for high-risk suppliers

– SM04: Controlling the use of Managed Service Providers (MSPs)

– SM05: Ensuring diversity of suppliers for individual MNOs

• Make sure that each MNO uses multiple suppliers in their own network —

not just one

Strategic Measures in detail
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• Strategic Measures:

– SM06: Strengthening the resilience at national level

• Make sure that the member state (all MNOs together) has a good balance of

different suppliers.

– SM07: Identifying key assets and fostering a diverse and sustainable 5G

ecosystem in the EU

• EU tracks foreign companies that try to buy into important parts of Europe’s 5G

system.

– SM08: Maintaining and building diversity and EU capacities in future network

technologies

• Support Europe to grow its own strong tech industry for 5G and future networks

like 6G do not depend too much on foreign suppliers.

Strategic Measures in detail
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• Technical Measures:

– TM01: Baseline security requirements

• How network equipment is developed and set up

• How networks are managed daily

• How incidents and attacks are handled

• How software and systems are kept up to date with security updates

– TM02: Ensuring and evaluating the implementation of security measures in

existing 5G standards

– TM03: Access control and privilege management

– TM04: Increasing the security of virtualized network functions

– TM05: Ensuring Secure 5G network management and operation

– TM06: Reinforcing physical security

Technical Measures in detail
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• Technical Measures:

– TM07: Reinforcing software integrity, update and patch management

– TM08: Raising the security standards in suppliers’ processes through robust

procurement conditions

– TM09: Using EU certification for 5G network components, customer

equipment and/or suppliers’ processes

– TM10: Using EU certification for other non 5G-specific ICT products and

services (connected devices, cloud services)

– TM11: Reinforcing resilience and continuity plans

Technical Measures in detail
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• Full Implementation: 13 Member States have implemented

high-risk vendor restrictions

• Partial Implementation: 14 Member States have established

enhanced security requirements

• Overall Progress: 24 Member States have incorporated

toolbox measures into national legislation

• Ongoing Efforts: Supply chain diversification initiatives

Implementation Progress Across the EU
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Implementation Progress Across the EU
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Implementation Progress Across the EU
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• IT Security Act 2.0 (May 2021)

• Key implementations:

o Technical and organizational scrutiny of critical components

o Trustworthiness declarations from suppliers.

o Federal approval required for critical components.

o Multi-layered security architecture requirements.

Results: This approach has significantly enhanced Germany’s

cybersecurity posture while maintaining flexibility to manage diverse

vendor ecosystems.

Case Study: Germany



14

• Advancing toolbox implementation through:

✓ Enhanced Risk Assessment: Machine learning for threat prediction

✓ Security Monitoring: Real-time impact assessment platform

✓ Information Sharing: Cross-border cooperation mechanisms

✓ Testing & Validation: Evidence-based security practices

• Creating tools that enable practical implementation of toolbox measure

The SAND5G Contribution
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THANK YOU
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