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* 5G - Key benefits
* New Landscape - New Challenges
* EU Legal framework
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CYBER%TEH;&TEY: oG - Key benefits

e Ultra-Fast Speeds

* Lower Latency

* Massive Device Connectivity
* Increased Capacity
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AUTHORITY 3 Key benefits

* Network Slicing

* Improved Reliability and Availability
* Enhanced User Experience

* Energy Efficiency
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* Increased Attack Surface
* New and Evolving Threats

* Increased Responsibilities and Demands on National
Cybersecurity Authorities
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AUTHORITY 3 Increased Attack Surface

* Massive Device Connectivity

* Edge Computing

* Network Slicing

* Software-Based Infrastructure

* Untrusted Components and Supply Chain Risks
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AUTHORITY I3 New and Evolving Threats

* Distributed Denial of Service (DDoS) Attacks
* ol Exploits

* Side-Channel Attacks

* Hybrid Threats
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AUTHORITY E3
Core Components

* EU 5G Security Toolbox (2020)

Non-binding guidelines for member states to mitigate risks (e.g., vendor
restrictions, supply chain diversification).

* Cybersecurity Act (2019)

The EU Cybersecurity Act introduces an EU-wide cybersecurity certification
framework for ICT products, services and processes.

* NIS2 Directive (2022)

Among others, expands cybersecurity obligations for telecom providers,
including incident reporting and risk management.

* Revised Telecoms Code (EECC)
Mandates security audits and cooperation between national regulators.
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CYBERSECURITY  Increased Responsibilities and Demands on National
AUTHORITY I Cybersecurity Authorities

* Implement and oversee EU 5G Toolbox

* Develop security certifications for 5G components and services
(aligned with EU Cybersecurity Act).
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CYBERSECURITY  Increased Responsibilities and Demands on National
AUTHORITY I Cybersecurity Authorities

* Cross-Sector Coordination
* Public Awareness and Preparedness
* Lack of specialized personnel
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T for Member States

* Limited technical capacities of some NCAs (National
Cybersecurity Authorities)

* Balancing security, competition, and innovation within the internal
market

* Vendor risk management under geopolitical pressure
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Aspect

Comparison with
the United States

EU Approach

U.S. Approach

Regulatory Framework

Toolbox (non-binding), NIS2
Directive

National Strategy to Secure
5G (binding)

Vendor Restrictions

Partial bansin 11 states,
multi-vendor

Full bans on Huawei/ZTE via
NDAA

Key Agency

ENISA, national regulators
(e.g., BSI)

CISA, FCC
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Trust building

Awareness
&

Information
Sharing

Collaboration

Training
&

Education
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