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1 Introduction

5G and future networks, are essential to the EU’s digital transformation and are becoming vital assets
in the Union's global competitiveness. These networks serve as the backbone connecting EU systems,
services, critical infrastructures, and the economy. However, the open, disaggregated, and
interoperable nature of these technologies introduces significant security, privacy, and trust
challenges. Securing 5G networks and their services is a complex task, particularly with the shift
towards dynamic, shared networks, the openness of infrastructures, and the continuous integration
of new software and hardware from diverse suppliers. This situation not only demands high-quality
technical security measures, but also necessitates strong operational collaboration among all
stakeholders—ranging from operators and vertical infrastructure managers to national authorities,
public bodies, security experts, and the research community.

SANDS5G will design, develop and deliver a risk and impact assessment platform for 5G to support a)
5G stakeholders secure their systems and services b) National Authorities and Member States’
Regulators overview the security status and applied measures that implement their national
cybersecurity strategies and legislation, in line with European 5G cybersecurity policies and proposed
EU toolbox for 5G security. Its goal is to increase the security of the 5G ecosystem, and at the same
time improve collaboration and policy enforcement towards conserving resources and increasing
awareness.

D2.2 reflects the outcomes of T2.3 (SAND5G platform design and technical specifications) and T2.4
(SAND5G knowledge, and capacity building plan). This deliverable mainly focuses on providing the
requirements and the design for the SAND5G architecture. It describes the platform’s provided
services and plan for capacity and knowledge building around them, and also features the pilots’
description.

In particular, D2.2, presents pilot requirements and their translation into platform technical
requirements, the main building blocks of the platform, and how they are connected to create the
detailed SANDSG architecture diagram. It also analyses the SAND5G pilots’ systems and architectures,
and how they will be used to test the SAND5G framework. Finally, the deliverable concludes with the
set of supportive services referred as Knowledge and Capacity Building services for the Triangle of
Actors addressed by the project, namely: a) 5G vendors and infrastructure operators and verticals
stakeholders being the main beneficiaries of SAND5G work and results, b) Security Providers and c)
National Authorities and Regulators.
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2 Methodology

To provide the outputs documented in this Deliverable, a structured methodology was defined and
followed, as shown in figure 1.

Strand 1 Strand 2

Conceptual Sector Specific
architecture (Pilots’) infrastructures

Security Regulatory & Pilots’ requirements
Legal Analysis (D2.1) services etc.

Components
Specification (Building
blocks)

SANDS5G architecture requirements

Implementation - Integration - Validation

Figure 1. Methodology structure

Two clear but interconnected strands were initially defined, one dealing with the design of the main
framework architecture and the other working on the pilots’ design and requirements. The purpose
of the second strand was to a) identify how pilots can influence the SAND5G design from the end
users’ point of view and b) identify the infrastructures that will test its implementation.

Starting from the high-level conceptual architecture presented in SAND5G proposal, and the extensive
security analysis on the relevant regulatory and legal aspects regarding 5G security, strand one
identifies the main building blocks that needs to build the desired services and functionality of
SANDS5G architecture. At the same time, in the second strand pilots describe their own sector specific
architectures and provide the input and requirements on multiple critical aspects like integration with
the SAND5G platform, installation details, security tools that can be supported, desired functionality
and services etc.

Then in the first strand a continuous process is launched focusing on the design of the overall
framework architecture. This process includes input and refinement of all building blocks, technical
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tools and services, pilots’ infrastructures etc. and will continue until the project finally produces a
mature and stable version of the SAND5G architecture and along with its technical requirements.

In parallel, the project initiates the planning of a set of supportive services referred to Knowledge and
Capacity Building, addressed to 5G vendors, infrastructure operators and verticals stakeholders,
Security Providers, and National Authorities, paving the way for the implementation phase that will
take place in the following Work Packages.

Additionally, SAND5G follows the MoSCoW requirements prioritization. MoSCoW prioritization refers
to a project management technique used to categorize tasks or requirements based on their
importance and urgency. The term MoSCoW itself is an acronym derived from the first letter of each
of four prioritization categories: M - Must have, S - Should have, C - Could have, W - Won’t have. "Must
have" items are critical for the project's success and must be completed; "Should have" items are
important but not essential; "Could have" items are desirable but not necessary, and "Won't have"
items are agreed as the least critical or outside the current project scope. This method helps teams
focus on delivering the most crucial elements first, ensuring that the project's core objectives are met
even if time or resources become constrained.

MoSCoW Prioritization

MUST HAVE SHOULD HAVE COULD HAVE WON'T HAVE

All the
requirements
that are
necessary for
the
successful
completion
of project

01

All the
requirements
that are
important for
project
completion
but not
NECEsSary.

02

Figure 2. MoSCoW prioritization categories

All the
requirements
have been
recognized as

not a priority
for the
project's
framewaork.

04
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3 Pilot Description
3.1 5G Infrastructure

Operator /
Infrastructure
Description

The UPAT 5G facility is an "isolated" Non-public Network used for testing
and experimentation of 5G and loT applications. This infrastructure is always
updated to the latest version of 5G (currently release 17). It is working on
licensed and unlicensed spectrum, with its own SIM cards and provides 5G
standard-conformant components and Core Network infrastructure. The
overall 5G network integrates various open source and commercial
components and supports MEC orchestration and mobility management
features for e.g., interactive mobile streaming edge services. Users and
applications access testbed resources and services via the open-source
Operations Support System (0OSS) known as Openslice. With its own OSS,
NFV and experimentation enabled services, like Openslice and Open-Source
MANQ, it allows E2E automated deployment of multiple customized-slices
over the whole network — access, transport and core.

This platform allows vertical applications to manage artifacts via a user-
friendly portal or programmatically access services. The Service Catalog,
accessible through the web portal, provides an overview of available
services. A collection of APIs following the TMForum OpenAPIs standard
efficiently manages artifacts, covering Service Catalog, Service Order and
Inventory, Partner and User Management, Service Orchestration,
VNFs/NSDs catalog, and NFVO endpoints via OSM NBI for Service and NFV
Deployment requests.

The facility also provides telemetry, data collection, and monitoring services
through Prometheus servers and NetData, offering extensive metrics
related to the infrastructure, transport layer, VNFs, NSs, RAN, UEs, and
energy consumption sensors. Grafana dashboards enable real-time
monitoring, while Elasticsearch and Kibana aid data collection and
visualization.

The Patras5G testbed includes three main site deployments, offering
services within the department building and the University of Patras
campus. These deployments consist of two indoor and one hybrid
(indoor/outdoor) sites, ensuring comprehensive coverage and accessibility
to external users. Two coexisting indoor radios support handover and indoor
mobility scenarios, with the main indoor site providing wider coverage and
capacity. An AW2S radio unit-based site also serves as an outdoor setup,
offering 5G connectivity to UEs in adjacent outdoor areas in the campus
parking lot (see Figure 3).
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Figure 3. 5G Coverage in Patras University Campus
The architecture of the SAND5G pilotl (UPAT 5G network) is described
below. This pilot will provide an infrastructure that includes elements from
all involved layers, from hardware resources up to 5G core and also security
components (e.g. Snort, IDS) and relevant monitoring tools. The main blocks
of the architecture for the 5G pilot in SAND5G are showcased in figure 4.
UPAT 5G infrastructure E‘-’Er'ltlfggr'rf:! KOl
(SPH)

Operator / Kubernetes

Infrastructure in

SAND5G

Hardware resources (CPU, RAM, Storage) m

Figure 4. UPAT infrastructure in SAND5G

The Hardware resources constitute the physical infrastructure to be used by
the SANDS5G project, located in UPAT premises. The facility is equipped with
a cloud platform, able to host core network components, as well as NFV and
MEC deployments. The cloud platform offers a total computing power of
1082 CPUs and 4,5 TB of RAM and 100 TB of storage. It hosts the Kubernetes
cluster. Many metrics (e.g., about CPU, memory, processes, sockets, disk,
network) regarding the utilized resources are offered through Prometheus.

A Kubernetes cluster is deployed on top, providing easy management of
resources and automating operational tasks for container management. Itis
the hosting environment of the Open5GS, Snort and T-Pot. Various metrics
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(e.g. info about containers / pods / cluster regarding traffic / resource usage
/ status / events etc.) of the cluster are offered also through Prometheus.

Open5GS is an open-source implementation for the 5G core network,
providing customizable network functions (user and control plane) that
interact with each other. Its modular architecture supports integration with
various radio access networks (RANs). Open5GS can also provide various
metrics through Prometheus (e.g. number of sessions / gNBs / UEs, failed
actions, control / data traffic info, requests, resource usage).

Snort is an Intrusion Prevention System (IPS) that takes as input a set of
rules, analyses traffic to identify malicious traffic and creates alerts that will
be sent to the Event Captor.

T-Pot Honeypot framework is a multi-use Honeypot framework that deploys
custom Docker containers to a set of protocols that emulate common
exploitable services. Honeypot is an intrusion detection system (IDS) that
seeks to lure malicious entities into tampering with it, while collecting
information about their actions that are sent to the Event Captor.
Prometheus is an open-source systems monitoring and alerting toolkit. It
collects and stores its metrics as time series data, i.e., metrics information is
stored with the timestamp at which it was recorded, alongside optional key-
value pairs called labels.

Events Aggregator is the SAND5G component that aggregates the
information gathered from the Event Captors regarding the UPAT 5G
infrastructure and transmits it to the SAND5G instance. It will be provided
by SPH and will be hosted either in UPAT premises or remotely.

Operator / Pilot /
User Requirements

e Asab5Ginfrastructure we MUST be able to perform penetration testing.

e As a 5G infrastructure we MUST be able to perform and view
vulnerability assessment.

e As a 5G infrastructure we MUST be able to monitor compliance with
national and EU regulations.

e As a 5G infrastructure we MUST be able to report incidents to related
National Authorities.

e Asab5Ginfrastructure we SHOULD be able to receive recommendations
from National Authorities.

Operator / Pilot /
Functional
Requirements

e SAND5G MUST be able to perform penetration testing.

e SANDS5G MUST be able to perform vulnerability assessment.

e SAND5G MUST be able to perform risk analysis / assessment.

e SANDS5G MUST be able to monitor and get alerts on Incidents (e.g.,
personal data breach).

e SAND5G MUST be able to automatically respond to incidents in
compliance with national and EU regulation.

e SAND5G MUST be able to report incidents to the related national
authorities.

e SAND5G MUST be able to comply with National and EU laws and
regulations regarding 5G security.

e SANDS5G SHOULD be able to assess supply chain vulnerabilities.
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SAND5G SHOULD be able to receive recommendations from National
Authorities.

SAND5G SHOULD be able to get information of the legal security
requirements.

SAND5G SHOULD be able to train end-users how to recognize an
incident/attack.

SAND5G SHOULD be able to train end-users how to respond to an
incident/attack.

Operator / Pilot /
Non-Functional
Requirements

SAND5G MUST offer uninterrupted security monitoring (99,9% active).
SANDS5G SHOULD offer user friendly interfaces.

SAND5G SHOULD offer access to various types of OS and devices.
SAND5G MUST provide different user access levels.

KPIs

Number of monitoring components and security tools successfully
integrated inside the 5G infrastructure to provide input for SAND5G
platform > 10.

Number of assessments (static, vulnerability, pentest, hybrid, risk etc.)
>5.

Number of concurrent network slices used by different vertical services
evaluated >= 2.

Time reduction to successfully identify and mitigate an attack > 50%.

Training sessions for the technical personnel of Operators: 1.

UCs

UC1: Identify and respond to security attack in 5G infrastructure.

UC2: Dynamic vulnerability assessment after deployment of vertical
service.

UC3: Dynamic vulnerability assessment after deployment of new slice.
UC4: Report to National Authorities.

UC5: Receive recommendations from National Authorities considering
sector specific attacks.

3.2 Vertical Services

Table 1. UPAT 5G pilot

3.2.1 Health

Vertical STARLIT (Solutions for digital health and wellness) is the WINGS product that
platform / covers all the essential requirements of today’s Digital Health market. It is a
Service modular product suite designed and developed by WINGS to provide support for
Description wellness and digital health issues.
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Figure 5. Vertical Industry - health (WINGS STARLIT product)

The solutions meet the needs of people suffering from chronic, cardiovascular,
neurological as well as mental diseases through remote health monitoring
systems and Electronic Medical Records (EMRs), disease self-management tools,
clinical decision support tools and robotic-powered operations. The platform
incorporates diverse devices, in terms of capabilities / cost / application, for
accomplishing its role. These include a) Wearable devices which collect vital signs:
Heart Rate, Cardiac Rhythm (Electrocardiogram /ECG) etc.; b) Devices that
provide other measurements and features, e.g., GPS (geofencing), SOS buttons
(emergency calls), Altitude, Acceleration, Activity, etc.; c) Wireless, handheld
ultrasound for whole-body scanning and delivery of crystal-clear images d) Smart
glasses for live-video remote support.

STARLIT is a cloud-based platform powered by Al/ML, loT, advanced wireless
networks (including 5G), and, in special cases, other emerging technologies (like
AR/VR). It supports capabilities for real-time data collection and visualization of
main vital signs and Electronic Medical Records (EMR), the intelligence for
identifying current and forecasting future issues, the emergency
notifications/alerts, as well as live video streaming support from the scene, giving
the clinicians and carers the power to know what’s actually occurring with their
patients / people in need.

Vertical
platform /
Service in
SAND5G

Within SAND5G, the services to focus on and used for the validation are those of
remote support through a) smart glasses for live-video and b) Wireless, handheld
ultrasound for whole-body scanning and delivery of crystal-clear images. The
service aims at enabling doctors to support people giving first aid to people not
yet at hospital but still receiving as precise and real-time as possible medical
information. The conditions under which the

person in need is supported may be either static or dynamic.

Security is critical in such cases so as to ensure data privacy of the people in need
and that only personnel with the correct authorization can access them. Security
risks and vulnerabilities posed by either IoT devices or the 5G infrastructure per
se need to be assessed both at set-up as well as continuously due to the sensitivity
of these data.

The lab tests will be performed within WINGS premises using WINGS 5G private
network comprising of 3 small cell devices that allow the connection among loT
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lab devices and the cloud infrastructure. An indicative architecture of this
infrastructure is depicted in figure 6.
STARLIT Uls accessed through

SANDS5G platform
remote devices (mobiles or tablets

WINGS premises with 5G connectivity)
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Figure 6. WINGS testbed

WINGS’ testbed provides end-to-end 5G/B5G functionality, along with extensive
cloud and edge computing capabilities, leveraging the 3GPP (Rel.16 and beyond)
Public-network-integrated non-public network (PNI-NPN) with shared Control
Plane (at a first phase) and isolated, Stand-alone Non-Public Network (SNPN), with
all network functions (UP and CP) inside WINGS premises, isolated from the public
network in the final phase. The site offers a range of B5G/6G-oriented services
and supports various vertical domains, with WINGS providing the necessary
hardware, software, and configurations to enable the testbed to handle these use
cases. WINGS testbed serves as a testing ground for services, equipment, and new
features before they are commercially released.

WINGS testbed utilizes open-source software such as Openstack, Kubernetes and
OSM MANO to provide a flexible and scalable infrastructure for verticals, as well
as other open-source tools like Kafka, MQTT and ROS. These components can
support virtual machines, containers, and serverless execution of code from cloud
to extreme edge devices such as raspberry pi.

WINGS testbed prioritizes protection and privacy-preserving mechanisms to
ensure reliability, security, privacy, confidentiality, and integrity of data. Open-
source tools like Keycloak or Blockchain technology may be used where
appropriate, and openNAC for Network Access Control. Strong authentication,
user management, and secure services will be provided with minimum effort from
the verticals.

Exchanges with SAND5G will be performed through dedicated APIs that will allow
the provision of the logs and the necessary information to the SAND5G tools.

Final validation tests will be performed using UPAT 5G Infrastructure as described
in3.1.
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e Asaplatform owner | MUST be able to perform penetration testing.
e As a platform owner | MUST be able to describe the infrastructure
architecture.
e As a platform owner | MUST be able to perform vulnerability assessment.
e As aplatform owner | MUST be able to view the penetration testing results.
e Asaplatform owner | MUST be able to view the vulnerability assessment.
e As a platform owner | MUST be able to monitor and get alerts on Incidents
(e.g., personal data breach).
Pilot User e As a platform owner | MUST be able to automatically respond to incidents in
Requirement compliance with national and EU regulation.
e As a platform owner | SHOULD be able to report incidents to the related
national authorities.
e Asa platform owner | SHOULD be able to get information of the legal security
requirements.
e Asa platform owner | SHOULD be able to train end-users how to recognize an
incident/attacks.
e As a platform owner | SHOULD be able to train end-users how to respond to
an incident / attack.
e SANDS5G platform MUST have security and authorization mechanisms.
e SANDS5G platform MUST have a user-friendly User Interface (Ul) through
which the end-user can interact with the SAND5G security tools.
e SAND5G Ul MUST support downloading reports (penetration testing,
vulnerability assessment).
Pilot e SANDS5G platform MUST be able of performing penetration testing.
Functional e SANDSG platform MUST support notifications.
Requirements | ¢ SANDS5G platform MUST automatically respond to incidents in compliance
with national and EU regulation.
e SAND5G platform SHOULD have a database with information of the legal
security national and EU requirements.
e SANDS5G platform SHOULD support different types of training, e.g., how to
recognize an incident / attack, how to respond to an incident/attacks, etc.
e SAND5G Ul MUST be compatible with windows, android and iOS devices
(including computers, tablets and smartphones).
Pilot Non- e SANDS5G MUST support concurrent use from different end-users.
Functional e SANDS5G tools SHOULD be agnostic (or easy to adapt) to the infrastructure
Requirements they monitor.
e SANDS5G Ul SHOULD be easy to use from non-technical personnel.
e SAND5G Ul COULD be adaptable to the end-user’s native language.
e Number of attacks scenarios targeting different components (hardware or
software) of the STARLIT system > 5.
e Security and risk assessments when integrated inside UPAT 5G infrastructure
KPIs improved by at least 10% (better security levels).
e Time reduction to successfully identify and mitigate an attack with SAND5G >
50%.
e Training sessions for the technical personnel of the STARLIT system:1.
UC1: Penetration testing and reporting after the addition of a new loT device.
UCs UC2: Vulnerability assessment and reporting to National Authorities.

UC3: Security Threat identification, response and reporting.

Table 2. WINGS Health pilot
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Vertical platform /
Service
Description

0Q Technology will run their pilot on their internal infrastructure that
emulates a full end-to-end non terrestrial network. The reason the
consortium decided to differentiate this pilot from the rest, is solely for
security reasons; to protect OQ proprietary and confidential information on
satellite communications.

0Q’s network infrastructure main component, as depicted in Figure 7, will be
a FlatSat; a replica of a real satellite used for validating and testing satellite
modifications within an emulated environment before a launch. The FlatSat
also includes a radio channel emulator in order to provide real-world radio
constraints used in a real LEO satellite communication, this includes round-
trip delay, doppler effect and radio fading.

The FlatSat will be able to connect with OQ’s loT terminal via a 4G/5G NB-loT
Link. The terminal is a 4G/5G standardized loT device with multitude of
sensors such as temperature, CO2 concentration, Humidity etc. Offering an
emulation of a real end-to-end Nb-loT connectivity.

The FlatSat will also be able to connect to an emulated Ground Segment. The
emulated Ground Segment will be comprised of an emulated antenna
section, an instance of Open5Gs and a Baseline Prevention, Detection &
Response setup (honeypot, SNORT IDS etc.), with the same settings as UPAT’s
setup. The emulated Ground Segment will be able to use SAND5G either as
an instance installed in OQ’s internal network or as a service in the cloud for
internal testing and validation of the tool. Information exchange between
SAND5G and the ground segment will happen through a dedicated log
repository from the core network and the IDS components. The latter will be
used to store network captures, security events and VNF log captures within
the ground segment.

oo

00 TECHNOLOGY

Emulated Ground Segment
Flatsat Configuration
A P - .
sa S

SANDSG Integration

The infrastructure

of 00 Technology

will be connected to

a runnin g SANDSG
EmULATION b

instance. The
SANDSG instance
will be able to
capture
DS

pot logs,
and 56 core traffic
from the event
aggregator node. It
will also update the
IDS/IPS rules based
on CTl feeds.

Built-in GPS for location
eless I/

s

Bluetooth 5.0 BLE

WiFi 892.11ac

5-Band GNSS 1.5m position
¥

‘ Event and log ‘
aggregator

Figure 7. 0QTech Network Infrastructure

Vertical platform /
Service in SAND5G

Within SAND5G, OQ would like to focus on assessing vulnerabilities and risks
for:
e The satellite segment in the context of a core network on-board
scenario.
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e The Ground segment critical services, this includes the network
functions and the ground station itself.
e Roaming scenarios for 5G/4G networks.
In order to emulate, a full end-to-end non terrestrial network and for the
purpose of lab testing, OQ will provide access to the ‘flatsat’, a replica of a
real satellite used for validating and testing satellite modifications within an
emulated environment.
0OQ also hosts its own core network server and IDS that can be used for testing
purposes. The infrastructure of OQ will be connected to a running instance of
SAND5G through a secure channel.
The goal of 0Q with the SAND5G platform is to minimize threats to its critical
infrastructure and to provide a SIEM tool that is designed for
telecommunication networks.
e As an 0Q Technology user | MUST be able to perform vulnerability
assessment on 5G infrastructure.
e Asan 0Q Technology user | MUST be able to evaluate the level of risk of
Pilot User my infrastructure to cyber-attacks.
Requirements e As an OQ Technology user | MUST be able to view real time incident
reports.
e As an 0Q Technology user | MUST be able to view threat intelligence
feeds related to telecommunication networks.
e SAND5G MUST be able to perform vulnerability assessment on 5G
infrastructure.
e SANDS5G MUST be able to evaluate the level of risk of my infrastructure
from cyber-attacks.
pilot / Functional | ® SAND5G MUST generate vuInerabiIity.assefssment reports.
; e SAND5G MUST offer threat intelligence feeds related to
Requirements .
telecommunication networks.
e SAND5G MUST offer SIEM-like tools to monitor the infrastructure in real-
time.
e SANDS5G MUST send notification related to security alerts.
e SANDS5G MUST offer training material.
Pilot / Non- e SANDS5G MUST be available 24/7/356.
, e SAND5G MUST support multiple users with different access levels.
Functional
Requirements e SAND5G MUST be cross-platfqrm. o
e SAND5G SHOULD have a user interface that is intuitive.
e Number of attacks scenarios targeting different components (hardware
or software) of the satellite or ground components > 5.
e Number of successful mitigation of threats in a 5G network > 10.
KPls e Number of different architectures to evaluated for their security
capabilities: at least 2.
e Security and risk assessments when integrated inside UPAT 5G
infrastructure improved by at least 10% (better security levels).
e Training sessions for the technical personnel of the OQTECH: 1.
UC1: Mitigating threats to space and ground segment.
UC2: Vulnerability assessment and reporting of the core network.
UCs UC3: Real time security threat identification, response and reporting for

NTN telecommunication networks.
UC4: Offering training material for threats on NTN networks.

Table 3. OQTech Space pilot
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3.3 National Authorities

National
Authorities/
Description

A “Special Regulatory” instance of the SAND5G platform will be created,
which would be connected to all SAND5G instances inside a territory (e.g.,
country) and provide very specific services for Regulators and National
Authorities, like, for example, automatically retrieving necessary
information, requesting reports at any given time or initiating very specific
processes (e.g., perform an emergency risk assessment or collect automated
reports on specific events etc.).

In this case, the National Authorities will be able to collect information and
perform actions to the different SAND5G instances connected to their
“Special Regulatory” SAND5G instance. Through this instance the SAND5G
project will evaluate various capabilities like the level of security posture
across an area, applied measures at different levels (infrastructure, supply
chains, nationwide etc.), aspects for coordination and collaboration during
the preparation or an incident, the time to identify respond and alert for an
attack, etc.

National
Authorities / User
Requirements

e As a National Authority (NCSA) user | MUST be able to view the risk
assessment results.

e As a National Authority (NCSA) user | MUST be able to view the
penetration testing results.

e As a National Authority (NCSA) user | MUST be able to view the
vulnerability assessment results.

e As a National Authority (NCSA) user | MUST be able to view incident
reports.

e As a National Authority (NCSA) user | MUST be able to get / attend
training activities suitable for National Authorities.

e AsaNational Authority (ADAE) user | MUST be able to get a holistic view
of the 5G security landscape across our jurisdiction.

e As a National Authority (ADAE) user | SHOULD be allowed for easy
identification of potential vulnerabilities in infrastructures and services.

e As a National Authority (ADAE) user | MUST be able to enable
customized risk assessments that consider national security priorities.

e Asa National Authority (ADAE) user | SHOULD be able to have access to
tools for continuous monitoring and evaluation of the risk landscape.

e As a National Authority (ADAE) user | MUST be able to facilitate rapid
incident detection and response coordination.

e As a National Authority (ADAE) user | SHOULD be able to automate the
generation of standardized incident reports for regulatory purposes.

e As a National Authority (ADAE) user | MUST be able to perform
automated checks of operator compliance with national and EU security
regulations.

e As a National Authority (ADAE) user | SHOULD have access to a
dashboard for tracking compliance status across multiple operators.

e As a National Authority (ADAE) user | MUST be able to include secure
channels for sharing sensitive threat intelligence.

e As a National Authority (ADAE) user | SHOULD enable controlled
information exchange with other EU member states and relevant
bodies.
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As a National Authority (ADAE) user | SHOULD be able to incorporate
advanced training modules for cybersecurity personnel.

As a National Authority (ADAE) user | MUST be able to configure realistic
simulation capabilities for testing response strategies to potential 5G
security scenarios.

National
Authorities /
Functional
Requirements

The SANDS5G platform MUST support different levels of access control
mechanisms (for authentication and authorization) for different levels
of end user permissions and privileges.

The SAND5G platform MUST have a user-friendly dashboard (user
interface) through which end users can interact with all the available
SAND5G components, depending on their authorization levels.

The SAND5G platform MUST be compatible with all clients operating
systems (Windows, Linux, Android, iOS, macOS) and all kinds of
computing devices (computers, smartphones, tablets).

The SAND5G platform MUST be able to describe the infrastructure
architecture of an entity.

The SANDS5SG platform MUST be able to perform vulnerability
assessments.

The SANDS5G platform MUST be able to perform penetration tests.

The SANDS5G platform MUST be able to send notifications.

The SAND5G platform MUST be able to automatically respond to
cybersecurity incidents in compliance with national and EU regulations.
The SANDS5G platform MUST support downloading of reports.

The SAND5G platform MUST have a database with detailed information
about the national and EU legislation on cybersecurity requirements.
The SAND5G platform MUST be able to provide different kinds of
cybersecurity trainings (e.g., social engineering, how to recognize
cybersecurity incidents, how to respond to cybersecurity incidents,
security tools, elements of a penetration testing report, etc.).

The SANDS5G platform MUST provide customizable dashboards for real-
time monitoring of national 5G security status.

The SANDS5G platform SHOULD allow for the creation of specific views
tailored to different regulatory needs (e.g., compliance monitoring,
threat intelligence).

The SAND5G platform MUST include an automated alert system for
critical security events.

The SAND5G platform SHOULD allow for customizable alert thresholds
based on national risk assessments.

The SAND5G platform MUST include tools for generating standardized
regulatory reports.

The SAND5G platform SHOULD automate the collection and aggregation
of relevant data from multiple sources for reporting purposes.

The SANDSG platform MUST provide capabilities for running complex
5G security simulations.

The SANDS5G platform SHOULD allow authorities to model the potential
impact of new policies or security measures.

The SANDS5G platform MUST include secure mechanisms for sharing
information with other EU National Authorities.

The SANDS5G platform SHOULD comply with relevant EU data protection
and information sharing regulations.
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The SANDS5G platform MUST maintain comprehensive audit logs of all
regulatory actions and decisions.

The SANDS5G platform SHOULD provide tools for analyzing these logs to
improve regulatory processes over time.

The SAND5G platform MUST be capable of integrating with existing
national cybersecurity systems.

The SANDS5G platform SHOULD provide APIs or other interfaces to
facilitate this integration.

National
Authorities / Non-
functional

SAND5G MUST offer uninterrupted security monitoring.

SANDSG platform MUST support multiple users with different access
levels.

SANDSG platform MUST be cross-platform.

SANDS5G platform SHOULD have a user interface that is intuitive.
SAND5G MUST support concurrent use from different end-users

KPIs

Number of attacks scenarios targeting different 5G stakeholders inside
the Authorities area of jurisdiction > 5 (including simultaneous attacks
to more than one stakeholder e.g., operator and vertical service
provider)

Time reduction for coordinated response and mitigation > 50%
Improved time for reporting > 50%

Training sessions for the technical personnel of the ADAE and MDG: 1

Table 4. National Authorities pilot
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4 SANDSG Architecture and Building blocks

This section presents and expands on the conceptual architecture and its outlined capabilities, along
with the expertise and technologies offered by the participating partners. It presents detailed asset
specification tables for each building block of the SANDS5G architecture, offering essential
implementation-level details for each component, such as infrastructure requirements, interfacing
capabilities, and visualization needs. This lays the groundwork for defining the detailed,
implementation-level architecture of SAND5G that will follow. The asset tables are organized by
SANDS5G building block and are presented in the subsequent subsections.

Furthermore, this section provides comprehensive details of the SAND5G architectural components
contributed by the project partners, which will be integrated into the SAND5G architecture. The
subsections that follow summarize the components' capabilities, along with the expertise and
technology provided by the participating partners, using a standardized template. At the end of the
section, a more detailed architecture is provided.

4.1 Conceptual architecture

National Authorities,

SANDS5SG SANDSG platorms
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Models
Security Operations

., Traini del
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Figure 8. SAND5G conceptual architecture

5G ecosystem: The bottom layer of the conceptual SAND5G architecture refers to the 5G
infrastructure, where SANDS5G incorporates various monitoring tools to safeguard networks, systems,
and services. These tools include hardware and software probes, logging agents, vCPE, and
strategically deployed honeypots, all aimed at capturing operational data such as system status,
network traffic, and event logs. This data is crucial for detecting vulnerabilities, threats, and incidents.
The architecture of the system being monitored, including its infrastructure, components, and vertical
services, forms the Assets model, which supplies monitoring data to higher layers for further analysis
and protection of the 5G system.

Security Operations: The SAND5G platform offers active protection and real-time risk assessment for
5G systems by integrating static and dynamic data to guard against security threats. It gathers
architectural models, vulnerability analyses, real-time security data, and cyber threat intelligence (CTI)
from both internal and external sources. Advanced tools such as detection systems, deception tools,
and forensic analysis are employed alongside User and Entity Behaviour Analytics (UEBA), which use
machine learning to monitor pseudonymized user and device behaviour. The platform integrates
diverse CTl sources for a comprehensive threat view and performs hybrid analysis to assess technical
and financial risks. It provides predictions, early warnings, and risk scores, prioritizing mitigation
actions based on threats and vulnerabilities. Automated incident response via Playbooks ensures
proactive or reactive security measures, while streamlined reporting aligns with European regulations.
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The platform also supports the sharing of technical indicators, Al insights, and training materials to
strengthen 5G security across stakeholders.

Models: The key innovation of the SAND5G platform is its customizable models that support 5G and
beyond, enabling interoperability, openness, and disaggregation. These models facilitate security
operations like vulnerability analysis, penetration testing, monitoring, and risk assessments. The
model-driven approach allows the platform to adapt easily to changes in infrastructure, services, or
threats without extensive reconfiguration. This flexibility ensures quick adaptation to evolving security
needs by introducing new models, covering areas such as cyber threat intelligence and incident
response, making SAND5G a dynamic, upgradable solution for 5G security.

Knowledge and Capacity: The Knowledge and Capacity layer seeks to strengthen knowledge, build

capacity, and foster collaboration within the EU 5G ecosystem by offering education, training, and
consulting services. It focuses on enhancing cybersecurity skills, facilitating "test-before-invest"
experimentation for emerging technologies, and promoting secure 5G infrastructure. Training
programs are tailored for diverse stakeholders, including technical teams and national authorities,
while mentoring encourages entrepreneurship and innovation. Additionally, awareness campaigns,
partnerships with organizations like GSMA, ENISA, and ECCC, and consulting services ensure long-term
sustainability, knowledge transfer, and cross-sector stakeholder engagement.

4.2 SANDS5G Building blocks

Building on the conceptual architecture and its outlined capabilities, as well as the expertise and
technologies provided by the participating partners, this section presents detailed asset specification
tables for each of the components that make up the SAND5G architecture. These tables offer essential
implementation-level information for each component, including infrastructure requirements,
interfacing capabilities, and visualization needs, which will serve as a foundation for defining the
detailed implementation-level architecture of SAND5G. The asset tables are arranged according to the
SANDS5G building blocks in the following subsections.

4.2.1 Cyber Ranges

SPHYNX Cyber Range (CR)

Created by: SPH
Table version: 0.1

Asset Description

The SPHYNX Cyber Range platform is a module of the Security & Privacy Assurance (SPA) platform,
which offers cyber security training that covers a comprehensive spectrum of known and emerging
security and privacy threats and is tailored to the particular security and privacy risks of different
organisations. Key innovative features of our Cyber Range platform include:

- Delivery of cyber range exercises for different assets (and combinations of assets) of an
organisation, and particular types of security and privacy threats, vulnerabilities and risks
identified for them;

- Support for asset emulation and simulation at different layers of the implementation stack;

- Model driven customisation of cyber range exercises.

Asset Requirements

Hardware Components require in total (approximately), for 10 simple scenarios
requirements: (scenarios that do not have more than 1 assets): >=4 CPU Cores @2.4
GHz x86 (64bit), >=32 GB DDR4 RAM, 100 GB SSD Storage, 50 Mbps.
Required resources scale as the training scenario complexity &
concurrent trainees increase.
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Locality Can be used in cloud or on-site. The core of the CR Platform consists of
several Docker containers and can be deployed in bare metal or a VM
running any Linux distribution that supports the Docker Engine. For
SANDSG it is expected to be deployed alongside the SPA, adopting the
same deployment policy (cloud or hybrid, offered as a Service).
Distributed See above.

environment

Type and size of input
data

Training programme configuration data (typically YAML files; in the
project could also be generated from translation of Playbooks). Inputs
from trainees & other entities during training programme execution.

Online/batch
processing

Real-time on runtime, batch processing on design/configuration -time.

Type and size of
output data

Training Programme results (trainee ratings) & associated logs.

Interfacing (1/0)

Interactions

Software
dependencies/libraries
required:

Interfacing with SPA & associated databases. No (openly accessible)
external interfaces available at the moment.

Fetching of relevant data from Security Assurance Platform (Assets,
Assessment Results, CTI objects) & from Incident Response Platform
(Resilience Playbooks) to drive the generation and adaptation of training
scenarios and programmes. Interactions with other components
outputting results to drive training could be also
supported/developed.

N/A. All dependencies covered in container stack delivered.
Deployment environment should come with Docker (v20.10.7 or higher),
Docker-compose (v1.27.4 or higher).

useful

Software license:

Proprietary. Please refer to SPH’s declared “Background” information &
associated restrictions declared in Consortium Agreement.

User Interaction:

The CR features a Front-end GUI (web-based), extending the SPA GUI,
offering:
- Graphical means (custom forms and VNC) to enable the
interaction of trainees with the training scenarios;
- Graphical means to provide the trainees with a list of available
training scenarios and programmes;
- Graphical means to enable content management
assignment for the Training Manager;
- Graphical means to enable the development of new Training
Scenario and Programmes by the Content Creators.

and

Additional Information

Relevant blocks from
conceptual
architecture

Cyber Ranges

Functionalities for First
prototype (M24)

Specification, execution & evaluation of baseline set of training
programmes.

Notes and Issues:

Exact interactions & associated interactions mechanisms with other
SAND5G components will need to be defined.

Table 5. SPHYNX Cyber Range
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4.2.2 Monitoring and Automated Incident Response

Incident Response Platform (IRP)

Created by: SPH
Table version: 0.1

Asset Description

The SPHYNX Incident Response platform is a security orchestration, automation, and response
(SOAR) solution supporting the prevention, detection, investigation, and response to cyber security
attacks. To do so, the solution uses executable playbooks specified according to the OASIS CACAO
standard. Our solution offers:
- Easyspecification and testing of incident response CACAO playbooks via a graphical editor that
requires no coding;
- Automated importing and execution of CACAO playbooks specified by 3rd parties;
- Continuous runtime monitoring and analysis of CACAO playbook execution;
- Orchestration of external tools as part of CACAO playbook executions;
- End user notifications and probing;
- Full interoperability with all of SPHYNX’s solutions.
Asset Requirements

Hardware Typically deployed alongside (integrated with) the SPA, so same
requirements: requirements apply (shown below):

- Minimum: 6 CPU Cores, >=16GB of RAM, >=400GB SSD storage

- Recommended: 8 CPU Cores, >=32GB of RAM, >=500GB SSD storage
Locality Can be used in cloud, on-site or hybrid modes. Can be deployed locally,
on VMs or in Dockerised form. For SANDS5G it is expected to be deployed
alongside the SPA, adopting the same deployment policy (cloud or
hybrid, offered as a Service).

Distributed In cloud or hybrid deployments the engine can run locally, while the
environment management & specification of playbooks can be at the backend.
Alternatively, fully remote operation is also supported, provided the
access rights are there to allow for the execution of the actions defined
within the playbook steps.

Type and size of input | Playbook specifications in CACAO?! format. Within Playbooks, input data

data varies based on component specification.

Online/batch Online/real-time.

processing

Type and size of IRP Playbook execution outputs whatever is defined as output within
output data each step of the playbook, alongside logs generated from playbook

execution. Can export defined playbooks in CACAO3° format.

Interfacing (1/0) Internal interfaces with other SPH components (e.g., SPA, front end).
Ability to define custom external interfacing within playbooks (e.g., to
trigger playbooks or output to other nodes/tools/etc.).

Interactions Existing interactions with other SPH components, including receipt of
real-time information, via Monitor, from internal sources such as IDS,
Security Primitives, AAA. Receipt of CTl information, via CTI component.

! https://docs.oasis-open.org/cacao/security-playbooks/v1.0/security-playbooks-v1.0.html
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Software

required:

dependencies/libraries

N/A. All dependencies covered in container stack delivered.
Deployment environment should come with Docker (v20.10.7 or higher),
Docker-compose (v1.27.4 or higher).

Software license:

Proprietary. Please refer to SPH’s declared “Background” information &
associated restrictions declared in Consortium Agreement.

User Interaction:

All user interfacing & visualisation needs are provided by the IRP itself
and via its integration with the SPA, exploiting the SPA Front-end GUI
(web-based), and featuring a separate Playbook Editor (based on NODE-
RED22))

Additional Information

Relevant blocks from
conceptual
architecture

Monitoring and Automated Incident Response

prototype (M24)

Functionalities for First

Specification & Execution of baseline set of Resilience playbooks. Basic
integration with other components (e.g., SPA, CTl, SIEM & other baseline
toolset components)

Notes and Issues:

Exact interactions & associated interactions mechanisms with other
SAND5G components will need to be defined.

Table 6. Incident Response Platform

4.2.3 Alerting Reporting & Information Exchange

4.2.3.1 Alerting

Created by:

Slack Technologies

Table version:

0.1

Asset Description

Slack is a collaboration and communication platform designed for teams and organizations. It
facilitates real-time messaging, file sharing, and integration with other productivity tools.

Asset Requirements

Hardware
requirements:

There are no specific hardware requirements. Slack can run on a
standard computer, tablet, or smartphone with an internet connection.
Minimum specifications depend on the operating system being used
(Windows, macQS, iOS, Android, etc.).

Locality

Cloud-based. Accessible from anywhere with an internet connection.

Distributed
environment

Fully cloud-based and designed for use in distributed teams across
multiple locations.

Type and size of input
data

Text, files (documents, images, videos), and links. Input size depends on
the Slack plan; free versions have smaller limits (e.g., 1GB file upload
limit), while premium versions allow larger file uploads.

Online/batch
processing

Primarily online, real-time processing. Slack messages, files, and
notifications are handled as they come in. It also supports search
functionality over batch-processed archived messages.

Type and size of
output data

Text messages, file downloads, notifications, logs, and reports. Data
output size depends on the interaction and platform (e.g., direct
message vs. channel communication).

2 https://nodered.org/
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Interfacing (1/0)

Input: User messages, file uploads, API integrations with third-party
tools

Output: Messages, notifications, file downloads, API

(integrations)

responses

dependencies/libraries
required:

Interactions The Incident Response component will be able to send messages and
files utilising the Slack API.
Software Runs in web browsers or as a standalone app (requires desktop/mobile

app installation). Uses standard web technologies like HTML, JavaScript,
CSS for browser interface. Relies on web and cloud infrastructure such
as WebSocket for real-time communication.

Software license:

Proprietary software with various subscription plans (Free, Standard,
Plus, Enterprise Grid).

User Interaction:

Extensive user interaction through direct messages, group channels, file
sharing, emaojis, reactions, notifications, and integrations with other
tools.

Additional Information

Relevant blocks from
conceptual
architecture

Alerting Reporting & Information Exchange

Functionalities for First
prototype (M24)

Simple integration with Sphynx Incident Response via the Slack API.

Notes and Issues:

Table 7. Slack

4.2.3.2  Reporting & Information Exchange

Created by:

TheHive Project

Table version:

0.1

Asset Description

TheHive is an open-source cybersecurity alert and case management system designed to assist
security teams in managing and collaborating on security incidents. It allows for the
centralization of incident data, analysis, and collaboration with integrated tools for threat
detection, response, and reporting.

Asset Requirements

Hardware
requirements:

A server or virtual machine (VM) is needed to run TheHive.
Minimum specifications
- 4 CPU cores
- 8GBRAM
- 10 GB to 50 GB initially, scaling up as the number of cases
increases over time

environment

Locality TheHive is deployed on-premises or in a cloud environment, depending
on organizational preferences. It is accessible via web interface and APIs.
Distributed Not supported in the open source version.

Type and size of input
data

Incident reports, observables (e.g., IP addresses, file hashes, URLs), files,
and logs. The size of the input data can vary greatly, from small text
entries to larger files such as log files and attachments for incident cases.
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Online/batch
processing

Primarily online with real-time incident tracking and processing. Some
batch processing can occur during bulk data imports, searches, or threat
analysis through integrated tools.

Type and size of
output data

Incident reports, observables (e.g., IP addresses, file hashes, URLs), files,
and logs. The size of the input data can vary greatly, from small text
entries to larger files such as log files and attachments for incident cases.
Size of an average report, audit log or task: 100 KB to 1 MB

Interfacing (1/0)

Input: Incident reports, observables, indicators of compromise (I0Cs),
files, APl data from integrated systems.

Output: Case reports, task management updates, APl responses for
integration with other security tools.

Interactions

Users/components can create, update, and manage incidents, assign
tasks, collaborate on cases, integrate threat intelligence sources, and
generate reports. Alerts can be received from integrated detection
systems like SIEMs (Security Information and Event Management
systems).

Software
dependencies/libraries
required:

e Elasticsearch (for storing and searching case data)

e Cassandra (optional, for distributed storage)

e Play Framework (for backend web services)

e Cortex (optional, for automated incident analysis and enrichment)

Software license:

AGPL-3.0 (GNU Affero General Public License v3.0)

User Interaction:

TheHive has a web-based user interface where security analysts can
interact with cases, assign tasks, manage observables, and collaborate
in real time.

Additional Information

Relevant blocks from
conceptual
architecture

Alerting Reporting & Information Exchange

Functionalities for First
prototype (M24)

- Basic case creation and management
- Report generation

Notes and Issues:

Table 8. The Hive

4.2.4 Risks, Static and Dynamic Inputs

SPHYNX Security & Privacy Assurance Platform (SPA)

Created by:

SPH

Table version:

0.1

Asset Description

Sphynx has developed a security and privacy assurance platform to enable customised and
continuous assessment of the security and privacy of your enterprise and comprehensive risk
management. The platform offers:

- Hybrid security and privacy assessments that include and combine threat and vulnerability
analysis, static analysis, penetration testing, cyber threat intelligence, and continuous
runtime monitoring to provide a comprehensive and multi-perspective analysis of the
security and privacy posture of an enterprise and its systems;

- Interoperability with various system platforms and programmatic connectivity to different
systems through appropriate probes (e.g., event captors, test tools) that enable it to obtain
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the monitoring and/or test evidence required for assurance and/or certification

assessments;

- Sophisticated event processing capabilities that can realise complex signature or anomaly-
based assessments;

- Model-driven customisations to enable the realisation of different security standards and
risk management requirements;

- Advanced and customisable reporting for audit purposes;

Asset Requirements

Hardware
requirements:

- Minimum: 6 CPU Cores, >=16GB of RAM, >=400GB SSD storage
- Recommended: 8 CPU Cores, >=32GB of RAM, >=500GB SSD storage

Locality

Can be used in cloud, on-site or hybrid modes; typically offered as a
Managed Security Service. In terms of deployment, core components
typically deployed in “Dockerised” form. For SAND5G it is expected to be
deployed either in cloud or hybrid mode (offered as a Service).

Distributed
environment

Backend components (e.g., front-end server, databases, asset loader)
can be deployed on cloud, with event captors being deployed locally.

Type and size of input
data

SPA supports the input of heterogeneous data, including data entered
from the front-end GUI, data imported from PDF reports, raw
monitoring data imported from the Monitoring component (ELK stack),
and Cyber Threat Intelligence (CTI) data.

Online/batch

Both supported.

processing
Type and size of Typically, outputs results in human-readable format (e.g., dashboards
output data with KPIs and assessment results, assessments reports in PDF). Can also

output certain elements (e.g., CTl indicators) in relevant standardised
formats.

Interfacing (1/0)

REST APIs available for most components. Integration via AMQP broker
also available for Monitor component.

Interactions

Will provide the core SIEM-like features of SAND5G and will provide an
interface / link to the Incident Response and Training components of
SAND5G. Will also provide the main means of assessing the security of
the SANDS5G platform itself.

Software
dependencies/libraries
required:

N/A. All dependencies covered in container stack delivered.
Deployment environment should come with Docker (v20.10.7 or higher),
Docker-compose (v1.27.4 or higher).

Software license:

Proprietary. Please refer to SPH’s declared “Background” information &
associated restrictions declared in Consortium Agreement.

User Interaction:

All user interactions & visualisations are delivered through the
platform’s front-end GUI (web-based)

Additional Information

Relevant blocks from
conceptual
architecture

e Technical Risk Analysis
e Economic Risk Analysis
e Business Risk Analysis

e Hybrid Analysis (CRISES)
e Static Input

e Dynamic Input
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Functionalities for First
prototype (M24)

Baseline Assessment capabilities (Vulnerability & Dynamic testing,
Monitor integrating basic SIEM features, CTl assessments). Basic
integration with other components (e.g., Baseline toolset, CR, IRP).

Notes and Issues:

Conceptually, the SPA is intended to be the core component integrating
/ orchestrating the integration with many other components within the
SAND5G architecture. Exact interactions & associated interactions
mechanisms with other SAND5G components will need to be defined.

4.2.5 Honeypot (IDS)

Table 9. SPHYNX Security & Privacy Assurance Platform

Honeypot (IDS)

Created by:

UPAT

Table version:

0.1

Asset Description

Honeypot is an intentionally vulnerable system that can log all interaction attackers make. Its
purpose is to log attacks to prepare future mitigation without compromising the 5G system. For
honeypot we will be using T-Pot3, which is an all in one, optionally distributed honeypot platform.

Asset Requirements

Hardware
requirements:

e CPU cores minimum 4
e RAM minimum 16GB
e Storage SSD minimum 256 GB

Locality Installed locally in upatras cloud
Distributed No

environment

Type and size of input | NA

data

Online/batch NA

processing

Type and size of Various, ~GB

output data

Interfacing (1/0)

Web Ul

Interactions

Interacts with other Sphynx components to send the log files

Software
dependencies/libraries
required:

The installation will be executed by a provided script

Software license:

GPL-3.0

User Interaction:

Configuration via website and ssh, for administrative purposes

Additional Information

Relevant blocks from
conceptual
architecture

5G Infrastructure

Functionalities for First
prototype (M24)

Monitoring intrusion detection attempts

Notes and Issues:

3 https://github.com/telekom-security/tpotce
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4.2.6 Snort (IPS)

Table 10. Honeypot

Created by:

UPAT

Table version:

0.1

Asset Description

Snort* is an Open-Source Intrusion Prevention System (IPS) that uses rules to define malicious
network activity, identify packets matching the rules and generate alerts.

We will be using snort3 and monitor the traffic of the 5G network to prevent attacks that are
identified from a set of rules.

Asset Requirements

environment

Hardware -
requirements:

Locality In UPAT cloud
Distributed No

Type and size of input
data

Rules that are written in lua language

Online/batch

Online/real-time

processing
Type and size of Can export in a variety of types including csv, json, syslog, talos, txt
output data Max size can be specified as needed.

Interfacing (1/0)

cli

Interactions

Interactions with Sphynx components to retrieve the log files and alerts
generated.

Software

required:

dependencies/libraries

It needs to be installed on the system so the following dependencies
need to be met:

- autotools-dev

- bison

- build-essential

- cmake

- cpputest

- flex

- g+t

- git

- hwloc

- libcmocka-dev

- libdag-dev

- libdumbnet-dev
- libfl-dev

- libhwloc-dev

- libluajit-5.1-dev
- liblzma-dev

- libmnl-dev

4 https://github.com/snort3/snort3
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- libnetl-dev
- libnetfilter-queue-dev
- libpcap-dev
- libpcre3-dev
- libsglite3-dev
- libssl-dev
- libunwind-dev
- luajit
- openssl|
- pkg-config
- uuid-dev
- zliblg-dev
Software license: GNU General Public License, Version 2 (GPL V2)
User Interaction: The only user interaction will be the installation and the rule setting from
the admins
Additional Information
Relevant blocks from 5G infrastructure
conceptual
architecture
Functionalities for First
prototype (M24)
Notes and Issues:

Table 11. Snort

4.3 Detailed architecture

Building on the high-level conceptual architecture of SAND5G and the individual building blocks
described in the previous subsections, a preliminary version of the detailed, implementation-level
architecture has been developed. This architecture, depicted in Figure 9, was collaboratively defined
through several workshops with the technology providers within the consortium.

As shown, all core components identified earlier are depicted and interconnected, reflecting the best
current understanding and agreement among the partners. Additionally, key anticipated interfaces
are briefly described, offering an initial view of the main expected interactions. The consortium
maintains an evolving version of this figure, regularly updating it as SAND5G progresses, with each
integrated release including the latest version of this architectural diagram.
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TheHive

Orchestrator Simulation Modules

Security & Privacy Assurance & Cestification (SPH)

Evenls Aggregator
(e.g. Kafka, RabbitMQ)

(e.g. Filebeat)

Figure 9. SAND5G detailed architecture
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4.4  Technical requirements

The following table outlines the key technical requirements for the components of the SAND5G
platform. These requirements ensure that the platform delivers comprehensive security, monitoring,
and response capabilities across all layers of the 5G infrastructure. Each requirement addresses
specific functionalities of the building blocks of SAND5G. The table organizes these requirements
based on their priority, associated components, and designated ownership, laying the foundation for
the seamless integration and operation of the SAND5G security solution.

Req. ID Description Priority = Component(s) Owner

TR.1 An Asset Model must be created for each Must SPA SPH
SANDSG instance, covering both SAND5G have
assets and the protected infrastructure assets.

SPA must aggregate, ingest, and store Must SPA SPH
evidence received from Event Captors and have
other Baseline Toolkit components.

Event Captors must be deployed to monitor Must SPA SPH
key security, privacy, and resilience aspects have

across all layers of the SAND5G platform and

its protected infrastructure.

SPA  must provide static vulnerability Must SPA SPH
assessments with an always up-to-date set of have
known vulnerabilities.

SPA must offer dynamic testing, using external Must SPA SPH
assessment tools when necessary. have
SPA should deliver CTl assessments that assist Should SPA SPH
in contextualizing CTl information. have
SPA must perform Hybrid assessments that Must SPA SPH

combine results from other assessment types. have

SPA's Hybrid Assessments may integrate Risk Could SPA SPH
aspects to support the Risk Impact have
Assessment and Prioritization capability.

The CTI capabilities of SAND5G must follow Must CTI SPH
relevant standards, such as STIX and/or MISP. have

The CTl component must be able to retrieve Must CTI SPH
asset information from SPA to contextualise have
and consider the relevance of CTI.

SANDSG platform should be able to discover Should CTI SPH
and collect CTI from various available public have

sources.

The CTlI component should be able to share Should CTI SPH

the enriched CTlI with the rest of the have
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components through the OpenCTl and/or
MISP instance.

The Incident Response component must
integrate an engine capable of executing IR,
BC and scenario playbooks.

The Incident Response component must have
the capability to export a playbook in CACAO
format.

SANDSG playbooks could be used to
orchestrate the operation of key parts of the
SANDSG platform (e.g. triggering
assessments and orchestrating the
interactions between components).

The Incident Response component must
provide real-time notification and escalation
procedures for critical incidents, ensuring the
appropriate teams are alerted.

The Cyber Range component must offer both
a trainer & trainee user interface.

The Cyber Range component must offer the
capability to define new training
programmes, edit existing ones, and maintain
& categorise them, facilitating retrieval.

The Cyber Range component must offer the
capability to grade the performance of
trainees & track it over time.

The Cyber Range component must support
the simulation multiple complex training
scenarios (involving multiple assets and
attack vectors) in a real-time environment.

The Cyber Range component must allow real-
time monitoring and evaluation of trainee
performance, providing automated feedback
and skill assessments through predefined
metrics.

Available one or more public IPs
Must be deployed inside the same network

that monitors
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Must monitor one or more services that exist Must Honeypot UPAT

inside the system that protects have

Available one or more public IPs Must Snort UPAT
have

Should be deployed inside the same network Should Snort UPAT

that monitors have

Must have access to relevant traffic Must Snort UPAT
have

Table 12. SANDS5G technical requirements
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5 SANDS5G knowledge and capacity building (services)

SAND5G Knowledge and Capacity Building refers to a set of supportive services to be planned (in task
T2.4), implemented and offered (in task T3.3) with the aim to improve the skills, raise awareness,
strengthen collaboration etc. of the overall EU 5G ecosystem. They aim to support the implementation
of national cybersecurity strategies and legislation, in line with European 5G cybersecurity policy.
These services correspond to the right green box of the overall SAND5G Conceptual Architecture of
Figure 8. A Project HelpDesk will be supported by p-NET and will involve a physical point of presence
at the Patras Science Park. The HelpDesk will inform about and facilitate access to the services
delivered by the project and support the physical and on-line interfacing of interested individuals to
SANDS5G participants and activities.

5.1 Training and Capacity Building

The project will improve the skills and competences of cybersecurity personnel and other relevant
actors, by providing tailored training and education programs, based on the latest scientific and
technological developments and the specific needs and challenges of the 5G domain.

SANDS5G Training activities include Course Delivery and Material. They will be provided by all partners
and will rely on existing material, platforms and activities offered by the consortium partners. They
span from general cybersecurity training, to training on the SAND5G platform and its components as
well as material and guidelines for EU policies and regulations.

Various open education and training platforms will be adopted for the general training material. The
envisaged training services are organized as shown in Figure 10.

Internal to the project are four (4) one-day training sessions addressed to SAND5G participants. Each
session will be devoted to one of the four Pilot Use Cases. They will take place in M18 of the project
with the purpose of preparing all participants of the pilots, whose implementation starts in M19.

Cybersecurity professionals require specialized education and hands-on training. Organizations and
individuals who seek cybersecurity education, workforce development, or training encounter a
shortage of simulated environments. The cyber range serves as a valuable tool and catalyst in these
endeavors®. Cyber ranges are interactive and simulated platforms that replicate networks, systems,
tools, and applications. They provide a safe and legal environment for acquiring hands-on cyber skills
and offer a secure setting for product development and security posture testing. Cyber ranges have a
crucial role to play in facilitating and promoting cybersecurity education, training, and certification. In
SANDSG, the SPH Cyber ranges training platform (detailed in section 4.2.1) will focus on training 5G
technical personnel, as it can produce security training programs based on the underlying
infrastructure and user/personnel behaviors and will deliver cyber range exercises for different
assets (and combinations of assets) of an organisation, and particular types of security and
privacy threats, vulnerabilities and risks identified for them.

The external to the project training sessions also include two (2) open information days, the first in
M17 on "Technological innovations of future networks", and the second one in M29 on "Security,
Privacy and Rights inside Digital Worlds". These information days aim to educate and create
awareness. They address the general public.

The project will also deliver training addressed to 5G and Verticals Stakeholders and training
specialized for infrastructure technical staff and National Authorities.

> The Cyber Range: A Guide, NICE, Sep. 2023
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1 full-day each

TO GENERAL PUBLIC

TO 5G & VERTICALS STAKEHOLDERS
Protecting customers against fraud, Detecting and preventing fraudulent access to
—— mobile services, identifying abuses of service terms & conditions, Fast identification of
fraud committed while roaming, Mobile operator brand and reputational protection,
Minimizing wholesale risks to mobile operators, Mobile malware

— PROJECTEXTERNAL —

TO INFRASTRUCTURE TECHNICAL STAFF & NATIONAL AUTHORITIES
Risks and attack vectors, Zero Trust Concept: User ldentity & Authentication, Air
Interface Traffic Protection, Security Core Functions, Interconnection Security,
Application Layer Security / Smartphone Security, Integration of partner services,
Common implementations and design flaws, Monitoring/ regular controls, NFV
security, LTE network configuration and roaming security, 5G security, Infrastructure
security and testing, Interconnect signalling security

Figure 10. Organization of SAND5G Training Activity

The expected outcome of the training and capacity building services involves the upskilling of 5G
stakeholders, start-ups, SMEs, Authorities etc. and the delivery of education and training material for
developing a cyber-aware work force inside the EU. SAND5G will target to decrease the cybersecurity
skills gap, enhancing the scale and scope of employees’ involvement in cybersecurity. All the project's
training activities will adopt inclusive, unbiased and gender-balanced pedagogical methods.

Relevant KPIs:
e Number of training courses provided by SAND5G > 15,
e Number of training courses focused on 5G EU policies and regulations >3,
e Number of training sessions organized (full day) for SAND5G pilots’ participants: 4,

e Number of trainees from different 5G stakeholders > 60.

5.2 Experimentation & Testing before Investing

UPAT offers the 5G infrastructure for the performance of SAND5G Pilot experimentations. UPAT's 5G
infrastructure is integrated with p-NET's private 5G standalone core infrastructure, as depicted in
Figure 11. PNET provides a private 5G network, acting as a playground for deploying 5G and beyond
test cases and testing applications. Operating under the Network Slice as a Service (NSaaS) model, the
facility offers customized network slices tailored to the needs of different verticals. Each vertical
utilizes these slices to conduct trials for a range of use cases, assessing and documenting KPIs under
diverse network conditions. PNET hosts a next generation networks pre-commercial site, based on
ERICSSON 5G Rel-17 and beyond equipment. The site hosts several 5G radios indoors and outdoors
located at the area of UPAT, as well as a dedicated edge User Plane Function - UPF, while the 5G Core
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owned by P-NET is co-located remotely in Athens containing all related functions (Access Mobility
Function-AMF, Session Management Function-SMF, Network Exposure Function-NEF, etc.) by a Greek
operator NOVA which hosts a dedicated slice for PNET. This extension offers a unique opportunity to
test 5G/6G cloud to edge scenarios, as well as various non-public-network deployments, using NOVA'’s
licensed spectrum.

p-NET, as a competence center in smart 5G and beyond networks and services, aims to prepare the
market for the adoption of new and emerging technologies and promote investment in and uptake of
innovations. As a means to achieve this aim, p-NET is designing and delivering a set of services that
enable the use of the infrastructure by third parties for the execution of pre-commercial

experimentations.
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Figure 11. Integrated UPAT and p-NET 5G Infrastructure

These "Testing before Investing" services aim to support vertical sectors in their digitalization journey
by providing an advanced Testing and Experimentation Facility (TEF) for technological innovations and
for the design and deployment of use cases co-defined by p-NET and the relevant vertical
stakeholders. The facility offers the capability to support a range of activities such as: hosting
equipment vendors for conformance testing; developing and testing new 5G/6G functionality;
performing KPl Measurements and cybersecurity assessments; carrying out end-to-end trials;
supporting hands-on training. Skillful and experienced personnel offer the appropriate level of on-line
and physical support.

The "Testing before Investing" services are independent of and complementary to the Pilot
experiments to be implemented in WP4. They are services that can be tailored to support testing and

experimentation on SAND5G related security operations by project participants, members of the
SAND5G community and third parties, possibly within the scope of a Hackathon to be organized by

the project.
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5.3 Awareness & Knowledge transfer

Activities related to raising awareness and visibility are key factors to the success of SAND5G, as they
will engage stakeholders and contribute to knowledge exchange between actors from different
sectors (e.g., government, policy makers, academia, industry, companies, NGO's, etc.), maximizing the
project’s benefit to the European economy and society. They aim to promote scientific excellence and
innovation, explore and generate market demand for the technologies, products and services
developed and strengthen their uptake. They also foster public awareness, engagement and
understanding of science and technology, and draw the attention of national governments,
policymakers, and regional authorities.

To strengthen collaboration at an operational
level beyond the pure technical one, the
project has devised the Triangle of Actors
collaboration Model. In the model the three
key actor types defined are: 5G (vendors,
operators) and verticals stakeholders being
the main benefactors of SAND5G work and
results, Security Providers and National
Authorities and Regulators. The project will
foster the creation of a sustainable 5G
cybersecurity community of practice, where
the above stakeholder types together with
practitioners, researchers, and educators can

=

Figure 12. Triangle of actors

share their experiences, insights, and
feedback, and collaborate on common issues and solutions.
Engagement of all
stakeholder types is
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Figure 13. Awareness Creation, Co-creation, Validation and Assessment and Adoption phases

at the co-creation, validation and adoption phases is mainly related to Knowledge Transfer and
Exchange services.

Knowledge Transfer services will facilitate the exchange of best practices, lessons learned, and
innovative solutions among partners and the wider cybersecurity community, as well as with other
relevant stakeholders such as policy makers, regulators, standardisation bodies, civil society, and end-
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users. The project will use various tools and methods to ensure effective knowledge transfer. These
include:

= QOrganization of events, such as webinars, discussion forums, workshops;
= Publications of white papers, technical reports, press releases, newsletters, guidelines;
= Training, as already covered in section 5.1;

= Networking and collaboration as presented in section 5.4.

5.4 Linking, communication & Collaboration

A wide set of activities for networking and collaboration will be implemented aiming to establish and
strengthen the links and synergies among partners and other existing or emerging networks and
initiatives in the 5G cybersecurity assessment field, both at the European and international levels.
With such activities SAND5G will foster innovation, knowledge and technology transfer, build trust
and improve communication that will boost the security posture of the EU against cyber security
threats in its 5G and other critical infrastructures.

Relevant activities concern the establishment of collaborative links with initiatives, projects,
organizations for the exchange of knowledge and for pushing SAND5G results and validating their
acceptability and adoption, thus ensuring the sustainability of the SAND5G solutions beyond the
completion of the project.

Some of the already identified activities include:

a) participation of ADAE in the GSMA organization and, in particular, in the Fraud and Security
Group. This group is a leading source of knowledge about risks in the field of mobile
telecommunications;

b) collaboration with ENISA and engagement with 5G Cybersecurity Standardization activities;

c) engagement in the 6G IA for next generation networks and services on 5G, 5G evolution and
SNS/6G research;

d) The European Cybersecurity Competence Centre (ECCC) and Network of National
Coordination Centres (NCCs) which aims to increase Europe‘s cybersecurity capacities and
competitiveness etc.

The planning of the activity goes hand-in-hand with the WP5 Dissemination and Communication
activity and involves:

= Update and enrichment of the list of Networking opportunities;

=  Orchestration of the Networking activity in terms of assignment of responsibilities,
implementation, and reporting;

= Exploitation of Networking opportunities for pushing SAND5G results.
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6 Conclusions

The SAND5G project takes a comprehensive approach to securing 5G networks and the services
running on top of them, by integrating technologies from multiple partners, training programs, and
collaboration across key sectors. By defining the pilot use cases —which span the 5G infrastructure,
vertical services, and the involvement of national authorities— SAND5G demonstrates how its
solutions apply to real-world scenarios.

This deliverable presents the architecture design of SAND5G platform along with its main internal
components (building blocks). It identifies the functional, non-functional requirements of the platform
and analyses the pilots’ infrastructures and requirements to ensure that the project will be able to
tackle critical challenges and threats of the 5G ecosystem while promoting regulatory compliance,
cross-sector cooperation, efficient response to incidents and collaboration between stakeholders and
National Authorities.

Furthermore, this document describes how the SAND5G project will work towards bridging the
cybersecurity skills gap. Through its customized training programs, cyber range platforms, and
initiatives like "Testing before Investing", the project will empower 5G stakeholders with the
knowledge and tools to strengthen security in 5G -and beyond- networks. Furthermore, SAND5G’s
efforts in knowledge sharing will ensure that the project’s innovations reach a broader audience,
fostering collaboration between government agencies, industry leaders, and academic institutions.
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