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1 Introduction

Deliverable D2.1 “Security analysis for 5G and beyond networks” provides a critical foundation for
understanding the multifaceted evolution of 5G technology, its security implications, regulatory
considerations, and the strategic outlook for beyond 5G advancements. The document emphasizes the
dual strategy of leveraging technical advancements alongside regulatory and policy frameworks to fortify
network security. It recognizes the pioneering efforts of standardization bodies like 3GPP, ETSI, and ITU-T,
alongside collaborative projects and initiatives aimed at securing 5G networks. It critically addresses the
security challenges posed by the adoption of 5G, including vulnerabilities associated with loT devices, the
convergence of IT and telecom infrastructures, and the implications of software-defined networking and
virtualization. The narrative underscores the significance of a holistic approach encompassing technical
solutions, governance frameworks, and international collaboration to navigate the complex security
landscape of 5G and future telecommunications networks.

Chapter 2 provides a comprehensive background on the standardization efforts and key innovations
marking the 5G evolution. It delves into the ITU's role in defining the IMT-2020 standards, highlighting the
transition from 4G to 5G and the pivotal enhancements in data rate, connectivity, and efficiency that 5G
promises. The architectural advancements, coupled with increased spectrum efficiency and the shift
towards a service-based architecture (SBA), underscore 5G's transformative potential for supporting a
myriad of applications and services.

Chapter 3 articulates the complex security landscape shaped by 5G's novel architecture and extensive
connectivity. It addresses the vulnerabilities introduced by new technologies such as network slicing, edge
computing, and the integration of vast numbers of loT devices. This chapter also evaluates attack vectors
and potential threats, emphasizing the importance of comprehensive security mechanisms and robust
vulnerability assessments to safeguard the 5G infrastructure.

Chapter 4 discusses the intricate balance between user-centric security considerations and regulatory
compliance. It outlines the GDPR implications for data protection within 5G networks and explores the
ethical use of data, shedding light on the need for a harmonized regulatory framework that supports
innovation while ensuring user privacy and data integrity.

Chapter 5 examines the existing security protocols and mechanisms deployed within 5G networks. It
underscores the pivotal roles of authentication, authorization, and encryption in securing communications
and details the specific security features designed to protect network slicing, a key innovation of 5G
architecture.

Chapter 6 presents the strategic response formulated by the European Union to address 5G cybersecurity
challenges. It reviews the development, objectives, and key technical measures recommended by the 5G
toolbox to mitigate risks and enhance the security of 5G networks across EU member states, including the
adoption of risk mitigation plans and the importance of diversifying equipment suppliers to reduce
dependency risks.
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Chapter 7 explores the horizon of telecommunications, venturing into the innovations and security
considerations for 6G and beyond. It forecasts the emergence of new technologies such as quantum
cryptography, zero-trust security models, and the integration of Al and ML in enhancing network security.
This chapter sets a visionary path towards a sustainable, secure, and highly interconnected future
telecommunications landscape.

Chapter 8 finally presents the comprehensive insights gathered throughout the document, drawing
conclusions on the current state of 5G security. It consolidates the key findings from each chapter,
reflecting on the evolution of 5G technology, the nuanced security challenges it introduces, and the
collective efforts underway to address these issues at both the technical and policy levels.
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2 Overview of 5G Technology

2.1 Standardization efforts

The International Telecommunication Union (ITU), through its ITU-R (Radiocommunication Sector) [1], is
responsible for the international standardization of 5G technologies. This includes defining the
specifications for 5G networks, also known as International Mobile Telecommunication (IMT-2020) [2],
ensuring compatibility, interoperability, and performance standards across the globe. This standardization
process facilitates a unified approach to 5G deployment, enabling technologies developed in different
parts of the world to work seamlessly together. Figure 2-1 outlines the development of the IMT-2020
process.

WP 5D timeline for IMT-2020
Detailed specifications for the terrestrial radio interfaces

2014 2015 2016 2017 2018 2019 2020

WRC-15 WRC-19

iy

5D 50 5D| 5D 5D 50 5D 5D 5D
g e g : Wi gy | W W Ay
#18 #10 #20| #21 w22 #20 ®30 1his #32 B34 235 #36 #36bis

Nate: Meeting #36his b5 a forused meeting (technalogy) for finalization of Step § of the IMT-2020 process and completing draft new Recommendation ITU-R M, [IMT-2020.5PECS]

Figure 2-1: Working Party (WP) 5D timeline for IMT-2020 ([3])

A brief description of each of the documents outlined in the above timeline is given from the ITU-R Study
Group 5 document titled “Overview of the ITU-R texts relating to the terrestrial component of IMT” [4]:

e Report ITU-R M.2320 [5] provides a broad view of future technical aspects of terrestrial IMT systems.
It comprises information on technical and operational characteristics of IMT systems, including the
evolution of IMT through advances in technology and spectrally efficient techniques, and their
deployment.”

e  ReportITU-R M.2376 [6] provides information on the technical feasibility of IMT in the bands between
6 GHz and 100 GHz. It includes information on how current IMT systems, their evolution, and/or
potentially new IMT Radio Interface Technologies (RITs) and system approaches could be appropriate
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for operation in the bands between 6 GHz and 100 GHz, considering the impact of the propagation

characteristics related to the possible future operation of IMT in those bands.”

Recommendation ITU-R M.2083 [7] establishes the vision for IMT for 2020 and beyond, by describing

potential user and application trends, growth in traffic, technological trends and spectrum

implications, and by providing guidelines on the framework and the capabilities for IMT for 2020 and
beyond. Envisaged three usage scenarios for IMT-2020:

o Enhanced mobile broadband (eMBB).

o Ultra-reliable and low-latency communications (URLLC).

o Massive machine-type communications (mMTC).”

Report ITU-R M.2410 [8] describes key requirements related to the minimum technical performance

of IMT-2020 candidate RITs. It also provides the necessary background information about the

individual requirements and the justification for the items and values chosen.” It outlines key metrics
such as:

o Peak data rate.

Spectral efficiency.

Latency.

Connection density.

Energy efficiency.

Report ITU-R M.2411 [9] addresses the requirements, evaluation criteria, as well as submission

templates required for a complete submission of RITs and Sets of Radio Interface Technologies (SRITs)

for IMT-2020. It covers aspects such as:

o Services to be supported (based on M.2083 usage scenarios).

o Spectrum and technical performance requirements.

Report ITU-R M.2412 [10] provides guidelines for the procedure, the methodology and the criteria

(technical, spectrum and service) to be used in evaluating the candidate IMT-2020 RITs or SRITs for

several test environments. These test environments are chosen to simulate closely the more stringent

radio operating environments. The evaluation procedure is designed in such a way that the overall
performance of the candidate RITs/SRITs may be fairly and equally assessed on a technical basis.” It
outlines how to assess:

o Technical performance based on simulations (using system and link-level simulations), analysis
(through calculations and mathematical analysis), and inspection (reviewing functionalities and
parameters of the proposed standards).

o Service and spectrum support.

o Compliance with the overall IMT-2020 vision.

ITU-R Recommendation M.2150, “Detailed specifications of the terrestrial radio interfaces of

International Mobile Telecommunications-2020 (IMT-2020)” [11] provides the resulting technical

standards and performance requirements for 5G networks. The document aims to ensure worldwide

compatibility, international roaming, and access to services under various usage scenarios like eMBB,
mMTC, and URLLC.

O
O
O
O
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Figure 2-2: IMT Family History [5]

ITU Reports ITU-R M.2410, M.2411, and M.2412 and Recommendation ITU-R M.2083 are pivotal within
the IMT-2020 framework, defining performance benchmarks, use case scenarios, and evaluation criteria
for 5G technologies, respectively. The 3rd Generation Partnership Project (3GPP) and other standard
generating organizations use these ITU reports and recommendations to align their 5G technology
developments with the ITU's standards, ensuring their solutions meet the established global benchmarks
for speed, efficiency, and reliability required for next-generation mobile networks. This alignment is crucial
for global interoperability and the successful deployment of 5G networks worldwide.

Along with other standard generation bodies [12] 3GPP proposed 5G standards that were submitted to
ITU and evaluated according to the following general steps:

e  3GPP submits its proposed 5G standards to ITU-R.

e Separate independent evaluation groups, such as the 5G Infrastructure Association Independent
Evaluation Group [12], analyze the proposed standards using the methodology outlined in M.2412,
ensuring an unbiased assessment.

e  The evaluation focuses on how well the proposed standards meet the minimum requirements in
M.2410 and address the service and spectrum needs outlined in M.2083 and M.2411, respectively.

e After the evaluation phase, “Recommendations” on accepted standards are issued such as the
abovementioned ITU Recommendation M.2150.

As for writing, standards included in 3GPP “Releases” 15 and beyond have been accepted as meeting the
IMT-2020 criteria and are included in ITU-R Recommendation M.2150, after following the above evaluation
cycle. These releases define the core standards for 5G networks, including specifications for speed, latency,
and reliability, essential for enabling the global deployment of 5G technology.

In more detail, 3GPP “Releases” [13] refer to the set of specifications and standards for mobile
telecommunications that are periodically updated and published by the 3GPP organization. Each release
provides a complete set of specifications that define the technical details for a generation of mobile
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networks, including the radio interface, core network architecture, and service capabilities. As of writing
Table 2-1 shows the most recent releases pertaining only to 5G.

Name Status Start date End date
Release 15 | Frozen? 1/6/2016 7/6/2019
Release 16 | Frozen 22/3/2017 3/7/2020
Release 17 Frozen 15/6/2018 10/6/2022

Release 18 | Open 16/9/2019 21/6/2024
Release 19 | Open 18/6/2021 12/12/2025
Release 20 | Open 14/3/2024

Table 2-1: Release dates and Status ([14])

Release 15

Briefly the key features and functionalities introduced by Release 15 ([15]) are:

e 5G Core Network (5GC): Introduces new core network architecture with functionalities like session
management, user plane function, and policy control.

e 5G New Radio (5NR): Introduces new radio access technology (RAT) used in 5G networks. It is
designed to support a wide range of frequencies, from sub-1 GHz up to millimeter wave bands (24
GHz and above), and to enable various deployment models, from traditional macro cells to small cells.
It introduces advanced technologies like massive MIMO (Multiple Input Multiple Output),
beamforming, and more flexible frame structures to improve spectral efficiency, reduce latency, and
increase overall network capacity and speed.

e  Service-Based Architecture (SBA): A modular network structure where functions are defined as
network services, enabling more flexible and scalable implementations.

. (eMBB): Improved data rates, traffic/connection density, user mobility, with scenarios for different
service areas and special deployments.

e  (Critical Communications and URLLC (Ultra Reliable Low Latency Communications): Support for low
latency and high availability services, with applications like industrial automation. This includes local
hosting and Edge Computing capabilities to reduce latency and network load.

e  Massive loT (mloT): Support for high traffic densities of devices, catering to a wide range of loT
services and operational aspects.

e Network Slicing: Allows the creation of multiple virtual networks to serve different requirements,
each with its own performance and functional characteristics.

e  Flexible network operations: Including network slicing, network capability exposure, scalability,
diverse mobility security, efficient content delivery, migration, and interworking.

e Unified Access Control: Management of network access based on operator policies, subscriber
profiles, and available services.

e  Support for 3GPP and non-3GPP access: Ensures seamless service across different network
technologies, optimizing resource use and supporting mobility.

1 When a 3GPP release is described as "frozen," it means that the feature set and specifications for that release have
been finalized and locked down. No new features can be added, and the focus shifts to implementing, testing, and
deploying those specifications in real-world networks and devices.

6
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e  Enhanced Security: Comprehensive security measures for network access and data privacy.

Release 16

Briefly the key features and functionalities introduced by Release 16 ([16]) are:

e Radio features: Enhancements in NR and LTE, including access to unlicensed spectrum, power saving,
and MIMO enhancements.

e  Enhancement of URLLC: This includes support in the 5G Core network, physical layer enhancements
for NR and support for the Industrial Internet of Things (loT).

e  Slicing: Enhancement of network slicing for 5G, including support for multiple tenant environments.

e Coexistence with Non-3GPP systems: Enhancements in wireless and wireline convergence and
support for access traffic steering, switching, and splitting in the 5G system architecture.

e  UE radio capability signaling optimization: Optimizations in UE radio capability signaling.

e  Advanced Vehicle-to-everything (V2X) support: Improvements in V2X service handling, architectural
enhancements for advanced V2X services, and application layer support.

e  User ldentities Authentication and multi-device support: Enhancements in user identities and
authentication as well as support for multi-device configurations.

e 5@ Location and Positioning Services: Enhancements to 5G positioning services and support for 5G
Core Location Services (5GC Location).

e  Cellular IoT: This includes continued support and evolution for the 5G system and additional
enhancements for Narrowband loT (NB-IoT).

e  Support of LAN-type services: Including NR-based access to unlicensed spectrum and enhanced
support for Vertical and LAN services.

e Northbound APIs: These include the usage of Common API Framework (CAPIF) and enhancements
for 3GPP Northbound APIs.

e  Railways and Maritime communications: Including support for high-speed train scenarios and
maritime communication services.

e Mission Critical Public Warning enhancements: Enhancements to public warning systems, mission-
critical services, and security.

e  Conversational services, Streaming, and TV: Including coverage and handoff enhancements for
multimedia, charging aspects for VolLTE, and media handling extensions for 5G conversational
services.

e  Other system-wide features: Including network automation, enhancements in topology, and
private/non-public network support.

Release 17

Briefly the key features and functionalities introduced by Release 17 ([17]) are:

e NR physical layer enhancements: Including MIMO enhancements, carrier aggregation, dynamic
spectrum sharing, and new frequency bands for NR.

e Signaling optimizations: Enhanced steering of roaming, packet flow descriptions, and handover
optimizations.

e User plane improvements: Enhancements for immersive teleconferencing, telepresence, 8K
television over 5G, and media streaming.
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System optimizations: Including edge computing enhancements, network slicing improvements,
traffic steering, and self-organizing networks (SON).

Standalone security aspects: Enhanced authentication, key management, user plane integrity
protection, and security assurance specifications.

Services to "verticals": Enhanced support for various industry sectors including railways, mission-
critical services, drone/UAS/UAV/EAV applications, media production, professional video, multicast-
broadcast services, and asset tracking.

loT and Industrial loT: Enhanced support for Narrow Band — loT (NB-1oT) and LTE-M in non-terrestrial
networks (NTN), addressing low power requirements, and support for reduced capacity user
equipment. Integration of satellite components in the 5G architecture: This includes coverage
extension to support remote areas, loT applications, disaster communication, global roaming, and
broadcasting.

Proximity/D2D/Sidelink related and V2X services: Enhanced relays for energy efficiency and extensive
coverage, proximity-based services, enhanced Sidelink/Device-to-Device (D2D) communication, and
advanced V2X services.

Management features: Enhanced closed-loop service level specification assurance, quality of
experience measurement collection, and management of network sharing and tenant concepts.

Release 18

Briefly the key features and functionalities introduced by Release 18 ([18]) are:

Service-based enhancements: Including improvements related to the management of network
services and applications, aiming to optimize and streamline service delivery and network operations.
Network Slicing Enhancements: Focused on charging aspects, management enhancements, and
support for advanced slicing capabilities loT and NTN Enhancements, including improvements for loT
over NTN, and measurement and mobility enhancements.

Satellite Communications Enhancements: Including support for dynamic satellite backhaul, User
Plane Function (UPF) onboard GEO satellites for edge computing, and local switching for UE-to-UE
communications via satellite.

Enhanced support for reduced capability (RedCap) NR devices: This feature targets further complexity
reduction for NR devices, focusing on aspects like peak data rate reduction, baseband bandwidth
reduction, and enhanced power saving.

Energy Efficiency Improvements: Including new methodologies for measuring and collecting energy
consumption data, defining energy efficiency KPIs, and introducing energy-saving use cases and
solutions.

Advancements in Al and Machine Learning (ML): Emphasizing Al/ML management within the network
to improve automation and efficiency.

Introduction of Satellite L-/S-Band for NR: Supports the satellite L-/S-band as band n254, focusing on
specific technical aspects like emission requirements and UE co-existence.

Release 19

Briefly the key features and functionalities introduced by Release 19 ([19]) are:

Enhancements in MIMO technology where UE-initiated beam reporting and support for larger
antenna arrays are introduced.
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e  Mobility management is improved with extended intra- and inter-CU layer-triggered mobility (LTM)
and support for conditional handover to enhance robustness.

e Duplex operation evolves with sub-band full duplex (SBFD) to improve network efficiency and manage
cross-link interference (CLI).

e  Extended Reality (XR) support is enhanced for higher performance in 5G networks.

e Further Evolved 5G Topology: Release 19 studies and evolves 5G topology, incorporating 5G femtocell
for improved indoor connectivity, wireless access backhaul (WAB) for relaying in remote areas, multi-
hop sidelink relay for extended coverage, and NTNs to enable better integration with satellite and
aerial platforms.

e Network and device energy savings through techniques like on-demand signaling and power control
adjustments. Enhancements include network energy saving techniques, low-power wake-up signal
and receiver (LP-WUS/LP-WUR) for reducing UE power consumption, and studies on ambient loT to
support ultra-low-power loT devices.

e Al-powered 5G where Al/ML is leveraged to enhance network management and efficiency, including
Al/ML-based beam management, positioning, and network energy saving. Al-driven approaches are
integrated into the air interface and network operations, aiming at intelligent resource allocation and
optimization.

e |nitiates 6G groundwork with studies focusing on channel modeling for integrated sensing and
communication (ISAC) and enhancements for the 7-24 GHz spectrum, setting the stage for future 6G
development.

Release 20

No official 3GPP documentation has been released with the specific features and functionalities of this
release, as of writing this overview.

2.2 Key Features and Innovations in 5G

As previously stated, Recommendation ITU-R M.2083 [7] envisages the following IMT-2020 / 5G usage
scenarios: eMBB, URLLC and mMTC. In more detail:

e eMBB: refers to the significantly improved data rates and coverage compared to previous generations.
This feature is aimed at providing high-speed internet access to end-users, enabling seamless
streaming of high-definition content, virtual reality, and augmented reality experiences. The goal is
to support very high traffic capacity in dense areas, high mobility scenarios, and a user experienced
data rate, potentially reaching up to gigabit per second levels in certain situations.

e  URLLC: Ultra-Reliable and Low Latency Communications are crucial for applications requiring
immediate response and high reliability, such as autonomous driving, telemedicine, and industrial
automation. This feature aims to provide very low latency, often below 1 millisecond, and ultra-high
reliability, ensuring that data transmissions are consistently successful within the required time
frames.

e mMTC: are designed to support many connected devices, typically in the context of the Internet of
Things (loT). This feature focuses on providing connectivity to a vast number of devices, sensors, and
actuators, often transmitting small amounts of data intermittently. The key aspect of mMTC is the
ability to support a high connection density, with potentially millions of devices per square kilometer,
while maintaining efficient energy usage and low cost.
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Figure 2-3 maps possible use cases to the above usage scenarios.
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Figure 2-3: Usage scenarios of IMT for 2020 and beyond (Figure 2 from [7])

The IMT-2020 eMBB scenario primarily capitalizes on the technology capabilities of peak data rate, user
experienced data rate, and spectrum efficiency. These capabilities are critical for delivering high-speed,
high-capacity broadband services to support data-intensive applications like ultra-high-definition (UHD)
video streaming, virtual reality (VR), and augmented reality (AR). The peak data rate of up to 10 Gbit/s and
the user experienced data rate, ensuring 100 Mbit/s ubiquitously across urban areas, are foundational to
this scenario. Enhanced spectrum efficiency, aimed to be three times better than IMT-Advanced / 4G,
facilitates this by optimizing the use of available radio frequencies, thus enabling the transmission of more
data over the same amount of spectrum ([7]).

In contrast, URLLC and mMTC focus on latency, reliability, connection density, energy efficiency, and
mobility. More specifically, URLLC targets applications requiring instantaneous response and high
reliability, such as autonomous vehicles and industrial automation, demanding a latency of as low as 1 ms
and high reliability. mMTC is designed to support a vast number of 10T devices, requiring a connection
density of up to 1 million devices per square kilometer, while maintaining energy efficiency to ensure long
battery life for these often remotely deployed sensors and actuators. These capabilities are essential for
the widespread deployment of l1oT applications, smart cities, and to facilitate the digital transformation in
various industry sectors, highlighting the multifaceted technological advancements embedded within IMT-
2020.

To cover the above usage scenarios, the following key IMT-2020 capabilities had to be specified ([7]):

e  Peak data rate: “Maximum achievable data rate under ideal conditions per user/device (in Gbit/s).”
e Latency: “The contribution by the radio network to the time from when the source sends a packet to
when the destination receives it (in ms).”

10
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o Mobility: “Maximum speed at which a defined QoS and seamless transfer between radio nodes which
may belong to different layers and/or radio access technologies (multi-layer/-RAT) can be achieved
(in km/h).”

e  Connection Density: “Total number of connected and/or accessible devices per unit area (per km2).”

e  Energy efficiency: “Energy efficiency has two aspects:

o On the network side, energy efficiency refers to the quantity of information bits transmitted to/
received from users, per unit of energy consumption of the radio access network (RAN) (in
bit/Joule).

o on the device side, energy efficiency refers to quantity of information bits per unit of energy
consumption of the communication module (in bit/Joule).”

e  Spectrum efficiency: “Average data throughput per unit of spectrum resource and per cell3 (bit/s/Hz)”

e  Area traffic capacity: “Total traffic throughput served per geographic area (in Mbit/s/m2).”

e  User Experienced Data Rate: It is another IMT-2020 / 5G network capability which refers to “the 5%
point of the cumulative distribution function (CDF) of the user throughput. User throughput (during
active time) is defined as the number of correctly received bits, i.e. the number of bits contained in
the service data units (SDUs) delivered to Layer 3, over a certain period.” ([8]). This metric reflects the
actual speed experienced by a user and is a more realistic representation of network performance
from the user's perspective. It accounts for various factors like network congestion, signal strength,
and user location relative to the cell tower.

Table 2-2 summarizes the minimum technical performance figures for the key features of 5G ([8])

Feature Minimum 5G Technical Feature Performance Requirements
Peak Data Rate Downlink: 20 Gbit/s, Uplink: 10 Gbit/s

User Experienced Data Rate | Downlink: 100 Mbit/s, Uplink: 50 Mbit/s (in Dense Urban eMBB)
Spectral Efficiency Downlink: 30 bit/s/Hz, Uplink: 15 bit/s/Hz

Mobility Up to 500 km/h (for high-speed vehicular)

Latency User plane: 4 ms for eMBB, 1 ms for URLLC; Control plane: 20 ms
Connection Density 1,000,000 devices per km? (in mMTC)

Area Traffic Capacity 10 Mbit/s/m? for the Indoor Hotspot — eMBB test environment

Table 2-2: Minimum 5G Technical Feature Performance Requirements

A comparison between the above listed 5G technical feature minimum performance requirements and
those of IMT-Advanced / 4G network technology is provided by Figure 2-4.

11
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Figure 2-4: Enhancement of key capabilities from IMT-Advanced/4G to IMT-2020/5G (Figure 3 of [7])

Based on ITU Recommendation ITU-R M.2150-2 (12/2023) “the IMT-2020 specifications, known as 5G,
have been developed by 3GPP and consist of long-term evolution (LTE) and new radio (NR) Releases 15 and
beyond. In 3GPP terminology, the term Evolved-UMTS Terrestrial Radio Access (E-UTRA) is also used to
signify the LTE radio interface.” ([11])

Adopted standards propose technologies and network design and deployment methodologies in order to
meet the aforementioned Minimum 5G Technical Feature Performance Requirements. A brief description
of how the minimum requirements are met as per 5G performance feature follows.

Peak Data Rate

To achieve peak data rates up to 20 Gbps the following technologies are used:

e  Massive MIMO: Utilizes numerous antennas at both transmitter and receiver to enhance data
throughput.

e  Carrier Aggregation (CA): Combines multiple frequency bands into a single channel to increase
bandwidth.

e Higher Frequency Bands (mmWave): Utilizes millimeter-wave spectrum to provide larger bandwidths
that can carry more data.

User Experienced Data Rate

Ensuring a minimum data rate for users in various conditions, the following network design and
technologies are used:

12
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e Dense Network Deployment: Installation of more small cells to improve network capacity and
coverage, ensuring high data rates are uniformly experienced.

e Advanced Coding Techniques: Improving the efficiency of data transmission to ensure higher and
more consistent rates for users.

Spectrum Efficiency

Spectrum efficiency is essential for accommodating the increased data traffic in 5G.

e Advanced Signal Processing: Techniques like higher order modulation and coding to transmit more
data over the same spectrum.

e  Spatial Multiplexing in Massive MIMO: Sending multiple data streams simultaneously over the same
frequency band to maximize throughput.

Mobility

High-speed mobility support, with seamless connectivity for speeds up to 500 km/h can be achieved
through:

e Advanced Handover Protocols: Ensuring seamless transitions between cells without service
disruption during high-speed travel.

e  Dynamic Beamforming: A technique used in 5G, to optimize the transmission and reception of radio
signals. It involves the intelligent steering of radio beams to target specific users or devices, enhancing
signal strength, coverage, and overall network efficiency capable of maintaining strong connections
with fast-moving users.

Latency

To achieve Ultra-low latency, with goals of under 1 millisecond for URLLC services, the following
technologies and network design approaches can be used:

e Network Slicing: This is a crucial feature in 5G that allows operators to create multiple virtual networks
with different characteristics on the same physical infrastructure. Each network slice can be optimized
for specific services, like mloT, ultra-reliable low latency communications (URLLC), or (eMBB) ([20],
[21]).

e  Multi-Access Edge Computing (MEC): MEC brings computing resources closer to the user by deploying
them at the edge of the network. This reduces latency, improves performance, and allows for the
processing of large amounts of data near the user, which is essential for real-time applications.

Connection Density

The capability to support up to 1 million devices per square kilometer, catering to dense loT environments
can be implemented by utilizing:

e Network Optimization: Efficiently managing network resources to accommodate a high number of
devices.

13
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e Non-Orthogonal Multiple Access (NOMA): Allowing multiple devices to share the same frequency
resources, increasing the connection density.

Area Traffic Capacity

To support high-density usage scenarios like crowded urban areas, stadiums, or concert venues, where
many people use data-intensive applications simultaneously, the following approaches can be utilized:

e  High spectral efficiency: Utilizing advanced encoding and modulation techniques to transmit more
data within the available spectrum.

o Network densification: Deploying more small cells and base stations to increase the capacity of the
network in dense areas.

e Advanced antenna technologies: Using massive MIMO to serve multiple users simultaneously within
the same frequency spectrum, thus multiplying the capacity.

e  Dynamic network allocation: Smartly distributing network resources based on real-time demand to
maximize the area traffic capacity.

Energy Efficiency

Enhanced energy efficiency, crucial for sustaining the large-scale and dense networks of 5G can be
achieved through:

e  Sleep Mode and On-Demand Activation: Reducing power usage when devices or network elements
are idle.

e  Optimized Network Operations: Adjusting network operations based on real-time demand to
minimize energy waste.

2.3 Architecture

The fundamental architecture of 5G networks is designed to deliver higher data speeds, reduced latency,
energy savings, cost reductions, higher system capacity, and massive device connectivity. The architecture
is more complex and flexible compared to previous generations, with key components that include ([22],
(23], [11]):

VE NG-RAN 5GC
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MS+USIM aNB AMF/UPF

Figure 2-5: Overview of the Stand Alone 5G System (5GS) ([22])
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User Equipment (UE): comprising the Mobile Station (MS) and Universal Subscriber ldentity
Module (USIM) and serves as the communication endpoint. MS includes the device hardware and
software for network connection, while the USIM securely stores subscriber identity and
authentication keys, ensuring authorized network access and communication security.

5G New Radio (NR): The 5G NR is the standard for the wireless air interface in 5G networks,
providing the connection between user devices and base stations. It operates in two frequency
bands: below 6 GHz for broad coverage and above 24 GHz (mm Wave) for high capacity and speed.
Next Generation Radio Access Network (NG-RAN): This component comprises the gNodeBs (gNB)
or 5G base stations and the new radio (NR) technology, which support the communication
between user devices and the core network. It also includes small cells, which are crucial for
enhancing network capacity and coverage, particularly in densely populated areas. To support 4G
UE connectivity so called evolved NodeBs (eNBs), referred to as ng-eNBs are also introduced ng-
eNBs are essentially 4G LTE base stations that have been upgraded to integrate with the 5G core
network. They facilitate a smooth transition from 4G to 5G by supporting dual connectivity, where
devices can simultaneously connect to both 4G and 5G networks. Figure 2-6 visualizes the
introduction of ng-eNBs in a 5G ecosystem.
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Figure 2-6: Stand-Alone 5G System with ng-eNBs allowing for 4g connectivity ([24])

MIMO is a fundamental technology in the 5G ecosystem, playing a crucial role in meeting the high-
speed, high capacity demands of modern wireless networks. MIMO involves using multiple
antennas at both the transmitter (base station) and receiver (user device) to transmit and receive
more data simultaneously. This technology significantly enhances the network's capacity,
throughput, and efficiency. ([23], [11])

5GC: The 5G core network is a next-generation network infrastructure that is fully virtualized and
runs on a cloud-native platform. It supports the separation of the control and user planes (CUPS),
enabling flexible network management and scalability. Key functions include the Access and
Mobility Management Function (AMF), Session Management Function (SMF), and UPF.
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e SBA: The 5G core network adopts a service-based architecture, where Network Functions (NFs)

are modular and interact with each other through standardized service-based interfaces ([25]) and

point-to-point reference point representations ([25]), offering specific capabilities. This enhances

flexibility and enables the rapid deployment of new services. Figure 2-7 shows the main NFs (in

squares) for the Non-Roaming 5G System Architecture with service-based interfaces.
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Figure 2-7: Non-Roaming 5G System Architecture (Figure 4.2.3-1 from [25])

In Figure 2-7, the User Plane, i.e. the Network Functions (NFs) and elements involved in the transport of

user data, is shown at the bottom level, whereas the upper part of Figure 2-7 shows all the essential NFs

within the signaling plane.

A brief description of each NF functionality follows ([25]):

e AMF: This function is responsible for managing user connections and ensuring seamless mobility
across the network. It handles authentication, authorization, and session management for devices

moving within the 5G network.

e SMF: The SMF manages session establishment, modification, and release. It is responsible for
selecting and controlling the user plane functions, allocating IP addresses, and managing Quality of
Service (QoS) parameters. Gets involved in Lawful intercept (for SM events and interface to LI System).

e UPF: UPF handles data packet routing and forwarding, acting as a gateway that manages and
distributes user traffic between the 5G core and the data networks (DNs) through the so called N6
interface. It plays a crucial role in ensuring high-speed data transmission and efficient network
performance. Example networks include:
o Internet: The most common use of the N6 interface is to provide connectivity to the public

internet, allowing users to access web services, stream content, and engage in online

communication.

16



D2.1 SANDSG GA#:101127979

o Private Data Networks (PDNs): UPF can connect to private enterprise networks or dedicated
service networks through the N6 interface. This is essential for services that require secure,
isolated network environments, such as corporate intranets or specialized service networks.

o Edge Computing Services: The UPF can connect to edge computing platforms to facilitate low-
latency and high-bandwidth services. This connection is crucial for applications that require real-
time processing and analysis of data near the source of data generation.

e Policy Control Function (PCF): PCF is responsible for policy control decisions, including quality of
service, charging rules, and traffic steering. It allows the network to dynamically manage and enforce
policies based on user subscription data and real-time network conditions.

e  Network Exposure Function (NEF): NEF provides a controlled interface to expose the capabilities and
events of the 5G network to external applications and services. It ensures secure and efficient
communication between the network and third-party services.

e  Network Repository Function (NRF): NRF acts as a central registry and discovery point for network
functions within the 5G core. It facilitates the management and orchestration of network functions,
helping them to find and communicate with each other.

e  Service Communication Proxy (SCP): SCP facilitates communication between network functions,
acting as a mediator to route messages and perform load balancing and message distribution within
the service-based architecture.

e Unified Data Management (UDM): UDM is responsible for storing and processing subscriber data,
including authentication credentials and service authorizations. It ensures that user information is
securely managed and accessible for network operations.

e  Authentication Server Function (AUSF): AUSF handles the authentication of users accessing the
network. It verifies user credentials and ensures that only authorized users can connect to the 5G
services.

e Application Function (AF): AF interacts with the 5G core network to influence traffic routing and policy
decisions, often based on application needs. It enables application providers to access network
capabilities and ensure optimal performance for their applications.

e  Network Slice Selection Function (NSSF): The NSSF is key for network slicing, a feature that allows the
creation of multiple virtual networks on the same physical infrastructure. It selects the appropriate
network slice based on the service requirements and user subscription.

e  Network Slice Selection Assistance Information Function (NSSAAF): This function would assist in
network slice selection, helping to determine the best slice based on the user's needs and the
network's conditions. However, it's not a standard named function in 5G documentation, and its
precise role may vary or be conceptual in nature.

e  Network Slice Selection and Allocation Control Function (NSACF): This function would be involved in
managing and controlling network slice selection and allocation. Like NSSAAF, it is not commonly
listed as a separate function in standard 5G architectures and may represent a more specific or
detailed aspect of network slicing operations.

e  Edge Application Service Function (EASDF): Though not a standard 5G core network function, it
implies a function related to edge computing, providing application services closer to the network
edge for reduced latency and improved performance.

These functions are integral to the 5G core network, working together to provide the flexibility, efficiency,
and advanced features needed to support a wide range of services and applications in the 5G era.
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5G core NFs are integral to the integration of Software-Defined Networking (SDN) and Network Function
Virtualization (NFV) within the 5G ecosystem. These technologies enable the dynamic and flexible
management of network resources, aligning perfectly with the 5G goal of delivering highly adaptable and
scalable services. In the NFV paradigm, functions like AMF, SMF, and UPF are instantiated as virtual
network functions (VNFs) on general-purpose hardware, separating the network functions from the
underlying physical infrastructure. This virtualization allows for on-demand deployment and scaling of
network services, reducing operational costs and enhancing network agility. SDN complements this by
providing a centralized control mechanism that intelligently directs traffic and manages network
resources. Together, SDN and NFV provide the framework for a highly programmable and efficient 5G
network, enabling rapid deployment of new services and real-time adaptation to changing network
conditions and user demands, thus encapsulating the dynamic and flexible nature of modern
telecommunications networks ([23]). Management and Network Orchestration (MANO) is a key
component in the 5G system and is designed to manage and orchestrate the various functions and services
within the network, particularly in the context of NFV and SDN. MANO plays a crucial role in ensuring the
efficient and flexible operation of 5G networks ([23]).

The 5G network architecture, with its advanced features and network functions is pivotal in delivering
advanced services across different usage scenarios, including eMBB, URLLC, and private network
provisioning through network slicing, complemented by edge computing.

2.4 Security Challenges and Opportunities

Addressing cybersecurity effectively requires a dual approach, encompassing both technical solutions and
governance frameworks. On the technical front, 3GPP has set out specifications aimed at securing the
fundamental security pillars of confidentiality, integrity, and availability within telecommunications
networks. These technical specifications are crucial for establishing robust mechanisms that safeguard
network infrastructures and communication processes against cyber threats.

In parallel, the governance perspective is exemplified by the European Union's strategic actions in the
realm of cybersecurity. The EU has been instrumental in shaping policies that enhance the security of
telecommunications networks and IT infrastructure, acknowledging their critical importance for the well-
being of its citizens. Through initiatives like the EU Cybersecurity Strategy and the Network and
Information Security (NIS) Directives, the EU fosters a secure digital environment. These policy actions are
designed to promote high levels of cybersecurity across member states, ensuring a unified and resilient
stance against cyber risks.

The interplay between 3GPP's technical specifications and the EU's governance policies creates a
comprehensive cybersecurity framework. This synergy ensures that technical defenses are complemented
by regulatory measures, thereby offering a holistic defense mechanism against the evolving landscape of
cyber threats. The following paragraphs provide a more detailed insight into the above activities with a
focus on 5G security.

18



D2.1 SANDSG GA#:101127979

3GPP work on 5G Security

Through its standard definition efforts 3GPP has dealt with 5G network security issues addressing integrity
availability and confidentiality. In that direction it has produced the “Security architecture and procedures
for 5G System -3GPP TS 33.501 V18.4.0 (2023-12)" ([26]) technical specification that outlines the security
blueprint for the 5G telecommunications system. It serves as a comprehensive guide for implementing the
security architecture within the 5G network, ensuring that everything from user equipment to the core
network operates securely. The document delves into how authentication processes are managed to verify
the identities of devices connecting to the network, emphasizing the need for robust mechanisms to
prevent unauthorized access.

A significant focus is placed on the encryption and integrity of data, ensuring that all communications
within the network are protected against eavesdropping and tampering. The specification also addresses
the integration of non-3GPP networks, ensuring these are securely bridged with 5G systems to maintain a
consistent security posture across different access technologies.

The importance of securing network functions like slicing and edge computing is highlighted, showing how
these advanced 5G features require specific security considerations to protect against threats.
Additionally, the above technical specification recognizes the need to safeguard user privacy, proposing
methods to conceal user identities and sensitive information.

Another critical aspect covered is the seamless operation and security maintenance during roaming and
inter-network working, ensuring users can safely connect across various networks and regions. The
thorough detailing of security mechanisms and protocols for different network elements and interfaces
underlines the document's role in guiding the secure deployment and operation of 5G networks,
constantly updating to address emerging security challenges and maintain the network's integrity against
evolving threats.

EU Activities

There has been a lot of activity regarding the security of 5G networks. Notable are the efforts initiated by
relevant European Union policies and activities spearheaded by the European Network and Information
Security Agency (ENISA).

The "Cybersecurity of 5G networks EU Toolbox of risk mitigating measures" ([27]) document came about
as part of a collective effort within the European Union to address the cybersecurity challenges of 5G
networks. This initiative followed the European Council's endorsement of a concerted approach to secure
5G networks, prompting the European Commission to recommend a comprehensive strategy. Each EU
Member State conducted its national risk assessment of 5G network infrastructures and shared the
findings with ENISA and the European Commission. Based on these national assessments, a report titled
“EU Coordinated Risk Assessment on Cybersecurity in 5G Networks” ([28]) was published. This report,
developed with the support of ENISA and the Commission, outlined the main threats, threat actors,
vulnerable assets, and risks associated with 5G networks.
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The toolbox itself was developed in response to these findings, providing a set of mitigating measures to
address the identified risks and enhance the security of 5G networks across the EU. The goal was to create
a unified framework that could be implemented by Member States to ensure a high level of cybersecurity
and maintain the integrity and resilience of 5G infrastructure in the European Union. It details a set of
strategic security measures for 5G networks, focusing on enhancing the cybersecurity framework within
the European Union. Key measures include strengthening the role of national authorities, allowing them
to enforce security requirements and conduct audits on mobile network operators (MNOs). There's an
emphasis on assessing and managing the risks associated with suppliers, ensuring that high-risk suppliers
are identified and potentially restricted. The toolbox also suggests controlling the use of Managed Service
Providers (MSP) and third-line support, particularly in sensitive parts of the network. To mitigate risks
further, the document recommends promoting diversity among suppliers to avoid dependency on a single
source and enhancing national resilience by maintaining a balanced supplier landscape. Identifying key
assets and fostering a sustainable 5G ecosystem within the EU are also highlighted, alongside building
capacities in future network technologies to stay ahead in the global market. On the technical front, the
measures focus on applying and ensuring compliance with baseline security requirements and 5G
standards. This includes implementing strict access controls, increasing the security of virtualized network
functions, and ensuring secure network management and operation. Physical security of network
components is also underlined, along with the importance of maintaining software integrity through
regular updates and patch management. In essence, these measures aim to provide a robust and
comprehensive approach to safeguarding 5G networks against various cybersecurity risks, ensuring that
the infrastructure is secure, resilient, and capable of supporting the EU's digital economy.

To complement this, ENISA conducted a threat landscape mapping ([23]) to analyze technical aspects and
identify network assets and threats more closely. The identified security challenges posed by 5G, revolve
around several key areas due to the integration of new and legacy technologies, as well as the adoption of
advanced network architectures like virtualization and software-defined networking. The following
paragraphs provide an overview of these challenges based on ENISA’s work.

One of the main concerns is the continuation of legacy technologies within non-standalone 5G networks?,
where elements of LTE's Evolved Packet Core and control plane are utilized. This integration carries forward
existing vulnerabilities and threats from LTE, including risks associated with roaming, where older
protocols like Diameter, SIP/VoOLTE, and SS7 are maintained, making the network susceptible to
eavesdropping, tracking, and spoofing attacks.

The transition from 4G to 5G also creates a security update gap, characterized by the time lag between
the introduction of new security requirements and their full implementation. This delay, influenced by
vendor update cycles and mobile network operator deployment schedules, can leave networks exposed
to known vulnerabilities for extended periods.

2 See following section titles “2.5 Evolution from 4G to 5G” of this overview about non-standalone 5G networks
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Virtualization and SDN core components of 5G's architecture, introduce additional layers of complexity
and potential risk. Network Function Virtualization entails security threats combined from both physical
networking and virtualization technologies. Shared hardware resources and the virtualization layer itself
can lead to cross-contamination, unauthorized access, or escalated privileges if the hypervisor or
virtualization management interfaces are compromised. The control plane in SDN, being logically
centralized, can become a target for attackers aiming to influence network forwarding behavior or deduce
the network's configuration. Similarly, the data plane, consisting of network equipment, is prone to attacks
exploiting protocol vulnerabilities or device-specific weaknesses. Attackers can target software bugs or
hardware features to compromise the data plane. The use of APls and programming languages in SDN also
heightens the risk of unauthorized access, data interception, and service disruption. These vulnerabilities
can lead to information interception, service unavailability, and unauthorized access. Additionally, the
dynamic nature of SDN programming languages like P4 can increase the attack surface and necessitate
detailed security analyses.

In essence, while 5G introduces significant advancements in network speed, capacity, and functionality, it
also presents a complex landscape of security challenges that need to be navigated carefully to protect
against both existing and emerging threats.

These challenges can serve as a catalyst for innovation and improvement in network security and
operational practices. For instance, the security gaps in legacy and new 5G components can drive
advancements in cybersecurity solutions, fostering the development of more robust security technologies
and standards. Similarly, the complexities introduced by virtualization and SDN necessitate more
sophisticated security measures, promoting research and innovation in these areas.

Examples of security goals highlighted in the 5G Toolbox include ensuring secure network management
and operation, as well as strengthening the role of national authorities. In that direction the SAND5G
proposal ties in with the 5G EU Toolbox by aiming to deliver a risk and impact assessment platform that
aligns with the EU toolbox for 5G security. The SAND5G vision focuses on supporting 5G stakeholders to
secure their systems and services and helping National Authorities and Member States' Regulators to
monitor the security status and applied measures, ensuring they are in line with European and national
5G cybersecurity policies and the proposed EU toolbox for 5G security.

2.5 Evolution from 4G to 5G

Two deployment options are specified for 5G: the "Non-Stand Alone" (NSA), and the “Stand-Alone" (SA)
architecture ([22]). More specifically in the "Non-Stand Alone" (NSA) architecture, “the 5G Radio Access
Network (AN) and its New Radio (NR) interface is used in conjunction with the existing LTE and EPC
infrastructure Core Network (respectively 4G Radio and 4G Core), thus making the NR technology available
without network replacement. In this configuration, only the 4G services are supported, but they enjoy the
capacities offered by the 5G New Radio (lower latency, etc.). The NSA is also known as "E-UTRA-NR Dual
Connectivity (EN-DC)" or "Architecture Option 3." ([22]). In contrast, as analyzed previously, the SA
architecture links the NR directly to the 5G Core Network, ensuring the complete range of 5G Phase 1
services are accessible. The depiction of the NSA architecture is presented in Figure 2-8.
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Figure 2-8 The NSA Architecture ([22])

The NSA design can be regarded as an interim phase towards a comprehensive 5G implementation,
connecting the 5G Access Network to the 4G Core Network. Within NSA architecture, the (5G) NR base
station (en-gNB) is linked to the (4G) LTE base station (eNB) through the so called X2 interface, initially
introduced before 3GPP Release 15 to connect two eNBs and subsequently supporting eNB and en-gNB
connectivity for NSA in Release 15 ([22]). The NSA provides dual connectivity through both the 4G AN (E-
UTRA) and the 5G AN (NR), also termed as "EN-DC" denoting "E-UTRAN and NR Dual Connectivity" ([22]).

As previously indicated, in accordance with the ENISA Threat Landscape for 5G Networks Report ([23]), a
significant issue pertains to the persistence of outdated technologies in non-standalone 5G networks,
wherein components of LTE's Evolved Packet Core (EPC) and control plane are employed. This
amalgamation perpetuates pre-existing vulnerabilities and threats from LTE, encompassing hazards linked
to roaming, whereby outdated protocols such as Diameter, SIP/VOLTE, and SS7 are retained, rendering the
network vulnerable to eavesdropping, tracking, as well as spoofing attacks. Therefore, there is even
greater justification for maintaining the enhancement of security in the protocols and systems mentioned
above, as well as conducting ongoing monitoring, incident response, and relevant regulation conformance
testing through self / third party / regulator auditing of telecommunications provider networks ensuring
an elevated security posture, utilizing as automated processes as possible.

The SAND5G project objectives are in alignment with the last remark given that its first objective is about
building “a risk and impact assessment platform aligned with the EU toolbox for 5G security to ensure high
levels of security and compliance with EU and national policies and legislation”. The SAND5G project aims
to construct a platform with the capacity to generate technical and financial risk evaluations for
infrastructures (operators) and services (verticals) to ensure alighment with the national cyber security
strategy and the national framework for telecommunications security. Moreover, the project aims to
provide ongoing surveillance of the targeted system security and automated Incident Response (SOAR -
Security Operations and Automated Response) functions. Consequently, SAND5G could continually offer
security to operators, safeguard the 5G system or service under consideration, and furnish up-to-date
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reports to National Authorities on protection levels, implemented measures, incidents, severity of
incidents, response actions, etc.

2.6 Evolution to Beyond 5G

Standardization efforts

The approval of the revisions of Resolution ITU-R 56 by the Radiocommunication Assembly 2023 (RA-23)
has solidified the designation of the upcoming generation of IMT, commonly referred to as "6G", as "IMT-
2030", alongside Resolution ITU-R 65, outlining the fundamental principles of the IMT-process.
Additionally, RA-23 has endorsed the new Recommendation concerning the "IMT-2030 Framework",
which is now designated as Recommendation ITU-R M. 2160 ([30]).

This milestone, in conjunction with the existing ITU Report on "Future Technology Trends"([31]), signifies
the completion of the initial phase, establishing the groundwork for the advancement of IMT-2030. The
subsequent phase (2024-2027) will focus on defining the pertinent requirements and evaluation criteria
for potential RIT intended for IMT-2030, as outlined in the "ITU-R timeline for IMT-2030".

With the continuous evolution of information and communications technologies, IMT-2030 is anticipated
to facilitate enhanced and immersive experiences, broader ubiquitous coverage, and novel forms of
collaboration. Moreover, IMT-2030 is projected to accommodate expanded and innovative usage
scenarios in comparison to IMT-2020, while offering improved and additional capabilities ([29]).

IMT-2030 is also expected to contribute towards addressing the escalating demands for enhanced
environmental, social, and economic sustainability, aligning with the objectives of the Paris Agreement
under the United Nations Framework Convention on Climate Change.

IMT-2030 / 6G Trends

The following paragraphs provide an overview of the key motivation and societal considerations, user and
application trends, technology trends as included in Recommendation ITU-R M. 2160 “Framework and
overall objectives of the future development of IMT for 2030 and beyond” ([30]).

2.6.1.1 Motivation and societal considerations

The trends of IMT-2030 involve numerous advancements aiming to significantly enhance the way
individuals and industries connect, interact, and operate within a digitally transformed ecosystem. The
focus is on creating a more inclusive, universally connected, sustainable, and innovative future, where
communication goes beyond just connecting people to integrating machines, objects, and various systems.

The development of IMT-2030 is motivated by the desire to further bridge the digital divide, ensuring that
everyone has access to affordable and meaningful connectivity. This ambition extends to providing
coverage in sparsely populated areas, enhancing inclusivity. The drive towards ubiquitous connectivity
underpins the development, with the goal of enabling continuous and comprehensive network access.
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Sustainability plays a crucial role, with IMT-2030 aiming to build on energy-efficient, low power
consumption technologies. The vision includes reducing greenhouse gas emissions and promoting the use
of resources in a manner that respects the principles of the circular economy. These efforts are in line with
broader societal goals such as those outlined in the United Nations Sustainable Development Goals (SDGs).

Security and resilience are fundamental to the design and operation of IMT-2030, ensuring that systems
can withstand and quickly recover from various disturbances. Additionally, the emphasis on
standardization and interoperability ensures that various network components, even from different
vendors, can work seamlessly together.

IMT-2030 will also foster the integration of sensing and Artificial Intelligence (Al) with communication,
supporting new applications and services that are unimaginable today. The future of IMT-2030 is not just
about faster speeds and more connections but about creating an intelligent, interconnected, and
sustainable world where digital technologies empower all aspects of human life and work.

2.6.1.2 User and application trends

The trends in users and applications for IMT-2030, as discussed in Recommendation ITU-R M. 2160 ([30])
are fascinating and point towards a future where our interaction with technology will be significantly more
integrated and immersive. Evolution is centered around not just connecting people, but also seamlessly
integrating humans, machines, and various entities within a comprehensive digital ecosystem.

At the heart of this transformation is the anticipation of immersive experiences becoming commonplace.
These experiences are powered by advances in interfaces like XR, which blend the physical and virtual
worlds, offering users enriched and interactive environments. An example of such an experience could be
being in a meeting where participants, remotely located, feel as if they are sitting in the same room, thanks
to holographic telepresence and multi-sensory interactions. This level of immersion could extend to
entertainment, education, and professional collaborations, creating experiences that are as close to real
life as possible.

Moreover, the digital twin concept is another significant trend, where physical entities are replicated in
the digital world. This not only helps in monitoring and managing the real-world entities but also in
simulating different scenarios to predict outcomes. Such capabilities are expected to revolutionize
industries like healthcare, manufacturing, and urban planning, making operations more efficient and
predictive.

Inindustrial applications, IMT-2030 is set to enable smarter and more connected manufacturing processes.
Factories of the future will use real-time data exchange and high-reliability, low-latency networks to
optimize production, improve safety, and enhance the overall efficiency of industrial operations.

The health sector will also see transformative changes with digital health becoming more integrated,
offering remote and interactive healthcare services. The COVID pandemic has already shown us the
importance of digital health, and with IMT-2030, this is expected to advance further, providing real-time,
reliable, and remote diagnostics and medical consultations.
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Ubiquitous connectivity is a key goal, aiming to provide seamless, high-quality access to information and
services regardless of geographical location. This trend underscores the objective of digital inclusion,
ensuring that the benefits of technology reach every corner of the globe, from bustling urban centers to
remote rural areas.

Lastly, the integration of sensing and communication will open new possibilities for understanding and
interacting with our environment. This can lead to enhanced situational awareness and more intelligent
and responsive systems, enabling a range of applications from smart transportation to environmental
monitoring.

In essence, the user and application trends in IMT-2030 are setting the stage for a future where digital and
physical realms converge, creating a seamless, interactive, and highly responsive environment that will
redefine how we live, work, and interact with the world around us.

2.6.1.3 Technology trends

As presented in ITU-R Recommendation M. 2160 ([30]), the technology trends for IMT-2030 are shaping a
future where the integration of advanced communication systems and Al transforms the landscape of
digital connectivity and services. These trends are focused on creating a smarter, more efficient, and highly
interconnected digital world.

At the forefront of these trends is the development of an Al-native air interface, designed to enhance the
performance of radio interfaces through sophisticated Al algorithms. This means the system could better
manage data transmission, improve signal quality, and optimize network performance dynamically,
leading to a more reliable and efficient communication experience.

The merging of sensing and communication technologies is another key trend, enabling devices to not
only communicate with each other but also understand their environment. This integration facilitates
innovative services and applications, providing high accuracy in situational awareness and enhancing the
overall user experience.

Computing services are evolving to become a core component of the IMT-2030 infrastructure,
emphasizing the importance of data processing at the network's edge. This approach minimizes latency
and maximizes efficiency by handling data close to its source, supporting real-time responses and decision-
making processes.

In terms of connectivity, device-to-device communication is expected to reach new heights with extremely
high throughput, ultra-accurate positioning, and minimal latency. These capabilities will support a wide
range of applications, from automated industrial processes to advanced mobility solutions.

Spectrum usage and management will also see innovations, with IMT-2030 systems utilizing a mix of
frequency bands to meet diverse service requirements. This includes everything from low bands for broad
coverage and penetration to high bands for immense data throughput and capacity.
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Energy efficiency remains a priority, with the focus on developing technologies that minimize power
consumption while maximizing performance. This includes exploring energy harvesting and backscattering
communication techniques to extend device battery life and reduce environmental impact.

Achieving ultra-reliable and low-latency communication is crucial for time-critical applications. This
involves developing new protocols and architectures that ensure rapid and dependable data delivery,
which is essential for applications like autonomous driving, remote surgery, and real-time industrial
automation.

The enhancements in the radio interface for IMT-2030 focus on advanced technologies aimed at
overcoming current limitations and vastly improving performance. Innovations include new modulation
methods to handle radio frequency impairments better and enable higher data throughput, especially at
high frequencies. Advanced coding schemes like enhanced versions of polar codes and Low-Density Parity-
Check codes are being considered to improve the reliability and efficiency of data transmission. The design
of waveforms is also evolving, with the exploration of orthogonal, bi-orthogonal, and non-orthogonal
methods to optimize the radio interface for various scenarios. Additionally, the use of massive MIMO
technology will be pushed to new limits, incorporating larger-scale antenna arrays and distributed
mechanisms, supported by Al to enhance network capacity, coverage, and efficiency. Together, these
advancements in the radio interface technology are set to significantly elevate the capabilities of IMT-
2030, providing the foundation for a new era of digital communication.

Various technology enablers are being considered to enhance the radio network's capabilities, focusing on
creating more dynamic, efficient, and user-centric systems. One key area is network slicing, which allows
for the creation of multiple logical networks on a shared physical infrastructure, each tailored to specific
application needs. Quality of service (QoS) is another crucial aspect, with the network needing to
dynamically provide varying levels of service quality to meet the diverse requirements of different users
and applications. The architecture of RAN itself is set to evolve, becoming simpler and more capable,
leveraging data-driven technologies and Al to streamline operations and improve performance.
Additionally, digital twin networks (DTNs) will play a role in simulating and managing the radio network
environment, enhancing the planning, deployment, and operation of IMT-2030 networks.

The envisaged frequency bands for IMT-2030 are set to encompass a broad-spectrum range to cater to
diverse network demands, ensuring optimal coverage and capacity for various applications. No single
frequency range can meet all deployment needs; hence, a mix of low, mid, and high bands is anticipated.
Low bands are crucial for providing extensive coverage, particularly vital for bridging digital divides and
ensuring connectivity in rural or remote areas. Mid bands offer a balance, delivering both reasonable
coverage and higher data capacity. High bands, while offering limited coverage, are expected to support
extremely high data rates and capacity, suitable for dense urban environments or high-demand
applications.

Spectrum harmonization for IMT-2030 is crucial for maximizing the efficiency and effectiveness of global
telecommunications. It involves aligning frequency bands across different regions to facilitate economies
of scale, enabling manufacturers to produce devices and equipment that can be used worldwide, thus
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reducing costs and complexity. Harmonized spectrum supports global roaming and interoperability of
services, enhancing the user experience by allowing seamless communication and data exchange across
borders. This harmonization also aids in minimizing interference between countries and optimizing
spectrum usage, leading to more reliable and efficient network services.

In summary the technology trends for IMT-2030 are focused on integrating advanced communication
systems with Al to transform digital connectivity and services, aiming for a smarter, more efficient, and
interconnected world. Al-native air interfaces are being developed to enhance radio performance through
sophisticated algorithms, improving data transmission and network efficiency. Sensing and
communication technologies are merging, enabling devices to understand their environment and facilitate
innovative services. Edge computing is becoming crucial in IMT-2030, minimizing latency and supporting
real-time decision-making. Additionally, innovations in spectrum usage, energy efficiency, and radio
interface technology, including advanced modulation methods and massive MIMO, are key to meeting the
diverse and demanding requirements of future digital services and applications. Figure 2-9 provides a
visual summary of the above usage scenarios and overarching aspects of IMT-2030
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Figure 2-9: Usage scenarios and overarching aspects of IMT-2030 ([30])

Capabilities of IMT-2030

As with IMT-2020, where key capabilities had to be specified to satisfy the eMBB, URLLC, mMTC usage
scenarios, the same has been done for IMT-2023 to support the new usage scenarios analyzed above.
More specifically the Peak Data Rate, User Experienced Data Rate, Spectrum Efficiency, Mobility, Latency,
Connection Density and Area traffic capacity defined in IMT-2020 are also used for IMT-2030. In addition
to the above extra capabilities, new ones have been defined for IMT-2030. The definitions of those
capabilities follow ([30]):
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e Reliability: Reliability over the air interface relates to the capability of transmitting successfully a
predefined amount of data within a predetermined time duration with a given probability. The
research target of reliability (over the air interface) could range from 1-10” to 1-107.

e Coverage: Coverage refers to the ability to provide access to communication services for users in a
desired service area. In the context of this capability, coverage is defined as the cell edge distance of
a single cell through link budget analysis.

e Positioning: Positioning is the ability to calculate the approximate position of connected devices.
Positioning accuracy is defined as the difference between the calculated horizontal/vertical position
and the actual horizontal/vertical position of a device. The research target of the positioning accuracy
couldbe 1-10cm.

e  Sensing-related capabilities: Sensing-related capabilities refer to the ability to provide functionalities
in the radio interface including range/velocity/angle estimation, object detection, localization,
imaging, mapping, etc. These capabilities could be measured in terms of accuracy, resolution,
detection rate, false alarm rate, etc.

e Applicable Al-related capabilities: Applicable Al-related capabilities refer to the ability to provide
certain functionalities throughout IMT-2030 to support Al enabled applications. These functionalities
include distributed data processing, distributed learning, Al computing, Al model execution and Al
model inference, etc.

e Security and resilience: In the context of IMT-2030:

o Security refers to preservation of confidentiality, integrity, and availability of information, such as
user data and signalling, and protection of networks, devices and systems against cyberattacks
such as hacking, distributed denial of service, man in the middle attacks, etc.

o Resilience refers to capabilities of the networks and systems to continue operating correctly during
and after a natural or man-made disturbance, such as the loss of primary source of power, etc.

e  Sustainability: Sustainability, or more specifically environmental sustainability, refers to the ability of
both the network and devices to minimize greenhouse gas emissions and other environmental
impacts throughout their life cycle. Important factors include improving energy efficiency, minimizing
energy consumption and the use of resources, for example by optimizing equipment longevity, repair,
reuse and recycling. Energy efficiency is a quantifiable metric of sustainability. It refers to the quantity
of information bits transmitted or received, per unit of energy consumption (in bit/Joule). Energy
efficiency is expected to be improved appropriately with the capacity increase to minimize overall
power consumption.

e Interoperability: Interoperability refers to the radio interface being based on member-inclusivity and
transparency, to enable functionalities between different entities of the system.

Table 2-3 summarizes the minimum technical performance numbers for the key features of IMT-2030 /
6G.
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Capability Estimated Range of | Capability Estimated Range of Values
Values

Peak data rate >50, 100, 200 Gbit/s Coverage Cell edge distance analysis (not

quantified)

User experienced | >300, 500 Mbit/s Positioning 1to10cm

data rate

Spectrum efficiency | 1.5 to 3 times greater than | Sensing-related | Accuracy, resolution, detection

IMT-2020 capabilities rate, false alarm rate, etc (not
quantified)

Area traffic capacity | 30, 50 Mbit/s/m? Applicable  Al- | Data processing, learning,
related execution (not quantified)
capabilities

Connection density 108 to 108 devices/km? Security and | Defined by robustness to
resilience cyberattacks and disturbances

(not quantified)

Mobility 500 to 1,000 km/h Sustainability Energy efficiency, consumption

minimization (not quantified)

Latency 0.1tolms Interoperability | Transparent and  inclusive

functionality (not quantified)

Reliability 1-1075to 1-1077

Table 2-3: Minimum technical performance numbers for the key features of IMT-2030 / 6G ([30])

Finally, Figure 2-10 lists the IMT-2030 capabilities in contrast with the IMT-2020 capabilities, along with
the estimated ranges, where applicable.
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Figure 2-10: IMT-2030 vs IMT-2020 Capabilities ([30])
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3 Security Analysis/Challenges of 5G Networks

3.1 Background

Mobile communication systems have been prone to security vulnerabilities from the very beginning. In
the first generation (1G) mobile networks, mobile phones and wireless channels were targeted for illegal
cloning and masquerading. In the second generation (2G) of mobile networks, message spamming became
common not only for pervasive attacks but injecting false information or broadcasting unwanted
marketing information. In the third generation (3G) mobile networks, IP-based communication enabled
the migration of Internet security vulnerabilities and challenges in the wireless domains. With the
increased necessity of IP based communication, the fourth Generation (4G) mobile networks enabled the
proliferation of smart devices, multimedia traffic, and new services into the mobile domain. This
development led to a more complicated and dynamic threat landscape. With the advent of the fifth
generation (5G) mobile networks, the security threat vectors will be bigger than even before with greater
concern for privacy.

However, 5G mobile networks are not just a technologically advanced version of currently deployed fourth
generation (4G) systems but a completely new telecommunication environment. End-to-end (E2E)
network slicing, service-based architecture, SDN, NFV and cloud computing are the fundamental
technology pillars behind the scenes. The adoption of these innovative technologies in telecommunication
system design brings unprecedented network agility and offers service providers the ability to implement
5G infrastructures incredibly rapidly, and that is too at a low cost. However, along with the unmatched
network flexibility and advantages mentioned above, 5G mobile networks bring in an increased concern
for security and privacy. The unrestricted usage of open-source software and ML techniques, provision of
virtualized services over shared physical infrastructure, connecting almost everything, and finally, the
softwarization of the telecommunication network functions increase the threats.

To address the security challenges, several institutional bodies and players are actively involved in issuing
standards and producing specifications. Within the 3GPP, the Technical Specification Group Service and
System Aspects (TSG-SA) take care of the overall system architecture and service specifications based on
the 3GPP recommendations, while Working Group 3 (SA WG3) is exclusively responsible for 5G security
and privacy. Equally, within the European Telecommunications Standards Institute (ETSI), the Network
Function Virtualization Security working group (NFV SEC), the Technical Committee for Cybersecurity (TC
CYBER), the Technical Committee for Lawful Interception (TC LI), the Industry Specification Group on
Securing Artificial Intelligence (ISG SAl), the Security Algorithms Group of Experts (SAGE) and the Industry
Specification Group on Multi-access Edge Computing (ISG MEC) are dealing with 5G security. Also, within
ITU Telecommunication Standardization Sector (ITU-T), several technical study groups (SGs) are working
on security issues related to OSI, information and network, cyberspace, cloud computing and data.
Moreover, within GSM Association (GSMA), the Fraud and Security Group (FASG) analyzes the global fraud
and security threat landscape and predicts risks for network operators and subscribers. Furthermore,
within Next Generation Mobile Networks Alliance (NGNM), the Security Competence Team (SCT) focuses
on security issues. Finally, a number of additional technical working groups are working in 5G security and
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privacy area with primary responsibility to enable a safe and trustworthy 5G network, such as 5G ENSURE
group with 5G PPP (a joint initiative between the European Commission and stakeholders from the ICT
industry), the Trusted Computing Group (TCG) (a nonprofit organization developing, defining, and
promoting vendor-independent, open industry specifications for interoperable trusted computing
platforms is involved), along with other prominent groups.

3.2 Security Challenges

While the transition to 5G presents a wealth of opportunities and capabilities, it also introduces new
vulnerabilities and threats.

In this section we discuss the main security challenges to be considered.

Massive Number of Hackable |oT Devices

Billions of insecure smart devices are expected to be online, giving rise to the massive 5G loT traffic.
However, these small devices are often hackable by side-channel attacks, exploiting software security
weaknesses, and reverse engineering. Once an attacker manages to get access to the device, he can
virtually capture or modify sensitive user data or even install unwanted software for continuous unsolicited
user activity monitoring. Thus, loTs accessing 5G networks opens more points of entries to hack into
subscribers’ privacy domain. Moreover, when attackers take control of several loT devices connected to
5GS, they can generate a massive amount of service requests thus initiate a DDoS attack. Furthermore,
due to the high download speed of 5G, stealing user data and network information by an attacker having
illegal access to it becomes much faster than ever.

IT and Telecom Infrastructure Convergence

With 5G the telecom network merges with IT infrastructure by virtualizing high-level network functions
traditionally carried out by dedicated physical entities. Network functions are pushed to the cloud of
connected servers throughout the network. SDN, NFV, and cloud computing are the key enablers of the
5G network toward a programmable, scalable, all IP infrastructure for voice and broadband. Due to a flat
IP-based network architecture, cyberattacks such as IP spoofing and port scanning can harm the 5G
network, if not appropriately secured, from the very beginning. Moreover, in cloud-native computing
architecture, user information is stored, processed, and shared by many co-located services, following
techniques such as replication, distributed file synchronization, and controlled data flow, to name a few.
However, a few of these techniques only have intrinsic security features. Moreover, data leaks among
virtual machines are quite possible due to the lack of hardware isolation.

Open-source Softwarization

5G standardization is largely implemented by open-source software alliances along with many proprietary
vendor-specific implementations. Small-scale implementations often opt for open-source software
implementation to keep costs low. The advantage of using an open-source software suite is that anybody
from the community can review the codes and flag potential bugs. Many reviewers can report those bugs
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so that the vulnerabilities can be detected early for patching. On the other hand, attackers could
potentially exploit those bugs.

Artificial Intelligence vs Artificial Intelligence

Al and its subfields such as ML and deep learning have been in the context of 5G to accomplish a variety
of tasks, including resource management, carrier sensing, cross-channel learning, user requirement
profiling, and anomalous traffic detection for cyber defense. On the other hand, machine learning
techniques are increasingly getting popular among hackers to initiate smarter, faster and at low-cost
attacks. Hence, new age cyber criminals are empowered and ready to fight the Al-based cyber defense
techniques with another set of Al-based cyberattack tools. The cybersecurity game is on, and it is Al versus
Al.

Real-time End-to-end Security Monitoring

Securing the 5G network requires intrinsic security features to be developed as an integral part of its
development process. Every module should have secure communication protocols and interfaces over
which they transfer user and control data. But 5G has a highly modular and agile network architecture,
providing non-3GPP access to the core network, aspiring to host sensitive data and services. There is no
ultimate security by design guaranteed for a complicated, evolving, and multivendor system. Hence, the
stand-alone security concept to secure the system during its development is not enough. Continuous
monitoring of incoming attacks is necessary.

Physical Layer Security

Securing the real-life noisy physical channel in the presence of active eavesdropper is challenging because
the snooper can contaminate the pilot signaling and hence can ruin channel measurement, which is crucial
for massive MIMO and beamforming techniques to work. Moreover, the nonorthogonal multiple access
techniques are hard to implement securely, since users need to share unprotected broadcast messages
among.

Compatibility with previous Generation Networks

Telecom networks are slow to change. The transition to a new generation usually occurs in several stages
and takes years. For a long while, 5G networks will be used side by side with 4G, and even 3G and 2G
networks. We must also keep in mind that different operators and different countries will move from 4G
to 5G at their own speeds. Mobile operators will have to take care of security not only for 5G, but for the
transition and interworking with previous-generation networks.
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3.3 Attack Vectors

In this section we delve into the main attack vectors deserving consideration.

3.3.1 Policy and Standards
The establishment of 5G policies and standards forms the bedrock for securing the future communication

infrastructure of 5G. Global standards-setting bodies and telecommunications standards development
organizations are crafting technical standards and security measures that will shape the design and
framework of emerging technologies like autonomous vehicles, edge computing, and telemedicine. Given
the significant influence of these decisions on the implementation and adoption of 5G technologies, it is
imperative that international standards and policies remain open, transparent, and driven by consensus.

3.3.1.1 Open Standards

As adversarial nations contribute to the development of technical standards, the potential exists for
standards to include untrusted technologies and equipment that are unique to their systems. These
proprietary technologies and equipment may limit competition and force customers to adopt untrusted,
new technologies. The lack of interoperability with these untrusted proprietary technologies limits the
ability of trusted companies to compete in the 5G market. The custom 5G technologies that do not meet
interoperability standards may be difficult to update, repair, and replace or they could be entirely invisible
to the customer. This potentially increases the life-cycle cost of the product and delays 5G deployment if
the equipment requires replacement.

3.3.1.2 Optional Controls

Standards bodies develop protocols for mobile telecommunications, some of which contain security
controls that are either required or optional. Network operators that do not implement optional security
controls might expose their networks to greater vulnerability, increasing the risk of cyber-attacks.

3.3.1.3 Supply Chain

Supply chain risk refers to efforts by threat actors to exploit information and communications technologies
(ICTs) and their related supply chains for purposes of espionage, sabotage, foreign interference, and
criminal activity. The 5G supply chain is similarly susceptible to the introduction of risks like malicious
software and hardware, counterfeit components, poor designs, manufacturing processes, and
maintenance procedures. The exposure to these risks is heightened by the broad appeal of 5G
technologies and the resulting rush to deployment. This may lead to adverse outcomes such as theft of
data and intellectual property, erosion of confidence in the integrity of the 5G network, or exploitation
resulting in system and network failures.

3.3.1.4 Counterfeit Components

Counterfeit components are more susceptible to cyber-attack and are more likely to break because of their
poor quality. Compromised counterfeit components could enable a malicious actor to impact the
confidentiality, integrity, or availability of data that travels through the devices and to move laterally to
other more sensitive parts of the network.
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3.3.1.5 Inherited Components

Inherited components may come from extended supply chains consisting of third-party suppliers, vendors,
and service providers. Supply chains may be compromised via attacks on suppliers, including suppliers of
suppliers, who may have weaker security controls and audits on their development, production, or
delivery channels. Flaws or malware inserted early in the development phases are more difficult to detect
and could lead to the developer marking the component as legitimate through digital signatures or other
approvals. These vulnerabilities could then later be exploited by malicious actors.

3.3.1.6  5G Systems Architecture

The architectures of 5G systems are undergoing design and development to accommodate rising demands
for data, capacity, and communication. While manufacturers of 5G components and service providers are
bolstering security through technological advancements, both existing vulnerabilities and new ones may
still be exploitable by malicious entities. Furthermore, 5G networks will incorporate a greater number of
ICT components compared to earlier generations of wireless networks, potentially offering additional
avenues for malicious actors to intercept, manipulate, disrupt, or damage critical data. The expanded
capacity of 5G facilitates the proliferation of the Internet of Things (loT), introducing numerous devices,
some of which may have lower security measures, into the 5G network. This increased diversity of
components can introduce complexity to the 5G architecture, potentially unveiling unforeseen
weaknesses or vulnerabilities in the overall system.

3.3.1.7 Software/Configuration

Illegitimate access to software or network components offers malicious actors the chance to alter
configurations to weaken security measures, implant malware into the system, or pinpoint weaknesses in
the product. Such vulnerabilities could be utilized to attain heightened, persistent access within a system
or network, potentially with elevated privileges.

3.3.1.8 Network Security

5G technologies unlock the potential for billions of interconnected network devices, ushering in a plethora
of new capabilities and innovations. These devices and infrastructure features, including cellular towers,
beamforming transmission, small cells, and mobile devices, present opportunities for malicious actors to
exploit vulnerabilities across a broader array of threat vectors. In the event of a compromise at the network
layer, malicious actors could illicitly gain access to the 5G network, potentially disrupting operations and
facilitating the interception, manipulation, or destruction of critical data.

3.3.1.9 Network Slicing

Network slicing permits users to undergo authentication solely for a specific network segment, facilitating
data and security isolation. Nonetheless, managing network slicing can pose challenges, and the
introduction of slices can increase network complexity. Although standards delineate specifications for
operators to construct their 5G networks, there are no explicit guidelines for how network operators
should formulate and execute security measures for network slicing. Inadequate management of network
slices could potentially enable malicious actors to access data from various slices or impede access for
prioritized users.
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3.3.1.10 Legacy Communications Infrastructure

Despite the enhanced security design of 5G network infrastructure, many of the security specifications
and protocols from 4G legacy communications infrastructure are supported in 5G networks. This legacy
infrastructure harbors inherent vulnerabilities that, if left unaddressed, could be exploited by malicious
actors.

3.3.1.11 MEC

MEC transforms the way data is processed and stored by moving some core network functions closer to
the end user at the network edge, rather than relying on a central location that may be hundreds of miles
away. Incorporating untrusted 5G components MEC could potentially expose core network elements to
risks stemming from software and hardware vulnerabilities, counterfeit components, and flaws in
components resulting from subpar manufacturing processes or maintenance procedures.

3.3.1.12 Spectrum Sharing

To maximize its capabilities, 5G systems rely on a combination of spectrum frequencies (low, mid, and
high) each presenting distinct advantages and obstacles. As the number of devices vying for spectrum
access rises, spectrum sharing is becoming increasingly prevalent. However, this practice of spectrum
sharing may open avenues for malicious actors to disrupt or jam non-critical communication channels,
potentially causing disruptions in more vital communication networks.

3.3.1.13 SDN

SDN is an architecture for automatically configuring routes across a network, primarily using an SDN
controller. While SDN improves network flexibility and simplifies management, malicious actors may
embed code in SDN controller applications to constrict bandwidth and negatively affect operations.

3.4  Vulnerability Assessment

As mentioned, 5G introduces significant innovation to mobile networks by integrating multiple and diverse
types of technologies. While these are unquestionable benefits, the risks and threats are yet to be fully
understood.

At this point, it's essential to note that 5G technology deployment is still in its early stages in many parts
of the world, and so far, there is a lack of widespread reports of real attacks specifically targeting live 5G
networks. Nevertheless, there have been some reports of cybersecurity incidents affecting
telecommunications infrastructure in general, which could potentially impact 5G networks as well. It
mainly involved Data Breaches, Ransomware Attacks, DDoS Attacks. Therefore, this exercise primarily
adopts a theoretical approach, leveraging past experiences from attacks on existing telecommunication
networks.

In chapter 2 of the document, an overview of 5G Technology, its network layers and the involved assets
components, has been presented. To understand the vulnerability landscape, the basic network
components have been isolated, and classified into major categories. Subsequently the potential threats
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have been identified, estimating their risk and impact. The results of this analysis are presented below,

classified in the ma

in 5G structural modules.

Radio Access Network

34.11

Denial-of-

Service (DoS) Attacks

Definition

Attackers may target 5G RAN infrastructure with DoS attacks to disrupt service
availability or degrade network performance. This could involve flooding base
stations with excessive traffic, exploiting vulnerabilities in RAN protocols, or
overloading network resources to cause service outages.

Affected assets

Base stations, access points, backhaul links.

Impact

Service disruption, network congestion, degraded user experience.

3.4.1.2

Interference and Jamming

Definition

Interference occurs when external signals disrupt or degrade the quality of wireless
communication, whereas Jamming involves the deliberate transmission of signals to
disrupt or block wireless communication. These attacks can target specific
frequencies, the entire frequency bands, or specific communication protocols,
effectively denying service to legitimate users or disrupting critical communications.

Affected assets

Radio frequency spectrum, base stations, antennas.

Impact

Degraded network performance, loss of connectivity, coverage gaps.

3.4.1.3 Intercepti

on and Eavesdropping

Definition

It involves the unauthorized capture or monitoring of data transmitted over a
network. Eavesdropping specifically refers to the covert interception of
conversations or communications, often for the purpose of gathering information
without the knowledge or consent of the parties involved. It involves the exploitation
of network protocols vulnerabilities, compromising network infrastructure, or
deploying rogue base stations to intercept communications between devices and
legitimate network elements.

Affected assets

User devices, core network elements (such as AMF, SMF, UPF, AUSF, HSS), backhaul
network, network interfaces, service-based interfaces.

Impact Privacy breaches, data theft, identity theft, financial losses.
3.4.1.4 Impersonation
Definition It occurs when an unauthorized entity pretends to be a legitimate user, device, or

system within a network. The attacker typically impersonates a trusted entity by
spoofing identifiers, such as IP addresses, MAC addresses, or digital certificates, to
deceive other entities in the network. The primary objective is to gain unauthorized
access to network resources, manipulate data, or carry out malicious activities while
masquerading as a trusted entity.

Affected assets

User devices, base stations, core network elements (such as AMF, SMF, UPF).

Impact

Unauthorized access, data manipulation or theft, service disruption, eavesdropping,
financial losses.

34.15

Man-in-the-Middle (MitM) Attacks

Definition

It occurs when an attacker intercepts and potentially alters communication between

two parties without their knowledge or consent. The attacker positions himself
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between the communicating parties, intercepting messages as they pass through the
network. Then he can manipulate the messages or relay them to the intended
recipient, allowing them to eavesdrop on the communication or inject malicious
content.

Affected assets

User devices, base stations, core network elements (such as AMF, SMF, UPF, AUSF,
HSS), backhaul network, network interfaces

Impact Data interception, data manipulation, privacy breaches, identity theft, service
disruption, financial losses.
3.4.1.6  Physical Tampering and Vandalism

Definition

Due to their remote allocation RAN equipment is vulnerable to unauthorized access,
aiming to manipulate or destroy base stations, antennas, cables, and other hardware
components.

Affected assets

Base stations, antennas, cables, and other hardware components.

Impact

Service outages, repair costs, operational delays.

Core Network

3.4.1.7

Denial-of-

Service (DoS) Attacks

Definition

It aims to overwhelm network resources, such as servers, routers, or communication
channels, with a high volume of malicious traffic or requests. The goal is to exhaust
network resources, causing service disruption or degradation for legitimate users.

Affected assets

AUSF, SMF, UPF, PCF, NFVI, SBls.

Impact

Resource exhaustion, network congestion, service disruption, financial losses.

3.4.1.8 Man-in-the-Middle (MitM) Attacks

Definition

It occurs when an attacker intercepts and potentially alters communication between
two parties without their knowledge or consent. The attacker positions himself
between the communicating parties, intercepting messages as they pass through the
network. Then he can manipulate the messages or relay them to the intended
recipient, allowing them to eavesdrop on the communication or inject malicious
content.

Affected assets

User devices, base stations, core network elements (such as AMF, SMF, UPF, AUSF,
HSS), backhaul network, network interfaces

Impact Data interception, data manipulation, privacy breaches, identity theft, service
disruption, financial losses.
3.4.1.9 Interception and Eavesdropping
Definition It involves the unauthorized capture or monitoring of data transmitted over a

network. Eavesdropping specifically refers to the covert interception of
conversations or communications, often for the purpose of gathering information
without the knowledge or consent of the parties involved. It involves the exploitation
of network protocols vulnerabilities, compromising network infrastructure, or
deploying rogue base stations to intercept communications between devices and
legitimate network elements.

Affected assets

User devices, core network elements (such as AMF, SMF, UPF, AUSF, HSS), backhaul
network, network interfaces, service-based interfaces.

Impact

Privacy breaches, data theft, identity theft, financial losses.
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3.4.1.10 Authentication and Authorization bypass

Definition

It is related to attempts to bypass or compromise the authentication mechanisms
used to verify the identity of users or devices accessing the network. Authorization
threats involve unauthorized access attempts to network resources or services by
entities with insufficient or forged access privileges.

Affected assets

User Devices, core network elements and functions (such as AUSF, AMF, SMF).

Impact

Unauthorized access, service disruption, data breach, identity theft.

3.4.1.11 Signaling

Protocol Exploitation

Definition

It refers to the manipulation or abuse of communication protocols used for signaling
between network elements to carry out malicious activities.

Affected assets

User devices, core network elements (such as AUSF, AMF, SMF, UPF, CPF, SBS),
network interfaces.

Impact

Service disruption or denial of service, data breaches, unauthorized access, financial
losses.

3.4.1.12 Application Programming Interface (API) exploitation

Definition

It involves the exploitation of vulnerabilities or weaknesses of the interfaces for
communication and data exchange between various network functions, services,
and external applications to achieve unauthorized access, execute arbitrary
commands, or manipulate network functions and data.

Affected assets

User devices, core network elements (such as AUSF, AMF, SMF, UPF, CPF, SBS),
external applications and services.

Impact

Identity theft and fraud, data breach, service disruption.

3.4.1.13 Misconfigured or poorly configured systems

Definition

They can introduce security vulnerabilities into network components, such as
authentication mechanisms, access controls, or encryption protocols. These
vulnerabilities may be exploited by malicious actors to gain unauthorized access,
launch cyber-attacks, or compromise sensitive data.

Affected assets

User devices, Core network elements (such as AUSF, AMF, SMF, UPF, PCF, NEF),
network interfaces, management and control systems.

Impact

Data Breach, service disruption, network Incompatibility, operational inefficiencies.

Multi-Access Edge Computing

3.4.1.14 False or Rogue MEC Gateway

Definition

It refers to the presence of unauthorized or malicious MEC gateways deployed within
the network infrastructure.

Affected assets

Connected devices, MEC infrastructure, network operation functions.

Impact

Data breach, service disruption.

3.4.1.15 Edge Nod

e Overload

Definition

An edge node becomes overwhelmed with processing requests., leading to
performance degradation or service disruptions

Affected assets

Connected devices, adjacent edge nodes
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Impact

‘ Resource Exhaustion, performance degradation, service disruption

3.4.1.16 Application Programming Interface (API) abuse

Definition

It occurs when attackers exploit vulnerabilities or misconfigurations in MEC APIs to
perform unauthorized actions, manipulate data, or compromise the integrity,
confidentiality, or availability of edge services.

Affected assets

Connected devices, MEC infrastructure.

Impact

Data breach, service disruption, unauthorized access, financial losses.

Virtual Network

Functions

3.4.1.17 Malicious VNFs

Definition

It refers to software components or instances deployed within the network
infrastructure intentionally designed or modified to perform harmful or
unauthorized activities. These VNFs may contain malicious code, backdoors, or other
vulnerabilities.

Affected assets

Virtualized network functions, NFV infrastructure.

Impact

Network integrity, unauthorized access to data, service disruption.

3.4.1.18 Hypervisor Exploitation

Definition

Exploiting vulnerabilities in the hypervisor can provide attackers with unauthorized
access to virtualized environments, allowing them to manipulate VMs, intercept
network traffic, or execute arbitrary code.

Affected assets

Virtualization layer, hypervisor software.

Impact

Unauthorized access to virtualized resources, compromise of VNF isolation, data
breach.

3.4.1.19 Software

Vulnerabilities in SDN Controllers

Definition

It refers to weaknesses, flaws, or bugs in the software code or firmware that powers
these controllers. They can manifest in various forms, including buffer overflows,
injection attacks, authentication bypass, or insecure default configurations, which
may allow attackers to gain unauthorized access, execute arbitrary code, or
manipulate network traffic within the SDN infrastructure.

Affected assets

SDN controllers, network management systems.

Impact

Unauthorized network configuration changes, service disruption

3.4.1.20 Man-in-the-Middle (MitM) Attacks

Definition

It refers to a type of cyber-attack where an attacker intercepts and potentially alters
communication between two parties, such as between end-users or between
network components, by inserting themselves into the communication flow.

Affected assets

Communication channels between SDN components, data traffic.

Impact

Intercepted or manipulated traffic, data confidentiality, integrity, or availability.

3.4.1.21 Distributed Denial-of-Service (DDoS) Attacks

Definition

It involves overwhelming a target system, such as VNFs or network infrastructure,
with a flood of malicious traffic from multiple sources, rendering it inaccessible to
legitimate users. DDoS attacks can be challenging to mitigate due to their distributed

and volumetric nature.
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Affected assets

SDN controllers, NFV infrastructure, network links.

Impact

Service disruption, network congestion, degradation of user experience.

34.1.22

Insufficient Authentication and Authorization Controls

Definition

It refers to weaknesses or flaws in authentication and authorization mechanisms due
to misconfiguration, implementation errors, or outdated authentication and
authorization practices. An attacker may bypass or manipulate them and eventually
gain unauthorized access to VNFs.

Affected assets

Management interfaces, SDN controllers, NFV orchestrators.

Impact

Unauthorized access to network resources, configuration, or sensitive data changes.

3.4.1.23 Misconfiguration of Virtualized Network Functions

Definition

They occur when VNFs are not properly set up or configured, resulting in deviations
from intended or recommended settings, policies, or best practices. It includes
insecure default settings, weak access controls, improper firewall rules, misallocated
resources (such as CPU, memory, or bandwidth), unpatched software, outdated
configurations, or lack of segregation between network segments.

Affected assets

Virtualized network functions, NFV orchestrators.

Impact

Network instability, service degradation.

3.4.1.24 Compromise of SDN Southbound Interfaces

Definition

It involves vulnerabilities or weaknesses in the communication protocols,
authentication mechanisms, or data validation processes used to transmit control
messages between the SDN controller and network devices. Attackers may target
those interfaces to intercept, modify, or inject malicious commands or traffic, leading
to unauthorized configuration changes, network disruptions, or security breaches
within the SDN-controlled infrastructure.

Affected assets

Southbound interfaces, communication channels between SDN components.

Impact

Unauthorized control over network devices, manipulation of network traffic, service

disruption.

Physical Infrastructure

3.4.1.25 Tampering and Vandalism

Definition

Unauthorized access aiming at damaging, altering, or interfering with components
of the 5G network infrastructure.

Affected assets

Antennas, base stations and Antennas, cables, data centers and network equipment,
transmission towers and infrastructure.

Impact Service outages, repair costs, operational delays, financial losses.
3.4.1.26 Environmental Factors
Definition Environmental factors, such as temperature fluctuations, humidity, or exposure to

harsh conditions, can degrade the performance or lifespan of 5G infrastructure
components.

Affected assets

Antennas, base stations and Antennas, cables, data centers and network equipment,
transmission towers and infrastructure

Impact

Service outages, operational delays, financial losses.
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3.4.1.27 Power Outages or Spikes

Definition

Power outages or disruptions to electrical supply can lead to service outages, loss of
connectivity, or delays in restoring network services.

Affected assets

Antennas, base stations and Antennas, cables, data centers and network equipment,
transmission towers and infrastructure

Impact

Service outages, operational delays, financial losses.

3.4.1.28 Supply Chain Attacks

Definition

It is associated with the supply chain, including counterfeit or substandard
components, hardware tampering, or compromised firmware/software. It may
introduce vulnerabilities or backdoors into 5G infrastructure. Supply chain attacks
can undermine the security, reliability, and trustworthiness of network components.

Affected assets

5g network infrastructure.

Impact

Undermine the security, reliability, and trustworthiness of 5G network components.
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4 End-User Requirements and Regulatory Aspects

4.1 User-centric security considerations

In 5G networks, various categories of users can be considered, including end-users (subscribers), loT
devices, enterprise customers, content providers, service providers, among others. Each type of user may
have different requirements and expectations from the network, driving the need for flexibility and
customization in 5G services.

Moreover, user-centric security considerations are crucial in the deployment of 5G networks due to the
increasing reliance on mobile connectivity and the vast array of devices connected to these networks. With
the proliferation of loT devices and the integration of various services into 5G networks, robust
authentication mechanisms are essential to ensure that only authorized users and devices access network
resources and services. User-centric approaches such as biometric authentication or multi-factor
authentication can enhance security by adding layers of protection beyond traditional password-based
systems.

Furthermore, 5G networks enable a massive increase in data transfer speeds and capacity, leading to
concerns about user privacy. Encryption technologies such as Transport Layer Security (TLS) and Virtual
Private Networks (VPNs) can safeguard user data during transmission, while techniques like network
slicing can help isolate sensitive information from other network traffic.

Network Slicing allows operators to create multiple virtual networks (slices) on a single physical
infrastructure, each tailored to specific use cases or customer requirements. By implementing user-centric
security policies within network slices, operators can provide customized security controls based on user
preferences, application requirements, or regulatory mandates.

As the number of connected devices continues to grow, securing endpoints becomes increasingly
challenging. Manufacturers should prioritize security by design, implementing features such as secure
boot, regular firmware updates, and hardware-based security measures to protect against malware,
unauthorized access, and other threats.

Furthermore, 5G networks introduce new capabilities CERsuch as ultra-reliable low-latency
communication (URLLC) and mMTC, which enable diverse applications ranging from autonomous vehicles
to industrial automation. Ensuring the security of these critical services requires robust encryption,
intrusion detection systems, and continuous monitoring to detect and mitigate potential threats.

Despite the best technical safeguards, users remain the weakest link in the security chain. Educating users
about common security threats, best practices for safeguarding personal information, and the importance
of regularly updating software and firmware can significantly reduce the risk of security breaches and
cyber-attacks.
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Finally, compliance with regulations such as the General Data Protection Regulation (GDPR) or the NIS
directive (NIS1 and NIS2) is essential to boost cybersecurity, protect user privacy and avoid legal
consequences. Network operators must implement appropriate security measures and data protection
practices to comply with these regulations and earn the trust of their customers.

By addressing these considerations, network operators, device manufacturers, and service providers can
enhance the security and privacy of 5G networks, fostering trust among users and facilitating the
widespread adoption of next-generation mobile technologies.

4.2 Regulatory Compliance and Best Practices

Existing European Regulatory Framework

Regulatory compliance, particularly in the context of European legislation, plays a significant role in
shaping user-centric security considerations for 5G networks. In the European Union (EU), several key
regulations and directives govern cybersecurity and data protection, impacting how 5G networks are
deployed, managed, and secured. Here are some important aspects of regulatory compliance in the EU
[36]:

GDPR [37] is one of the most comprehensive data protection regulations globally and significantly impacts
the security and privacy of user data in 5G networks. GDPR applies to the processing of personal data by
organizations operating within the EU or offering goods and services to individuals in the EU. It imposes
strict requirements on data controllers and processors, including obligations related to data protection
principles, lawful processing, data subject rights, data breach notification, and privacy by design and by
default. Compliance with GDPR is essential for safeguarding user privacy and avoiding hefty fines and
penalties for non-compliance.

The ePrivacy Directive [38] governs the processing of personal data and the protection of privacy in the
electronic communications sector. While not specifically tailored to 5G networks, it applies to the
collection and use of data transmitted over these networks, including metadata generated by
communication services. The forthcoming ePrivacy Regulation, intended to replace the current directive,
aims to modernize and strengthen privacy rules for electronic communications, further impacting the
security and privacy of 5G networks.

The European Electronic Communications Code (EECC) [39] is the main EU policy framework for the
telecom sector. Adopted in 2018, these rules apply to all electronic communications services and networks
in the EU. Currently, the EECC has been transposed by most EU countries, with the Commission supporting
Member States in the implementation process.

Security requirements for the telecom sector are contained in Article 40 of the EECC (which replaces Article
13a of the Framework Directive). Article 40 asks Member States to ensure that operators take
“appropriate” cybersecurity measures and report significant incidents to the national authorities; Article
41 asks Member States to ensure that the national competent authority, for instance a telecom national
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regulatory agency (NRA) or a cybersecurity agency, depending on the national setting, has the powers to
audit telecom operators and to enforce measures in case of cybersecurity deficiencies.

In terms of supervision of these security requirements, Member States have taken diverse approaches.
For instance, where binding rules apply to mobile network operators, they may cover different types of
technical and organizational measures. In Member States where security measures are further clarified in
more technical and practical detail (often via secondary legislation), they often refer to the ENISA
framework of detailed technical telecom security measures, which was developed with all Member States
to implement the EECC and contains a detailed list of relevant telecom security measures.

The NIS1 [40] establishes cybersecurity standards for operators of essential services (OES) and digital
service providers (DSPs) within the EU. It requires member states to adopt national cybersecurity
strategies, designate competent authorities, and establish incident reporting mechanisms for significant
cyber incidents. Compliance with the NIS Directive involves implementing appropriate security measures,
conducting risk assessments, and reporting cybersecurity incidents to national authorities.

The revised NIS Directive, referred to as NIS2 [41], will repeal and replace Articles 40 and 41 of the EECC,
with effect from 18 October 2024, streamlining the cybersecurity policy framework, adding providers of
public electronic communications networks and providers of publicly available electronic communications
services to the ‘digital infrastructure’ sector. The NIS2 Directive establishes: (a) obligations requiring
Member States to adopt national cyber security strategies and to designate or set up competent
authorities, cyber crisis management authorities, cyber security single points of contact and computer
security incident response teams (CSIRTs), (b) cybersecurity risk management measures and reporting
obligations for entities of the type referred to in Annexes | and Il of the NIS2 Directive, (c) rules and
obligations regarding the exchange of cybersecurity information and (d) Member States' obligations
regarding supervision and enforcement. Under the NIS2 Directive, the Commission has to issue
implementing acts on security measures and incident reporting, for several entities under the NIS2 digital
infrastructure sector, including TLDs, DNS, and content delivery networks (CDNs). The NIS Cooperation
Group already published detailed technical security measures for TLD registries [42] and is drafting a
guideline on security measures for the DNS providers. In addition, the NIS2 allows the NIS Cooperation
Group, together with the Commission and ENISA, to conduct EU-wide risk assessments in critical supply
chains.

The Resilience of Critical Entities (CER) Directive [43] covers the physical resilience of critical entities
against man-made and natural hazards, in coherence with the NIS2 Directive which covers cybersecurity
risks. This Directive focuses on all relevant non-cyber natural and man-made risks, including cross-sectoral
or cross-border, that may affect the provision of essential services, such as natural disasters, accidents,
public health emergencies and antagonistic threats, including terrorist offences, sabotage and hybrid
threats. It covers eleven sectors, including digital infrastructure.

The EU Cybersecurity Act [44] introduces a certification framework for cybersecurity products, services,
and processes, including those related to 5G networks. The framework enables the voluntary certification
of ICT products, ICT processes, and ICT services based on common cybersecurity standards and schemes

44



D2.1 SANDSG GA#:101127979

recognized across the EU. A European cybersecurity certification scheme may specify one or more of the
following assurance levels for ICT products, ICT services and ICT processes: ‘basic’, ‘substantial’ or ‘high’.
The assurance level shall be commensurate with the level of the risk associated with the intended use of
the ICT product, ICT service or ICT process, in terms of the probability and impact of an incident.
Compliance with cybersecurity certification requirements can enhance the trustworthiness and security
of 5G products and services, fostering consumer confidence and market competitiveness.

The Cyber Resilience Act (CRA) [45], for which a provisional political agreement has been reached in
December 2023, requires manufacturers of connectable software and hardware products intended for the
EU market to ensure that such products are developed in line with security-by-default and security-by-
design principles and that their security is maintained throughout their lifetime, for instance through
testing and security updates. The CRA covers a wide range of products deployed by network operators,
such as routers and switches. It has the potential to increase transparency on the security of such products
and facilitate supply chain security management for critical infrastructure covered by the NIS2 Directive,
including operators of public electronic communications networks and core Internet infrastructure. The
agreement reached is, as of February 2024, subject to formal approval by both the European Parliament
and the Council.

European Union Agency for Cybersecurity

ENISA [44] plays a significant role in promoting cybersecurity and resilience in the EU, including within the
telecommunications sector. ENISA provides guidance, recommendations, and best practices to enhance
the security of telecom networks and infrastructure.

ENISA collaborates with stakeholders in the telecom industry to gather threat intelligence, analyze
emerging cyber threats and vulnerabilities, and disseminate actionable information to enhance situational
awareness and facilitate information sharing among operators, regulators, and other relevant parties.
Moreover, ENISA collaborates closely with EU institutions, national cybersecurity agencies, industry
associations, and international partners to coordinate efforts and foster cooperation in addressing
common cybersecurity challenges facing the telecom sector. This includes participating in working groups,
joint initiatives, and information exchange mechanisms to enhance collective resilience and response
capabilities.

ENISA develops and publishes security guidelines, best practices, and technical standards to assist telecom
operators, service providers, and regulators in implementing effective cybersecurity measures. These
resources cover a wide range of topics, including network security, incident response, risk management,
and security-by-design principles. Moreover, it supports the development of incident response capabilities
and crisis management procedures within the telecom sector to ensure a coordinated and effective
response to cyber incidents and emergencies. This includes providing guidance on incident detection,
analysis, containment, and recovery, as well as conducting exercises and simulations to enhance
preparedness and resilience.
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ENISA contributes to the development of cybersecurity certification schemes, standards, and frameworks
applicable to the telecom industry. This includes promoting the adoption of common criteria for evaluating
the security of telecom products and services and facilitating the mutual recognition of cybersecurity
certifications across EU member states.

Finally, ENISA offers training programs, workshops, and awareness-raising activities to build the
cybersecurity capacity and expertise of telecom professionals, regulators, and policymakers. By providing
educational resources and promoting knowledge sharing, ENISA helps strengthen the overall cybersecurity
posture of the telecom sector.

ENISA’s Guideline on Security Measures under the EECC

ENISA’s technical “Guideline on Security Measures under the EECC” [46] provides guidance to competent
authorities about the technical details of implementing Articles 40 and 41 of the EECC, i.e. how to ensure
that providers assess risks and take appropriate security measures.

The guideline lists twenty-nine (29) high-level security objectives, which are grouped in eight security
domains which cover: Governance and risk management, Human resources security, Security of systems
and facilities, Operations management, Incident management, Business continuity management,
Monitoring, auditing and testing, and Threat awareness. For each security objective it lists specific detailed
security measures which could be taken by providers to reach the security objective. These security
measures are grouped into three levels of increasing sophistication: sophistication level 1 (basic),
sophistication level 2 (industry standard) and sophistication level 3 (state-of-the-art). It also provides
examples of evidence, which could be considered by an auditor when assessing whether these security
measures are in place

ENISA’s 5G supplement and the 5G Control Matrix

ENISA’s 5G Supplement [47] contains a 5G technology profile which supplements the technology-neutral
“Guideline on Security Measures under the EECC” mentioned in the previous section. The supplement
gives additional guidance to competent national authorities about how to ensure implementation and
strengthening of security measures by mobile network operators for mitigation of risks to 5G networks. It
focuses on the cybersecurity of 5G networks at the policy level relating to the EU 5G toolbox and at the
technical level for new technologies, such as virtualization, slicing and edge computing.

ENISA has also prepared the 5G Security Control Matrix [48], which is a comprehensive and dynamic matrix
of security controls and best practices for 5G networks, to support the national authorities in the EU
Member States with implementing the technical measures of the EU’s 5G Cybersecurity Toolbox. The
matrix is currently published as a spreadsheet, but the intention is to implement it as a web tool for
improved usability.

ENISA’s Technical Guideline on Incident Reporting under the EECC

ENISA’s “Technical Guideline on Incident Reporting under the EECC” [49] describes the formats and
procedures for cross border reporting and annual summary reporting under Article 40 of the EECC.
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Paragraph 2 of Article 40 describes three types of incident reporting: 1) National incident reporting from
providers to Competent Authorities (CAs), 2) Ad-hoc incident reporting between CAs and ENISA, and 3)
Annual summary reporting from CAs to the European Commission and ENISA. The focus of this guideline
is on the 2nd and 3rd type of reporting: ad-hoc reporting and annual summary reporting.

Regulatory Authorities

National regulatory authorities play a crucial role in overseeing the security of 5G networks and enforcing
compliance with relevant regulations and standards. While specific requirements may vary depending on
the jurisdiction and regulatory framework, regulatory authorities typically impose certain obligations on
telecom operators and providers to ensure the security, resilience, and integrity of 5G networks. ENISA’s
role in the guidance of regulatory authorities of European Member States was discussed in the previous
section.

Regulatory authorities usually establish security standards, guidelines, and best practices for 5G networks,
outlining the minimum security requirements that telecom operators and providers must meet. These
standards may cover various aspects of network security, including authentication, encryption, access
control, incident response, and risk management. These requirements may necessitate telecom operators
and providers to conduct comprehensive risk assessments to identify potential security risks and
vulnerabilities in their 5G networks. Operators may be required to implement risk management processes
and measures to mitigate identified risks and ensure the security and resilience of their networks.

Moreover, regulatory authorities typically require telecom operators and providers to establish incident
reporting and response mechanisms to detect, assess, and respond to security incidents and data breaches
promptly. Operators may be required to notify regulatory authorities and affected parties of significant
cyber incidents within specified time frames and take appropriate remedial actions to mitigate the impact
of incidents.

Regulatory authorities monitor compliance with security requirements through regular inspections,
audits, and reporting obligations. Authorities may impose penalties, fines, or sanctions on operators found
to be non-compliant with security regulations or standards, including failure to protect user data, breaches
of confidentiality, or inadequate security measures. To verify compliance, authorities conduct security
audits, assessments, or inspections of telecom operators and providers, either on an ad hoc basis or after
an incident has been reported. Operators are required to provide evidence of security controls, policies,
and procedures, as well as demonstrate their effectiveness in protecting against security threats and
vulnerabilities.

Moreover, authorities promote collaboration and information sharing among telecom operators,
providers, government agencies, and other stakeholders to address common security challenges and
threats. Authorities may facilitate the exchange of threat intelligence, best practices, and lessons learned
to enhance collective cybersecurity resilience and response capabilities. They are further engaged in
international cooperation and collaboration initiatives to address cross-border security challenges and
promote harmonized security standards and practices for 5G networks. This may involve participation in
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international forums, working groups, and information-sharing mechanisms to exchange knowledge and
expertise on 5G security.

o A noteworthy example of international cooperation, collaboration, and information sharing at the
European level is ENISA’s European Competent Authorities for Secure Electronic Communications
(ECASEC) expert group [50]. The primary objectives of the ECASEC group are:

. To agree on the technical and organizational measures for an efficient and effective implementation
of the relevant provisions of Articles 40 and 41 of the EECC and, as of October 2024, of the provisions
of the NIS 2 directive that pertain to telecom security, incident reporting and supervision of
electronic communications providers,

. to facilitate voluntary exchange of information between experts of National Competent Authorities,
including on security threats, security incidents, lessons learned, standards, good practices, and
tools,

o to facilitate review and provide input on ENISA papers.

Telecom Operators

From the perspective of a telecom operator, compliance with regulations such as EECC, the NIS Directive,
GDPR, and other relevant legislation is crucial for them to ensure the security, privacy, and resilience of
their 5G networks.

Telecom providers typically follow some best practices to comply with regulations effectively. To start with,
telecom providers should conduct comprehensive assessments to identify relevant regulatory
requirements applicable to their operations, including telecommunications directives and privacy
regulations. Understanding the scope and implications of these regulations is essential for developing a
compliance strategy. Establishing a governance framework with clear roles, responsibilities, and
accountability mechanisms is essential for ensuring compliance across the organization. They are usually
requested to designate a compliance officer or team responsible for overseeing regulatory compliance
efforts, monitoring regulatory developments, and coordinating compliance activities.

Telecom providers should implement robust security and privacy controls to protect user data and ensure
the integrity and confidentiality of their networks. This includes adopting encryption technologies, access
controls, intrusion detection systems, and data loss prevention mechanisms to safeguard against cyber
threats and unauthorized access.

Apart from technical measures, providers should develop and implement policies, procedures, and
guidelines that address specific regulatory requirements, such as data protection, incident response, risk
management, and employee training. They must ensure that policies are communicated effectively to
employees, contractors, and third-party vendors and regularly updated to reflect changes in regulations
or business practices.

Regarding data protection they have to conduct Data Protection Impact Assessments (DPIAs) to assess the
potential risks and impacts of data processing activities on individuals' privacy rights and ensure
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compliance with GDPR requirements. DPIAs help identify and mitigate privacy risks, evaluate the necessity
and proportionality of data processing, and document compliance efforts.

Moreover, providers have to establish incident response procedures to detect, assess, and respond to
security incidents and data breaches promptly. They should have mechanisms in place for reporting
significant cyber incidents to national authorities, as required by the NIS Directive, and communicating
with affected individuals in accordance with GDPR notification requirements.

Supplier or vendor management is another important aspect, as they must ensure that third-party
suppliers and service providers involved in the provision of telecommunications services comply with
relevant regulations and adhere to contractual obligations related to data protection, security, and privacy.
They should conduct due diligence assessments, establish contractual provisions, and monitor vendor
performance to mitigate compliance risks.

Telecom operators should provide regular training and awareness programs to employees and further
contractual personnel on regulatory requirements, security best practices, and data protection principles.
Employees should understand their roles and responsibilities in ensuring regulatory compliance and be
equipped to recognize and respond to security incidents effectively.

Finally, they should implement a process for continuous monitoring of compliance activities, security
controls, and regulatory developments to identify areas for improvement and address emerging threats
and vulnerabilities proactively. Scheduling and conducting regular audits, assessments, and reviews are
important to evaluate the effectiveness of compliance efforts and adjust as needed.

By following these best practices, telecom providers can enhance their compliance with regulatory
requirements, mitigate risks, and build trust with customers, regulators, and other stakeholders. Effective
compliance not only helps protect against legal and financial consequences but also fosters a culture of
security and privacy that benefits both the organization and its users.

4.3 General Data Protection Regulation and Data Protection in 5G

General Data Protection Regulation

GDPR [37] is a comprehensive data protection and privacy regulation enacted by the European Union (EU)
to enhance the protection of individuals' personal data and harmonize data privacy laws across EU
member states. GDPR applies to any organization that processes personal data of individuals located
within the EU, regardless of where the organization is based. GDPR came into effect on May 25, 2018,
replacing the Data Protection Directive 95/46/EC.

The key principles of GDPR include:

. Lawfulness, Fairness, and Transparency: Personal data must be processed lawfully, fairly, and
transparently, with individuals informed about the purposes and legal basis for processing their
data.
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. Purpose Limitation: Personal data must be collected for specified, explicit, and legitimate purposes
and not further processed in a manner incompatible with those purposes.

. Data Minimization: Organizations should only collect and process personal data that is adequate,
relevant, and limited to what is necessary for the intended purposes.

. Accuracy: Personal data must be accurate and, where necessary, kept up to date. Organizations
should take reasonable steps to ensure the accuracy of data and rectify inaccuracies promptly.

. Storage Limitation: Personal data should be kept in a form that permits identification of individuals
for no longer than necessary for the purposes for which it is processed.

o Integrity and Confidentiality: Organizations must implement appropriate technical and
organizational measures to ensure the security of personal data and protect it against unauthorized
access, disclosure, alteration, or destruction.

. Accountability: Organizations are responsible for demonstrating compliance with GDPR principles
and obligations, including maintaining records of data processing activities, conducting DPIAs, and
cooperating with supervisory authorities.

The key concepts in GDPR are the following:

. Personal Data: GDPR defines personal data broadly as any information relating to an identified or
identifiable natural person, such as names, addresses, identification numbers, location data, and
online identifiers.

o Data Controller and Data Processor: A data controller determines the purposes and means of
processing personal data, while a data processor processes personal data on behalf of the data
controller.

o Data Subject: An individual to whom personal data relates, who has rights under GDPR to access,

rectify, erase, or restrict the processing of their data.

o Consent: GDPR requires organizations to obtain valid consent from individuals before processing
their personal data, with consent being freely given, specific, informed, and unambiguous.

o Data Protection Officer (DPO): Some organizations are required to appoint a DPO responsible for
overseeing GDPR compliance, advising on data protection matters, and serving as a point of contact
for data subjects and supervisory authorities.

o Data Breach: GDPR mandates organizations to notify supervisory authorities and affected
individuals of personal data breaches without undue delay, where feasible, within 72 hours of
becoming aware of the breach.

Organizations subject to GDPR must comply with its requirements by implementing appropriate technical
and organizational measures to ensure the protection of personal data and respect for individuals' privacy
rights. This may include conducting data protection impact assessments, implementing privacy-by-design
and privacy-by-default principles, appointing a Data Protection Officer (DPO), maintaining records of data
processing activities, obtaining valid consent for data processing, and ensuring the security and
confidentiality of personal data.
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Non-compliance with GDPR can result in significant penalties, including fines of up to €20 million or 4% of
annual global turnover, whichever is higher, depending on the nature and severity of the violation.

Overall, GDPR aims to empower individuals to exercise greater control over their personal data, promote
transparency and accountability in data processing activities, and strengthen the protection of privacy
rights in the digital age.

e-Privacy Directive

The ePrivacy Directive [38], officially known as Directive 2002/58/EC, is a European Union directive that
aims to protect the fundamental rights to privacy and data protection in the context of electronic
communications. It complements GDPR by setting out rules and obligations for electronic communications
service providers, including requirements related to the processing of personal data, confidentiality of
communications, and protection of user privacy.

The key provisions of the e-Privacy directive include:

o Confidentiality of Communications: The ePrivacy Directive prohibits the interception, monitoring,
or surveillance of electronic communications without the consent of the parties involved, except in
limited circumstances permitted by law (e.g., for security or law enforcement purposes).

o Cookies and Online Tracking: The directive requires website operators to obtain consent from users
before storing or accessing information on their devices, such as cookies, for purposes other than
technical necessity (e.g., for analytics or targeted advertising).

o Direct Marketing: The ePrivacy Directive regulates unsolicited direct marketing communications
(e.g., email, SMS) by requiring prior consent from recipients, except in cases of existing customer
relationships or similar exemptions.

o Security Measures: Electronic communications service providers must implement appropriate
technical and organizational measures to ensure the security and integrity of communications
networks and services, protecting against unauthorized access, disclosure, or alteration of data.

o User Consent: The directive emphasizes the importance of obtaining informed, freely given, and
specific consent from users for the processing of their personal data in electronic communications,
including consent mechanisms for cookies, tracking technologies, and direct marketing.

o Data Breach Notification: In line with GDPR principles, the ePrivacy Directive requires electronic
communications service providers to notify competent authorities and affected individuals of
personal data breaches without undue delay, where feasible, to mitigate the impact of breaches
and protect user privacy.

The ePrivacy Directive is currently undergoing reform to align its provisions with the evolving digital
landscape and strengthen privacy protections for electronic communications. The proposed ePrivacy
Regulation aims to update and modernize the directive, introducing new rules for the protection of privacy
and confidentiality in electronic communications, including stricter requirements for cookies and online
tracking, enhanced user consent mechanisms, and increased penalties for non-compliance.
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Member states of the European Union are responsible for implementing and enforcing the ePrivacy
Directive within their jurisdictions, typically through national legislation and regulatory authorities. Non-
compliance with the directive may result in penalties, fines, or other enforcement measures imposed by
national data protection authorities.

Data Protection in 5G

In the context of 5G networks, GDPR and data protection are of paramount importance due to the
significant volume of data generated, transmitted, and processed by these networks.

GDPR mandates that personal data must be processed lawfully, fairly, and transparently. This requires
network operators and service providers to have a valid legal basis for processing personal data, such as
obtaining consent from the data subject or demonstrating the necessity for processing for contractual
obligations.

Moreover, GDPR emphasizes the principle of data minimization, requiring that personal data collected in
5G networks be adequate, relevant, and limited to what is necessary for the intended purposes. This
principle ensures that only essential data is collected and processed, reducing the risk of unnecessary data
exposure.

Another critical aspect of GDPR is purpose limitation, which stipulates that personal data must be
processed for specified, explicit, and legitimate purposes and not further processed in a manner that is
incompatible with those purposes. This principle ensures that personal data collected in 5G networks is
used only for the purposes for which it was originally intended, preventing misuse or unauthorized
processing.

Furthermore, GDPR mandates the implementation of appropriate security measures to protect personal
data processed in 5G networks. These measures include encryption, access controls, and regular security
assessments to safeguard personal data against unauthorized access, disclosure, alteration, or destruction.

GDPR also grants data subjects certain rights regarding their personal data, including the right to access,
rectify, erase, or restrict the processing of their data. In the context of 5G networks, data subjects have the
right to exercise these rights with respect to their personal data processed by network operators and
service providers.

Additionally, GDPR requires that data breaches involving personal data be reported to the relevant data
protection authority without undue delay, and where feasible, within 72 hours of becoming aware of the
breach. This requirement underscores the importance of having robust mechanisms in place to detect and
respond to data breaches promptly and to notify affected data subjects and supervisory authorities as
required by GDPR.

In summary, GDPR imposes stringent requirements on the processing of personal data in 5G networks,
aiming to protect the privacy and rights of individuals while promoting responsible data management
practices among network operators and service providers operating within the EU or processing personal
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data of EU residents. Compliance with GDPR is essential for maintaining trust in 5G networks and ensuring
the privacy and security of user data.

4.4 Ethical Implications

The deployment and use of 5G networks raise several ethical implications that warrant careful
consideration. One major concern is the potential for increased surveillance and invasion of privacy due
to the massive amounts of data transmitted over 5G networks. With greater connectivity and loT devices,
there's a risk of ubiquitous monitoring and tracking of individuals' activities, leading to concerns about the
erosion of personal privacy and civil liberties.

Additionally, 5G networks may exacerbate existing disparities in digital access and exacerbate the digital
divide, particularly in underserved communities or rural areas with limited access to high-speed internet.
This raises ethical questions about equitable access to technology and the potential for widening
socioeconomic inequalities.

Moreover, the rapid proliferation of connected devices and IoT sensors in 5G networks introduces new
security vulnerabilities and cyber threats, posing risks to individuals' safety, critical infrastructure, and
public safety. Ensuring the security and resilience of 5G networks is paramount to protect against cyber-
attacks, data breaches, and disruptions to essential services.

Another ethical consideration is the environmental impact of 5G infrastructure deployment, including
energy consumption, electronic waste, and resource depletion. The manufacturing, installation, and
maintenance of 5G equipment requires significant energy and resources, raising concerns about
sustainability and environmental sustainability.

Moreover, electromagnetic radiation emitted by 5G antennas and devices has sparked debates about
potential health risks and the precautionary principle, highlighting the need for further research and public
discourse on the potential health impacts of 5G technology.

Additionally, the deployment of 5G networks may raise ethical questions about data ownership, consent,
and control. Individuals may not fully understand or consent to the collection and use of their data by
telecom operators, service providers, and third-party entities, raising concerns about data sovereignty,
autonomy, and individual rights.

Balancing the benefits of 5G technology with its ethical implications requires a multidisciplinary approach
involving policymakers, regulators, industry stakeholders, ethicists, and civil society to ensure that 5G
networks are deployed and used in a manner that upholds ethical principles, protects individuals' rights,
and promotes the common good.

Ethical use of data

The ethical use of data in 5G networks is a crucial consideration in ensuring that individuals' privacy,
autonomy, and rights are respected while harnessing the benefits of enhanced connectivity and data-
driven services. Transparency and informed consent are fundamental principles that should guide the
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collection, processing, and sharing of personal data in 5G networks. Telecom operators and service
providers must be transparent about their data practices, providing clear and easily understandable
privacy policies, terms of service, and consent mechanisms to inform users about how their data will be
used and obtain their informed consent before collecting or processing personal information.

Data minimization and purpose limitation are essential ethical principles to prevent the over-collection
and misuse of personal data in 5G networks. Organizations should practice data minimization by collecting
only the minimum amount of personal data necessary for specific, legitimate purposes and limit the use
of personal data to those purposes for which it was collected. Anonymization and pseudonymization
techniques can further protect individuals' privacy by removing or encrypting identifiers that can be used
to identify individuals, reducing the risk of reidentification and unauthorized access to sensitive
information while still allowing for analysis and insights from aggregated data.

Ensuring the security and integrity of personal data is paramount to uphold individuals' rights and protect
against data breaches and cyber threats in 5G networks. Organizations must implement robust security
measures, including encryption, access controls, authentication mechanisms, and regular security audits,
to safeguard personal data from unauthorized access, disclosure, alteration, or destruction. Accountability
and governance mechanisms are essential to oversee the ethical use of data in 5G networks. Organizations
should establish accountability structures, appoint data protection officers, conduct privacy impact
assessments, and establish policies and procedures for data governance, risk management, and
compliance with relevant regulations.

User control and rights are fundamental ethical principles that should be respected in 5G networks.
Individuals should have control over their personal data and rights to access, rectify, erase, or restrict the
processing of their data. Organizations should provide user-friendly interfaces and tools for users to
exercise their rights and manage their privacy preferences, including opting out of data collection or
sharing where possible. When sharing personal data with third parties or collaborating with other
organizations, organizations must ensure that appropriate safeguards are in place to protect data privacy
and confidentiality.

Ethical considerations also extend to the use of Al and ML algorithms in 5G networks. Organizations
leveraging Al and ML technologies should ensure that these technologies are used ethically and
responsibly, addressing biases, ensuring transparency and accountability in algorithmic decision-making,
and mitigating risks of discrimination or harm to individuals' rights and freedoms.

By upholding these principles of ethical data use, organizations can foster trust, transparency, and
accountability in their interactions with users and stakeholders, promote respect for individuals' privacy
and rights, and mitigate risks associated with the collection, processing, and sharing of personal data in
5G networks.
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5 Current Security Mechanisms in 5G

5.1 Authentication and Authorization

3GPP has specified the architecture of security for the 5G System (5GS). The first 5G specifications were
published in 2017. The initial version, known as 5G Phase 1, was responsible for implementing some of
the initial set of features necessary to launch commercial 5G networks. Subsequently, in 5G Phase I, 3GPP
introduced enhancements in terms of new security features ([51]). There are three primary authentication
methods in 5G systems.

The first method, Primary Authentication (PA), is a security enhancement feature aimed at making the
mobile system more secure and robust compared to previous systems. Primary authentication achieves
mutual authentication between UE and the operator’s network using the Authentication and Key
Agreement (AKA) procedure. The UE can connect to the core network via Non-3GPP access, e.g., WLAN,
or via 3GPP Access. For 3GPP access, there are two defined versions of AKA: EAP-AKA ([52]) and 5G AKA
([53]) . For non-3GPP access, the EAP-5G method is used between the UE and the network.

The second method, called Secondary Authentication (SE), takes place between the UE and the Data
Network (DN), immediately following the primary authentication based on UE’s credentials. This is made
possible by the capability of the 5G system, allowing operators to authenticate and authorize by a third
party hosted by the DN. Additionally, the UE requires external credentials to be used for authentication
between itself and the Data Network Authentication Authorization and Accounting (DN-AAA) server ([54]).

Finally, the 5G system has established an additional security feature called Authentication and Key
Management for Applications (AKMA) ([55]), for the authentication and generation of application keys
based on 3GPP credentials for all UE types, especially loT devices. The basic component of this process is
an anchor function that can generate and manage the necessary session keys. A session key, firstly, is used
in the 5G authentication mechanism and afterward is used to protect the communication between the UE
and the servers.

5.2 Encryption

5G systems process and transport huge amounts of data per unit of time. Thus, information is one of the
most valuable assets, making it a tempt target to theft or manipulate it. Researchers employ modern
cryptography methods for protecting data over a vulnerable 5G Communication channel.

End-to-end encryption (E2EE) is a very important technology that plays a crucial role in protecting
communication in 5G systems. This is because the data encrypted at the sender’s device and decrypted
only by the appropriate recipient, ensuring that an intruder cannot access or read the encrypted
information during the transmission even if the communication is intercepted. Network data will be
encrypted at the Packet Data Convergence Protocol (PDCP) layer. The following 128-bit secret keys ciphers
are used: The Encryption Algorithms (EEA) based null, SNOW 3G ([56]), AES ([57]) in CTR mode ([58]) and
ZUC ([59]) algorithms according to the 3GPP 5G standards.
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is responsible for the key management aspects for applications based on subscription credential(s) in 5G
system.

Figure 5-1 shows the fundamental network model of AKMA.

N2
N1

(R)AN UE

Figure 5-1: Authentication and Key Management for Applications Network Model

Below is an explanation of each component of the network model of AKMA. AKMA Anchor Function
(AANF) is the anchor function that generates the key material to be used between UE and the AF and
maintains UE AKMA contexts. AAnF enables the AKMA Anchor Key (KAKMA) derivation for AKMA service.
Before invoking AKMA service, UE shall have successfully registered to the 5G core, which results in KAUSF
being stored at the AUSF and the UE after a successful 5G primary authentication. AF with the AKMA
service enabling requests for KAF from the AAnF using AKMA Key |Dentifier (A-KID). AF shall be
authenticated and authorized by the operator network before providing the AKMA Application Key to the
AF. AUSF Provides the AKMA Anchor Key (KAKMA) to the AAnF. UDM stores AKMA subscription data of
the subscriber.

Also, the services that are involved in AKMA network architecture are:

. Nnef: Service-based interface exhibited by NEF.

. Nausf: Service-based interface exhibited by AUSF.
. Nudm: Service-based interface exhibited by UDM.
. Naanf: Service-based interface exhibited by AAnF.
. Naf: Service-based interface exhibited by AF.

The AANF interacts with the AUSF and the AF using Service-Based Interfaces. When the AF is located in the
operator's network, the AAnF shall use Service-Based Interface to communicate with the AF directly. When
the AF is located outside the operator's network, the NEF shall be used to exchange the messages between
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the AF and the AANF. The reference point Ua* carries the application protocol, which is secured using the
key material agreed between UE and AANnF because of successful AKMA procedures.

AUSF is responsible for the KAUSF key. KAKMA is a key derived by ME and KAF is derived by ME.

Figure 5-2 shows the Key-hierarchy of the Kause, Kakma and Kag.

5G Primary Authentication
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|
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| Y |
| |
:‘ —————— Kakma  [————-— ‘:
I |
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:‘ —————— Kar m— = ‘:
| AF :

Figure 5-2: Key Hierarchy

The Kakma and A-KID are valid until the next primary authentication is performed (implicit lifetime), in which
case the Kakma and A-KID might be replaced after a successful new authentication or removed after an
unsuccessful one. AKMA Application Keys Kar shall use explicit lifetimes based on the operator's policy.
The lifetime of Kar shall be sent by the AAnF. In case that a new AKMA Anchor Key Kakma is established, the
AKMA Application Key Kar can continue to be used until its lifetime expires. When the Kar lifetime expires,
a new AKMA Application Key is established based on the current AKMA Anchor Key Kakma.

5.3 Network Slicing Security

Network slicing has been used to improve the network capacity and enhance its security by isolating
services with critical requirements ([60]). Several strategies have been proposed to reduce the impact of
security breaches over the network including allocating a dedicated network slice for security ([61]).

3GPP takes an approach and introduces new security measures for network slicing in phases. During the
first phase define Management security for network slices, UE authorization to access network slices,
confidentiality and Integrity protection of network slice, then Network Slice Specific Authentication and
Authorization (NSSAA) is defined in phase 2 and finally in phase 3 AF authorization with confidentiality
protection of network slice identifiers is defined ([62]).
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With more details, for phase 1, the management security for network slices is crucial for ensuring the

creation, updating, and deletion of network slices in a secure manner. This involves implementing various

security measures to safeguard management functions, protect against unauthorized access, and ensure

confidentiality and integrity of sensitive information. Key aspects include mutual authentication,
authorization mechanisms, UE authorization, confidentiality and integrity protection of network slice
identifiers, and network slice-specific authorization for network functions. Below are the basic features of

each action:

e Secure Management Interfaces:

O

O

Mutual authentication between management service consumer and producer using TLS.
Protection of management interactions based on TLS, ensuring integrity, replay, and
confidentiality protection.

Authorization of management service consumer based on OAuth and operators' local

policy.

e UE Authorization:

O

O

@)

Centralized authorization in operators' networks.
Authorization criteria include subscriber legitimacy and valid subscription stored in UDM.
Authorized UE information stored in core network (e.g., AMF).

e Confidentiality and Integrity Protection:

@)

O

Implementation of security measures for S-NSSAI (network slice identifier).

NAS Signaling: S-NSSAI transmitted with confidentiality and integrity protection after NAS
security is established.

AS Signaling: Two-stage approach for S-NSSAI transmission, ensuring security while
mitigating information leakage risks.

e Network Slice-Specific Authorization for Network Functions:

O

O

Implementation of service-based architecture in 5G core networks.

Network slice-specific authorization mechanism to prevent unauthorized access to other
network slices. It ensures adherence to security design principles like the Principle of Least
Privilege. Phase 2, the NSSAA, in terms of network slicing security allows verticals to
provision their devices with their own credentials, based on which a totally different
authentication method can be employed at the discretion of verticals. NSSAA is performed
between a UE and an Authentication Authorization and Accounting (AAA) Server with
respect to a particular network slice identified by a Single — Network Slice Selection
Assistance Information (S-NSSAI), after the UE has successfully completed primary
authentication. NSSAA uses a User ID and credentials determined by verticals and are
different from the subscription credentials used for the primary authentication. The EAP
framework specified in IETF RFC 3748 ([63]) is used to support multiple EAP methods at
choice of verticals. The AMF takes the role of the EAP Authenticator and a dedicated
network function (NSSAA function or NSSAAF) is defined and undertakes any AAA protocol
interworking with the AAA Server. Both re-authentication and revocation procedures
initiated by verticals are also supported. Finally, in phase 3, 3GPP brings in a new feature,
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the Network Slice Admission Control (NSAC) to better manage and operate network slices.
An NSAC Function (NSACF) can monitor and control the number of registered UEs and
established Protocol Data Unit (PDU) sessions per network slice and feed the information
to an AF for analysis and further processing.
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6 EU 5G Cybersecurity Toolbox

6.1 Development and Objectives: Background on the creation of the EU 5G
Cybersecurity Toolbox and its objectives

Introduction

5G networks are set to deliver an array of opportunities for European citizens, society and economy.
Ensuring the security and resilience of 5G networks is therefore essential. At the same time, cybersecurity
threats (including the risk of interference by non-EU state or state-backed actors) are an evolving
challenge, which grows in relevance alongside the increased reliance on technology and data. Neglecting
cybersecurity would undermine trust in the development of the digital economy and society and would
prevent the EU from reaping the full benefits of it. This requires a correspondingly evolving and
strengthened response.

A coordinated and consistent approach to cybersecurity in the EU for critical technologies and networks is
essential for the EU to ensure its technological sovereignty, maintaining and developing industrial
capacities.

To this end, it is important that the commitment of all stakeholders around 5G security remains high and
will require continued collaboration between Member States, the Commission and ENISA. As an
immediate next step, in January 2020, the NIS Cooperation Group which is formed of representatives of
Member States, the Commission and ENISA, published the EU toolbox of risk-mitigating measures. On the
same date, the Commission adopted a Communication which endorsed the measures outlined in the
Toolbox and underlined the importance of their implementation.

The EU 5G toolbox was initially prompted by events from the previous year. After receiving support from
the European Council on March 22, 2019, for a unified approach to 5G network security, the European
Commission acted by adopting its Recommendation on the cybersecurity of 5G networks (referred to
hereafter as "The Recommendation") on March 26, 2019. The Recommendation urged Member States to
conduct national risk assessments, review existing national measures, collaborate at the EU level on a
coordinated risk assessment, and develop a toolbox of potential mitigation measures. The
Recommendation also outlined the framework for the toolbox, which should encompass:

. an inventory of the types of security risks that can affect the cybersecurity of 5G networks by giving
specific examples such as the supply chain risk, software vulnerability risk, access control risk, risks
arising from the legal and policy framework to which suppliers of information and communications
technologies equipment may be subject in third countries) and

. a set of possible mitigating measures such as third-party certification for hardware, software or
services, formal hardware and software tests or conformity checks, processes to ensure access
controls exist and are enforced, identifying products, services or suppliers that are considered
potentially not secure, etc.).
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Each Member State completed its own national risk assessment of its 5G network infrastructures and
transmitted the results to the Commission and ENISA. Based on a press release by the European
Commission ([64]), the national risk assessments reviewed main threats and threat actors affecting 5G
networks, sensitive 5G assets as well as relevant vulnerabilities, including both technical ones and other
types of vulnerabilities, such as those potentially arising from the 5G supply chain, in line with the EC
Recommendation.

Based on these national risk assessments, on 9 October 2019 Member States - with the support of ENISA
and the Commission - published a report on the EU Coordinated Risk Assessment on Cybersecurity in 5G
Networks. This report identifies the main threats and threat actors, the most sensitive assets, the main
vulnerabilities (including technical ones and other types of vulnerabilities, such as the legal and policy
framework to which suppliers of information and communications technologies equipment may be
subject to in third countries), and the main associated risks. To complement this report and as a further
input for the toolbox, ENISA carried out a dedicated threat landscape mapping, consisting of a detailed
analysis of certain technical aspects, in particular the identification of network assets and of threats
affecting these.

The EU coordinated risk assessment report highlights a few important security challenges which are likely
to appear or become more prominent in 5G networks. These security challenges are mainly linked to:

o The technological changes introduced by 5G will increase the overall attack surface and the number
of potential entry points for attackers:

o Enhanced functionality at the edge of the network and a less centralized architecture than in
previous generations of mobile networks means that some functions of the core networks may be
integrated in other parts of the networks making the corresponding equipment more sensitive
(e.g. base stations or MANO functions).

o The increased part of software in 5G equipment leads to increased risks linked to software
development and update processes, creates new risks of configuration errors, and gives a more
important role in the security analysis to the choices made by each mobile network operator in
the deployment phase of the network.

o These new technological features will give greater significance to the reliance of mobile network

operators on third-party suppliers and to their role in the 5G supply chain.

This will, in turn, increase the number of attack paths that could be exploited by threat actors, in
particular non-EU state or state-backed actors, because of their capabilities (intent and resources)
to perform attacks against EU Member States telecommunications networks, as well as the potential
severity of the impact of such attacks.

In this context of increased exposure to attacks facilitated by third-party suppliers, the individual
risk profile of suppliers will become particularly important, where a supplier has a significant
presence within networks or areas.

. A major dependency on a single supplier increases the exposure to a potential failure of this supplier
and its consequences. It also aggravates the potential consequences of weaknesses or
vulnerabilities, and of their possible exploitation by threat actors, where the dependency concerns
a supplier presenting a high degree of risk.
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. If some of the new use cases envisioned for 5G come to fruition, 5G networks will end up being an
important part of the supply chain of many critical IT applications, and as such not only
confidentiality and privacy requirements will be impacted, but also the integrity and availability of
those networks will become major national security concerns and a major security challenge from
an EU perspective.

The report further concludes that these challenges create a new security paradigm, making it necessary
to reassess the current policy and security framework applicable to the sector and its ecosystem, and
making it essential for Member States to take the necessary mitigating measures.

The EU coordinated risk assessment report provides the basis to identify mitigation measures that can be
applied at national and European level.

The Council Conclusions of 3 December 2019 endorsed the work of the Member States’ Cooperation
Group on NIS Cooperation Group, supporting the findings of the coordinated risk assessment. In particular,
the Council welcomed ‘the ongoing joint European efforts on safeguarding the security of 5G networks
based on the Commission Recommendation on Cyber Security of 5G Networks’ and stressed ‘the
importance of a coordinated approach and effective implementation of the Recommendation in order to
avoid fragmentation in the Single Market’. To this effect, the Council called upon Member States, the
Commission and ENISA, to ‘take all necessary measures within their competences to ensure the security
and integrity of electronic communication networks, in particular 5G networks and to continue to
consolidate a coordinated approach to address the security challenges related to 5G technologies ([65]).

Objectives

The objectives of the toolbox are to identify a possible common set of measures which can mitigate the
main cybersecurity risks of 5G networks, as they have been identified in the EU coordinated risk
assessment report, and to provide guidance for the selection of measures which should be prioritized in
mitigation plans at national and at Union level. It does this in order to create a robust framework of
measures with a view to ensuring an adequate level of cybersecurity of 5G networks across the EU and
coordinated approaches among Member States.

The EU coordinated risk assessment identifies several categories of risks of strategic importance from an
EU perspective illustrated by concrete risk scenarios and described in Table 6-1 below. These reflect
relevant combinations of vulnerabilities, threats and threat actors and the identified assets.

Table 6-1: Risk categories and scenarios (source: the EU coordinated risk assessment report)

Risk Scenarios Related risk scenarios

I - Risk scenarios related to insufficient security | R1-Misconfiguration of networks
measures R2-Lack of access controls
Il - Risk scenarios related to 5G supply chain R3-Low product quality

62



D2.1 /"? SANDSG GA#:101127979
R4-Dependency on any single supplier within
individual networks or lack of diversity on nation-
wide basis

lll - Risk scenarios related to modus operandi of | R5- State interference through 5G supply chain

main threat actors R6- Exploitation of 5G networks by organized crime
or organized crime group targeting end-users

IV - Risk scenarios related to R7- Significant disruption of critical infrastructures

interdependencies between 5G networks and or services

other critical systems R8-Massive failure of networks due to interruption
of electricity supply or other support systems

V - Risk scenarios related to end user devices R9-Exploitation of loT (Internet of Things),
handsets or smart devices

To effectively address these risks and strengthen the security and resilience of 5G networks a
comprehensive approach is required. This implies putting in place a key set of measures, as well as related
supporting actions which can simultaneously address the risks. Ultimately, the key to ensure coordinated
Member State approaches will be the effective implementation of the risk mitigation measures and actions
in all Member States, as adapted to the respective situation in each Member State.

The toolbox also provides an indicative assessment of measures which would require or benefit from a
common approach and/or some form of coordination at EU level, or which may be best implemented in
coordination with other Member States or by individual Member States, depending on the respective
national context.

Altogether, the measures presented in the toolbox contribute to achieving several important and mutually
reinforcing security objectives, which are relevant to address the risks identified in the risk assessment
report and protect the confidentiality, integrity and availability of 5G networks:

o Reinforcing security in the design, deployment and operation of networks

o Raising baseline security standards for the security of product and services

o Minimizing the exposure to risks stemming from the risk profile of individual suppliers

o Avoiding or limiting major dependencies on any single supplier in 5G networks and

o Promoting a diverse, competitive and sustainable market for 5G equipment, including by

maintaining EU capacities in the 5G value chain.
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6.2 Key Strategic, Technical, and Supporting Measures: Detailed overview of the
strategies, technical measures, and support mechanisms proposed by the toolbox.

Measures and mitigation plans

The measures presented in the toolbox are addressed to and for implementation by national and EU
responsible authorities and agencies, each with their respective capacities and competences which can
range from regulatory oversight to their national security role.

In line with the EU coordinated risk assessment report, the measures concern the relevant security
stakeholders in the 5G ecosystem?, these being primarily MNOs and their suppliers, in particular telecom
equipment manufacturers.

On the one hand, mobile network operators have a central, decision-making role, giving them leverage on
the overall secure operation of their networks. On the other hand, telecom equipment manufacturers are
responsible for the provision of software and hardware required to operate the networks.

The measures presented below, and their description are built on the relevant findings of the EU
coordinated risk assessment report. In particular:

. Where measures refer to critical or sensitive network component or functions, the identification of
these components or functions should be based on and consistent with the high-level categorization
of asset sensitivity defined in the EU coordinated risk assessment report.

o Where measures refer to the risk profile of individual suppliers, the assessment of the risk profile
should consider the factors defined in the EU coordinated risk assessment.

Measures and supporting actions.

The mitigating measures are grouped into two general categories: strategic and technical (see Table 6-2).

3 Those stakeholders have been identified in the EU coordinated risk assessment and comprise: Mobile network operators;
Suppliers of mobile network operators (including telecom equipment manufacturers and other third-party suppliers, such as cloud
infrastructure providers, systems integrators, security and maintenance contractors, transmission equipment manufacturers);
Manufacturers of connected devices and related service providers; and Other stakeholders (including service and content
providers and end-users of 5G mobile networks).
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a) Regulatory powers a) Network security - baseline measures

b) Third party suppliers b) Network security - 5G specific measures
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' effectiveness of

SUPPORTING ACTIONS

Figure 6-1: Toolbox measures and supporting actions

These measures can be used to mitigate the risks identified in the EU coordinated risk assessment report.
They can be complemented by supporting actions to reinforce their effectiveness.

Strategic measures cover measures concerning increased regulatory powers for authorities to scrutinize
network procurement and deployment, specific measures to address risks related to non-technical
vulnerabilities (e.g. risk of interference by a third country or dependency risks), as well as possible
initiatives to promote a sustainable and diverse 5G supply and value chain to avoid systemic, long-term
dependency risks. Strategic measures are potentially highly effective in addressing certain 5G
cybersecurity risks identified in the EU coordinated risk assessment report.

The following eight strategic measures have been identified:

. SMO1 Strengthening the role of national authorities

. SMO02 Performing audits on operators and requiring information

. SMO03 Assessing the risk profile of suppliers and applying restrictions for suppliers considered to be
high risk - including necessary exclusions to effectively mitigate risks- for key assets

. SMO04 Controlling the use of MSPs and equipment suppliers’ third line support

o SMO5 Ensuring the diversity of suppliers for individual MNOs through appropriate multi-vendor
strategies
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. SMO06 Strengthening the resilience at national level
. SMO7 Identifying key assets and fostering a diverse and sustainable 5G ecosystem in the EU
. SMO08 Maintaining and building diversity and EU capacities in future network technologies.

Technical measures include measures to strengthen the security of 5G networks and equipment by
reinforcing the security of technologies, processes, people and physical factors. The effectiveness of the
technical measures in terms of risk mitigation will vary depending on the scope of the measures and on
the types of risks to be addressed. Technical measures alone would not allow us to address non-technical
vulnerabilities (e.g. risk of interference by a third country or dependency risks).

The following 10 technical measures have been identified:

o TMO1: Ensuring the application of baseline security requirements (secure network design and
architecture)

o TMO2: Ensuring and evaluating the implementation of security measures in existing 5G standards

o TMO3: Ensuring strict access controls

o TMO4: Increasing the security of virtualized network functions

. TMO5: Ensuring secure 5G network management, operation and monitoring

o TMO6: Reinforcing physical security

. TMO7: Reinforcing software integrity, update and patch management

. TMO8: Raising the security standards in suppliers’ processes through robust procurement conditions

o TMO09: Using EU certification for 5G network components, customer equipment and/or suppliers’
processes

o TM10: Using EU certification

In addition, a set of targeted supporting actions have the potential to enable and assist the strategic and
technical measures and thereby enhance their effectiveness:

o SAQ1: Reviewing or developing guidelines and best practices on network security
o SA02: Reinforcing testing and auditing capabilities at national and EU level
. SA03: Supporting and shaping 5G standardization

o SA04: Developing guidance on the implementation of security measures in existing 5G standards

o SAO5: Ensuring the application of standard technical and organizational security measures through
specific EU-wide certification scheme

. SA06: Exchanging best practices on the implementation of strategic measures, in particular national
frameworks for assessing the risk profile of suppliers

o SAQ7: Improving coordination in incident response and crisis management

. SA08: Conducting audits of interdependencies between 5G networks and other critical services

. SA09: Enhancing cooperation, coordination and information sharing mechanisms

. SA10: Ensuring 5G deployment projects supported with public funding take into account
cybersecurity risks
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Risk mitigation plans

For each of the nine risk areas identified in the EU coordinated risk assessment report, the toolbox
identifies and provides risk mitigation plans. They consist of possible combinations of strategic and/or
technical measures (together with the appropriate supporting actions) intended to mitigate a security risk.

The risk mitigation plans aim at providing guidance as to the most relevant/high impact mitigation
measures based on an evaluation of the expected effectiveness of individual measures listed in section
6.2.2. to mitigate a particular risk. However, it should be noted that the expected effectiveness of most
measures will depend highly on their scope and on the way, they are implemented (for instance,
strengthened regulatory powers have the potential to be highly effective, provided they have the
appropriate scope and are used effectively).

In addition, risk mitigation plans reflect the importance of combining measures in an appropriate manner
to ensure their full effectiveness and enforceability. Moreover, many of the measures, such as the
application of enhanced security obligations on MNOs, require as a necessary pre-condition that
regulatory authorities have the adequate powers to define and impose such obligations, as well as to
monitor and audit their implementation.

The estimated degree of expected effectiveness considers the original risk and the expected residual risk
after applying the measure, and using the following scale:

e \Very High: The measure is considered effective to a very high degree, meaning that it is expected to
almost completely mitigate the related risks.

e High: The measure is considered highly effective, meaning that it is expected to significantly
mitigate the related risks.

e  Medium: The measure is considered somewhat effective, meaning that it is expected to mitigate the
related risks to some extent.

e  Low: The measure is considered hardly effective, as it is expected to mitigate the related risks only
marginally.

In addition, for each measure, the table on mitigation plans (annex 1, table 2 of “Cybersecurity of 5G
networks EU Toolbox of risk mitigating measures” document) indicatively identifies other parameters and
characteristics, with a view of assisting Member States in selecting and implementing measures, namely:

e  Potential implementation factors (can be positive and/or negative):
o Resource costs
o Sector-specific economic impacts (for operators or for suppliers)
o Broader economic and/or societal impacts
e Indicative timeframes for taking the necessary steps to implement the measures, expressed using
the following scale:
o Short term: 0-2 years
o Medium term: 2-5 years
o Longterm: >5 years
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For ease of reference, a simplified visual representation of annex 1, table 2 is provided on the next page
of the annex. Note that all indications regarding the expected effectiveness, potential impact factors and
indicative timeframes given here are conditional and subject to the remarks and conditions listed in table
2 of annex 1. Please refer to annex 1 for more detailed information.

6.3 Implementation Status across EU Member States: Analysis of how different EU
countries have implemented the toolbox's recommendations.

First Report on Member States’ progress in implementing the EU Toolbox on 5G
Cybersecurity

On 24" of July 2020 the European Commission issued the first Report on Member States’ progress in
implementing the EU Toolbox on 5G Cybersecurity. This document constitutes the report on the
implementation of the Toolbox referred to in the Commission Communication "Secure 5G deployment in
the EU - Implementing the EU toolbox". Its main objective was to provide an overview of the state of play
of the ongoing Toolbox implementation process by Member States as of June 2020. It was prepared and
agreed on by the NIS Cooperation Group, with the support of the Commission and ENISA.

It analyses the progress made by Member States in implementing the measures recommended in the
conclusions of the EU Toolbox on the cybersecurity of 5G networks, which was published on 29 January
2020.

All Member States reported that concrete steps have been taken to implement the Toolbox. Most Member
States carried out a gap analysis and launched a process to review and upgrade existing security measures
and enforcement mechanisms. Many Member States have already adopted or are well advanced in the
preparation of more advanced security measures on 5G cybersecurity.

However, work was still ongoing in many Member States on defining the content and scope of the
measures and in some cases, political decisions still needed to be made in this regard. In addition, even
where measures were in progress or were planned, not all Member States have shared detailed
information about every measure, due to diverse stages in the national implementation process or for
national security reasons. Nevertheless, a number of findings are formulated in Table 6-2 taken from the
Report which is based on the analysis presented in the Commission’s report as regards the implementation
of the Toolbox and areas where specific attention was needed in the next phases of the implementation
of the Toolbox at national and/or EU level.

Table 6-2: First Report analysis of the progress made by Member States

Measure Maturity | Findings and next steps

SMo01 MEDIUM/ | A large majority of Member States are in the process of
(Strengthened powers | HIGH significantly strengthening national regulatory powers, including
for regulatory ensuring that authorities have powers to regulate the
authorities) procurement of network equipment and services by operators,
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based on security-related grounds. It is important that this
process is completed as soon as possible.

SM02 (audits and
information)

MEDIUM

While national regulatory authorities already have powers to
conduct audits, there is currently not sufficient information to
analyze whether Member States are planning to perform more
regular and detailed audits and to request more information
from operators about 5G equipment procurement and
deployment plans. Further information-sharing on this measure
would be helpful.

SMO03 (Restrictions on
suppliers based on
their risk profile)

MEDIUM

In a large majority of Member States, the implementation of
measures aimed at minimizing the exposure to high-risk
suppliers, based on clear criteria as defined in the EU
Coordinated Risk Assessment and in the Toolboxsi, is ongoing
and in many cases is well advanced. However, due to the
complexity and sensitivity of the matter, in some Member States
(one third of them approximately), there is still some uncertainty
concerning the timeframe for adoption. It is important that this
process is further advanced and completed in the coming
months.

When assessing a supplier’s risk profile, as regards the criteria
‘ability to assure supply’ identified in the EU coordinated risk
assessment, it is recommended that the assessment consider the
international trade context.

When fully implementing this measure, specific attention is
needed as regards:

- Identifying key assets that are or will be subject to restrictions
(including necessary exclusions) by looking at the network as a
whole, and applying them to core network functions as well as
to other key assets, including NFV MANO and the RAN, in order
to address risks in a timely manner, as these assets will become
critical or highly sensitive in 5G networks (in particular during the
standalone phase of 5G deployment), as identified in the EU wide
risk assessment and the Toolbox

- Imposing measures to protect also other types of key assets,
such as defined geographical areas, government or other critical
entities

- Defining implementation plans and/or transition periods for
those operators currently using equipment of high-risk suppliers
or having already entered into contracts with high-risk suppliers
before the adoption of the Toolbox (e.g. by taking into account
equipment upgrade cycles, in particular the migration from ‘non
stand-alone’ to ‘stand-alone’ 5G networks).
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SM04 (Controls on | MEDIUM | A significant number of Member States appear to have yet to
MSPs) review existing practices and adopt measures to limit the types

of activity and conditions under which MNOs can outsource
functions, as per SM04 in the Toolbox. Where this is not yet the
case, it is recommended to urgently consider measures in this
area and to include them in national implementation plans.
SM05 and SMO06 | LOW Most Member States have not yet established or communicated
(Diversification of clear plans to effectively address existing situations of
suppliers- for each dependency on high-risk suppliers and prevent future
operator and dependencies. Avoiding such dependency is closely linked to the
nationally- and implementation of SM03 and to the scope of restrictions placed

avoiding dependency
on high-risk suppliers)

on high-risk suppliers, which should consider the network (i.e.
restrictions applied to core network functions as well as to other
key assets, including NFV MANO and the radio access network).
Progress is urgently needed to mitigate this important risk, also
with a view to reducing dependencies at Union level. This should
be based on a thorough inventory of the networks’ supply chain
and implies monitoring the evolution of the situation.

Many Member States are currently experiencing challenges in
designing and imposing appropriate multi-vendor strategies for
individual MNOs or at national level, which can be a complex
process because of technical or operational difficulties (e.g. lack
of interoperability, size of the country). Further work should
therefore be done to clarify the parameters of ‘appropriate
multi-vendor strategies’ under SMO05, through further exchanges
of experiences and best practices within the NIS Work Stream
and within BEREC. On this basis, Member States should also
assess the need for additional measures to ensure national
resilience.
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SMO07 (Supply chain
resilience and EU
capacities)

LOW-
MEDIUM

The protection of strategic assets is seen as an essential
underlying condition for ensuring the cybersecurity of 5G
networks in the EU and meeting the objectives of the Toolbox.

Several Member States have recently taken steps to introduce or
reinforce existing national FDI screening mechanisms. Steps
should be taken to introduce such a mechanism without delay in
13 Member States where it is not yet in place, including in view
of the approaching application of the EU screening framework as
of October 2020. The screening mechanisms should be applied
to investment developments potentially affecting the 5G value
chain, considering the objectives of the Toolbox (SM07 and
SMO08).

Technical  measures
(strengthened security
obligations on
operators)

MEDIUM

In most Member States, there is an ongoing process of reviewing
and reinforcing network security requirements for operators and
in some Member States this process is well-advanced. However,
few details about the content of some of the measures is
available at this stage.

It is important to ensure that network security and resilience
requirements are strengthened, that they follow the latest state-
of-the-art practices and that their implementation by operators
is effectively audited and enforced. To support this process, it is
also important that the new, updated guidelines on security
measures for MNOs, including specific 5G-technology related
aspects, are developed and agreed at the latest by the end of
2020, with the help of ENISA, to implement the toolbox
supporting action SAO1.

Progress is slower when it comes to technical measures for
mandating key security requirements from 5G standards or
securing the NFV, as well as strengthening technical
requirements for suppliers (e.g. through procurement). This is, in
some cases, directly linked to the fact that 5G is by nature an
evolving technology with some uncertainties on the way it will
be implemented and deployed.

To support implementation of some of these technical measures,
it is also important that related supporting actions from the
Toolbox are addressed, including:
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the development of the new guidelines on security
measures in existing standards (as per the supporting
action SA04)

ensuring increased European engagement in relevant
standardization bodies and contributing to achieving an
appropriate level of convergence as regards technical
measures relying on standardization and certification, in
line with existing legislation, such as but not limited to
the Cybersecurity Act (as per the supporting action
SA03), including through the subgroup on
standardization and certification.

Other EU level actions

Going forward, to further support the Toolbox implementation

and pro
findings

mote convergence between national approaches on the
highlighted in this report, it is also recommended to:

Intensify efforts to exchange information among
Member States about the challenges, best practices and
solutions for implementing the Toolbox measures.
through the use of existing information sharing
mechanisms (as per the toolbox supporting action SAQ9);
in particular, this should include further exchanges
regarding the assessment of suppliers’ risk profiles as per
SA06 and as regards identifying key assets and imposing
restrictions on them, for example when the same MNO
is operating in more than one Member State

Continue monitoring and evaluating the implementation
of the Toolbox, with a view to informing the review of
the March 2019 Commission Recommendation and
identifying areas for possible measures at EU level, with
the help of the Commission and ENISA

Continue working together with the Commission to
further implement EU-level actions listed in the toolbox.
This includes actions aimed at:

o Further strengthening EU capacities in the 5G
and post-5G technologies, by using relevant EU
programs and funding (as per SM08)

o Avoiding distortions in the 5G supply market
stemming from potential dumping or subsidies

o Facilitating coordination between Member
states regarding standardization to achieve
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specific security objectives and developing
relevant EU-wide certification scheme(s) and

o Ensuring 5G projects supported with public
funding consider cybersecurity risks (as per
SA10)

6.4 Second Report on Member States’ progress in implementing the EU Toolbox on 5G
Cybersecurity

In October 2020, the European Council called on the EU and the Member States “to make full use of the
5G cybersecurity Toolbox adopted on 29 January 2020, and in particular to apply the relevant restrictions
on high-risk suppliers for key assets defined as critical and sensitive in the EU coordinated risk assessment,
based on common objective criteria” ([66]). In its Recommendation of December 2022, the Council of the
EU reiterated that “it is important that the Member States achieve the implementation of the measures
recommended in the EU Toolbox on 5G cybersecurity and in particular that the Member States enact
restrictions on high-risk suppliers, considering that a loss of time can increase vulnerability of networks in
the Union” ([67]).

This report provides a state of play of the implementation of the various EU Toolbox measures at national
and EU level, since the first Progress Report of July 2020.

A vast majority of Member States have reinforced or are in the process of reinforcing security requirements
for 5G networks based on the EU Toolbox. However, some of the key measures have not been fully
implemented yet in all Member States. Given the importance of the connectivity infrastructure for the
digital economy and dependence of many critical services on 5G networks, Member States should achieve
the implementation of the Toolbox without delay.

As regards strategic measures, the European Council highlighted the particular importance of applying the
relevant restrictions on high-risk suppliers for key assets defined as critical and sensitive in the EU
coordinated risk assessment, based on common objective criteria” ([68]). At this stage, twenty-four
Member States have adopted or are preparing legislative measures giving national authorities the powers
to perform this assessment and issue restrictions. Out of them, ten Member States have imposed such
restrictions, and three Member States are currently working on the implementation of the relevant
national legislation.

This situation creates a clear risk of persisting dependency on high-risk suppliers in the internal market
with potentially serious negative impacts on security for users and companies across the EU and the EU’s
critical infrastructure. A lack of swift actions by Member States regarding high-risk suppliers could also
affect over time the EU consumers and companies’ trust in the internal market and increase the risk of
spill-over in case of cyber-attacks, especially where MNOs provide cross-border services and in case it
affects critical 5G use cases or other sectors dependent on telecoms.
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It is also essential that national authorities continue their efforts to fully implement the EU Toolbox
measures as soon as possible to protect the EU’s essential security interests, reduce critical dependencies
and support the objectives of the economic de-risking strategy announced by the Commission ([69]).

As regards the implementation of strategic measures related to high-risk suppliers, Member States should:

o Ensure they have comprehensive and detailed information from MNOs about the 5G equipment
currently deployed and about their plans for deploying or sourcing new equipment.

. In assessing the risk profile of suppliers, Member States should consider the objective criteria
recommended in the EU Toolbox. In this context, it is evident that 5G suppliers exhibit clear
differences in their characteristics, as regards their likelihood of being influenced by specific third
countries which have security laws and corporate governance that are a potential risk for the
security of the Union. Furthermore, designations made by other Member States concerning high-
risk suppliers should be considered, with a view to promoting consistency and a high level of security
across the Union.

o Based on the assessment of suppliers, Member States should impose restrictions on high-risk
suppliers without delay, i.e. considering that a loss of time can increase vulnerability of networks in
the Union and the Union’s dependency on high-risk suppliers, especially for Member States with a
high presence of potential high-risk suppliers.

o To effectively mitigate risks, Member States should ensure that the restrictions cover critical and
highly sensitive assets identified in the EU Coordinated risk assessment, including RAN.

. For types of equipment covered by the restrictions, operators should not be allowed to install new
equipment. If transition periods are allowed for the removal of existing equipment, they shall be
defined to ensure the removal of equipment in place within the shortest possible timeframe,
considering the security risk of keeping equipment from high-risk suppliers in place, and should not
be applied to allow the continued deployment of new equipment from high-risk suppliers.

As regards other strategic measures, it is recommended to:

. Implement restrictions for MSPs, and in case functions are outsourced to MSPs, impose enhanced
security provisions around the access that MSPs are given.

o Further discuss the applicability of SM05 and SMO06, and how to best ensure that any potential
diversification does not result in new or increased security risks but contributes to security and
resilience.

As for the technical measures, Member States have all reported taking steps to reinforce technical
requirements. The focus now should be on enforcing these measures and ensuring a strong level of
supervision. Particular attention should be given to TMO01 (Ensuring the application of baseline security
requirements) which provides a minimum set of security requirements to be fulfilled by telecom networks
and services ([70]), TMO08 (Raising security standards in suppliers’ processes through robust procurement
conditions) and the incident management aspects of TM05 (Ensuring secure 5G network management,
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operation and monitoring)*. Member States are also recommended to make use of ENISA’s 5G Security
Controls Matrix as a tool to support the implementation of the technical measures.

Further reinforcement of requirements and supervision of telecom operators will also take place in the
framework of the implementation of the NIS 2 Directive. In addition, further reinforcement of security
measures is also foreseen in the proposed Cyber Resilience Act (CRA)58, which would require
manufacturers of connectable software and hardware products intended for the EU market to ensure that
such products are developed in line with security-by-default and security-by-design principles and that
their security is maintained throughout their lifecycle.

To further harmonize technical aspects of the EU Toolbox, additional actions are taken through the
development of a candidate certification scheme for 5G, and activities related to standardization. In
relation to this, Member States should coordinate to ensure sufficient European engagement in relevant
standardization bodies and contribute to achieving an appropriate level of convergence as regards
technical measures relying on standardization and certification.

Given the importance to enhance the effectiveness and consistency of the implementation by Member
States of the EU Toolbox measures, in case of lack of action by Member States, the Commission will look
at further actions to enhance the resilience of the internal market, including exploring possible legislative
avenues in consultation with the NIS Cooperation Group, without prejudice to existing legislation that has
already implemented restrictions in line with and/or based on the EU Toolbox and while respecting
Member States’ competence for national security. In this context, the results of the ongoing risk
assessment of the cybersecurity of communications infrastructures and networks will also be considered

([71)).

4 NOCs/SOCs “should provide clear visibility and implement effective network monitoring of at least all the critical
components and sensitive part of 5G networks, to detect anomalies and to identify and avoid threats, such as, for
example, threats to the core network coming from compromised user devices and loT).”
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7 Future Directions and Beyond 5G

7.1 Emerging Trends and Technologies

5G has emerged as a key-changing technology, completely transforming connectivity and facilitating a
plethora of innovative services. To push the boundaries of 5G even further, 3GPP has introduced a new
phase called 5G-Advanced, which encompasses all the previous versions. This evolution introduces fresh
enhancements and capabilities to propel 5G networks to new heights. The advancement of 5G and 5G-
Advanced is the result of collaborative efforts and standardization within 3GPP ([72]). A wide array of
stakeholders, including network operators, equipment manufacturers, technology providers, and industry
partners across various sectors, have collaborated to develop a unified standard that is accepted globally.

5G-Advanced uses four technologies. Metaverse, XR, RedCap, Integrated Sensing and Communication
(ISAC), and Ambient Internet of Things (loT).

The metaverse embodies ([73]) a fluid and progressive notion within the domain of digital technology,
characterized by its ability to defy rigid definitions. It encapsulates a partially or entirely immersive digital
networked environment that seamlessly connects individuals, locations, objects, and data in real-time,
transcending the limitations of the physical realm. At its essence, the metaverse harbors immense
potential to enhance human interactions, influencing various domains such as social dynamics, healthcare,
education, gaming, and spawning novel business opportunities through virtual economies and currencies.
The metaverse emerges as a societal phenomenon, emphasizing deeply immersive social engagements
where avatars interact on a human level, enabling eye contact, interpreting body language, and even
mimicking physical gestures ([74]). Its digital narrative can predominantly unfold within VR platforms like
Fortnite, or it can seamlessly integrate with the physical world, leveraging AR and mixed reality (MR)
technologies to overlay digital content. Indeed, from a 3GPP perspective, the concept of the "mobile
metaverse" delineates the user experience facilitated by the 5G (and beyond) infrastructure, enabling
interactive and immersive XR media, inclusive of haptic elements.

The specification work on NR RedCap ([75]) is driven by various use cases, including wearables (such as
smart watches, wearable medical devices, AR/VR goggles), industrial wireless sensors, and video
surveillance. These use cases entail certain general requirements for the system, such as streamlined
device complexity, compact design, and compatibility with both FR1 and FR2 frequency ranges. The
planned enhancements for RedCap devices aim to bolster support for the aforementioned use cases and
expand into a broader array of applications, such as smart grid integration. Additionally, 5G-Advanced will
introduce positioning capabilities to RedCap. The new RedCap device is envisioned to occupy a lower tier,
offering functionalities positioned between those of a Low Power Wide Area (LPWA) device (eMTC and
NB-loT) and the old RedCap device. Finally, the focus of further complexity reduction for NR RedCap
encompasses several objectives:

o Achieving a maximum supported data rate of 10 Mbps.
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. Decreasing UE bandwidth to 5MHz in Frequency Range 1 (FR1), thereby lowering the peak data rate
to 10 Mbps in FR1.

o Relaxing the UE processing timeline.

. Implementing the reuse of Release 15 Synchronization Signal Blocks (SSB) and minimizing
alterations to the physical layer (L1).

o Considering RedCap operation within Bandwidth Part (BWP) configurations, with and without SSB,
as well as with and without RF retuning. It's important to note that while the focus is on FR1, certain
solutions may also be applicable to FR2.

Joint Communication and Sensing (JCAS) entails integrating communication and sensing functionalities
within the same system or network. The fusion of sensing and communication in JCAS can occur at various
levels, ranging from loosely coupled to fully integrated, incorporating shared spectrum, hardware, signal
processing modules, and network protocol stacks, and potentially utilizing the same waveform for both
purposes ([76]). Through this integrated approach, sensing capabilities can be introduced as a
supplementary service at minimal additional cost, leveraging existing equipment and spectrum allocated
for communication purposes. In essence, JCAS expands the capabilities of cellular networks from mere
communication ("listen and talk") to incorporating sensing ("see and feel"). At the device level, JCAS-
enabled devices can perceive their surroundings and exchange sensing data over communication links. At
the network level, existing base stations deployed for traditional cellular services can be repurposed for
wide-area seamless RF sensing. Furthermore, by integrating Al, communication, positioning, and sensing
functionalities, cellular networks can intelligently merge the physical and digital worlds, offering a range
of new services for both consumers and industrial clients.

Ambient loT signifies a novel device classification that solely depends on harvested environmental energy,
guaranteeing both cost efficiency and simplicity. These devices are deliberately crafted to operate without
requiring battery replacements, thus reducing the maintenance workload. Ambient loT stands as the most
budget-friendly, uncomplicated, and power-efficient tier of devices. Its affordability facilitates the
connection of numerous objects and items to networks, allowing for a multitude of applications, including:

o Inventory Management: Ideal for use in warehouses and supply chains.

o Sensors for Smart Agriculture and Cities: Perfect for monitoring and data collection in agriculture
and urban environments.

o Object Tracking: Useful for tracking deliveries, managing electronic shelf labels, and locating lost
items.

. Remote Command and Control: Empowering actuators and similar applications.

For in-depth exploration of use cases, you can refer to 3GPP specification ([77]). Ambient loT devices can
be categorized into three types based on energy storage and signal transmission methods:

. Passive Devices: Lack energy storage and rely on backscattering techniques for communication.

o Semi-Passive Devices: Feature energy storage and use backscattering for communication.

. Active Devices: Possess energy storage and actively generate signals, typically with a power
amplifier.
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The two pivotal technologies driving Ambient loT include energy harvesting and storage techniques, as
well as backscattering techniques.

7.2 Security Considerations for 6G

The novelty and complexity of 6G networks, and their pervasiveness across all aspects of life, bring new
problems of security and resilience. Adversaries become more powerful, intelligent and capable of
creating new forms of security threats, even using Al techniques. To address these security threats, the
level of trustworthiness, resilience, dependability and security in 6G networks must be significantly higher
than current state-of-the-art in today’s data networks, which necessitates contributions in many different
areas. The basics keys to do that are the below:

Physical Layer Security

Physical Layer Security (PLS) ([78],[79]) harnesses the physical characteristics of wireless channels to
establish security, employing methods such as spread spectrum, frequency hopping, and directional
antennas. It also emerges as a promising security technology for 6G due to its immunity to traditional
cryptography vulnerabilities. Leveraging the physical attributes of wireless channels, PLS renders
eavesdropping or interference by attackers exceedingly challenging.

Quantum Cryptography

Quantum cryptography ([80]) utilizes the principles of quantum mechanics to forge unbreakable
encryption, offering a promising avenue for 6G security by evading vulnerabilities present in traditional
cryptography. In addition, it stands out as a highly promising security solution for 6G networks, leveraging
the distinct principles of quantum mechanics, which starkly contrast classical physics. This inherent
distinction makes quantum cryptography resilient against attacks, even from formidable adversaries.

Zero Trust Security

Zero Trust Security ([81],[82]) operates under the assumption that no user or device is inherently
trustworthy, necessitating comprehensive traffic inspection regardless of origin or destination. Zero Trust
architecture provides a collection of concepts and ideas designed to minimize uncertainty in enforcing
accurate, least privilege per-request access decisions in information systems and services in the face of a
network viewed as compromised. It emphasizes continuous authentication, authorization, and validation,
alongside granular access control and continuous monitoring. It presents a robust security paradigm that
operates under the assumption that no user or device holds inherent trustworthiness. Consequently, all
network traffic undergoes scrutiny, regardless of its origin or destination, offering potent defense
mechanisms against attacks on 6G networks.

Artificial Intelligence and Machine Learning

Al and ML technologies ([83],[84]) are poised to bolster 6G network security by swiftly identifying and
mitigating intrusions, discerning malicious traffic patterns, and predicting potential attacks. They offer
multifaceted avenues to bolster the security of 6G networks. These technologies can adeptly identify and
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mitigate intrusions, discern malicious traffic patterns, and forecast potential threats. While still evolving,
Al and ML hold considerable promise in revolutionizing the security landscape of 6G networks.

Enhanced Authentication and Authorization

6G is poised to introduce advanced authentication and authorization mechanisms ([85],[86]) such as multi-
factor authentication, biometric verification, and fortified identity and access management protocols to
fortify network security.

Secure Network Slicing

Secure network slicing ([87],[88]) in 6G aims to create customized virtual networks for distinct services or
user groups, ensuring isolation and security between slices to safeguard resources and communication
from potential threats.

Quantum Key Distribution

Quantum Key Distribution (QKD) ([89]), a cryptographic protocol rooted in quantum mechanics,
establishes secure keys between communicating parties, offering protection against eavesdropping and
interception in 6G communication channels.

7.3 Long-term Strategic Outlook

In 5G, 6G networks and beyond (XG) some security issues have remained unsolved. Some challenges can
be addressed according to which use case is involved through ML and blockchain. In the next sections,
some open challenges about the security of mobile networks beyond 5G are summarized.

Softwarization Security

Transitioning network functions from hardware to software is a pivotal trend in future wireless networks.
Virtualization adds another layer of abstraction by facilitating the deployment of network functions as
software components, exemplified by the concept of VNFs. The convergence of these two concepts not
only enhances cost and performance efficiency but also augments the end-to-end reliability of future
networks. By implementing security functions in software, they can be dynamically deployed across
network perimeters as needed, presenting numerous opportunities for strengthening network security
([90]). For instance, software-based Intrusion Detection/Prevention Systems (ID/P-S) leverage traffic
monitoring to detect and thwart intrusions, offering runtime updates and flexible deployment across
network segments. Similarly, conventional access control mechanisms, such as firewalls, face challenges
regarding trust assumptions and complex configurations. Technologies like SDN ([91]) address these issues
by centralizing network control, enabling programmability, and facilitating the deployment of security
applications, thereby enhancing network security and manageability.

Security Automation

Machine automation plays a crucial role in various aspects of network management, including information
acquisition, analysis, decision-making, and action implementation, ensuring accuracy and reliability. With
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the growing complexity of next-generation networks, characterized by diverse networks, devices,
applications, and services, automation becomes imperative. Leveraging Al, automation is already
prevalent in areas like autonomous vehicles, and it's increasingly essential for tasks such as security
parameter adjustments, intrusion detection, prevention, and enforcement of security policies like access
control and authorization ([92]). Human-machine interaction often contributes to network downtime and
security vulnerabilities due to errors in manual configurations of security technologies like firewalls and
IPSec. Security automation, therefore, becomes indispensable, especially with the rise of complex loT
systems and networks, where manual intervention for security policy setups and updates is challenging.
While efforts for security automation are limited, technologies like SDN and Al offer promising avenues for
automating network management tasks and preemptively addressing security threats. Self-healing
solutions, for instance, enable networks to autonomously resolve outages, reducing reliance on human
intervention. However, security automation may raise concerns regarding social acceptance, necessitating
further discussion ([93]).

Blockchain: A New Security Perspective

Blockchain is hailed as a revolutionary technology with far-reaching implications for future Internet and
communication systems. Initially associated with cryptocurrencies and finance, its decentralized and
distributed nature has found applications in diverse sectors such as banking, healthcare, supply chain
management, and loT. By securely sharing critical data among stakeholders through a distributed ledger,
blockchain enhances the security of communication systems, paving the way for safer exchanges.
Integration with Al holds promise for enabling critical applications ([94]). In healthcare, blockchain ensures
secure sharing of sensitive patient data, improving service quality and patient control over their
information. Similarly, in loT, where security and privacy are paramount concerns, blockchain offers
decentralized security mechanisms, overcoming the limitations of traditional centralized approaches. As
future XG technologies advance, they will provide a robust foundation for integrating blockchain,
bolstering security and privacy mechanisms for low-power loT devices ([95]).

Privacy

XG networks are poised to facilitate critical applications across various domains such as smart healthcare,
industrial automation, transportation (including Vehicle-to-Vehicle communication), and mloT. With the
proliferation of digital services enabled by XG networks, there arises a significant concern for privacy and
security due to the vast amount of generated data. The concept of gadget-free smart environments, where
users access digital services without handheld gadgets, introduces new privacy risks, including data
leakage and identity exposure. Stakeholders must ensure robust privacy protection measures throughout
user interactions and data storage processes. Furthermore, the integration of xG technology in smart cities
will necessitate addressing privacy challenges stemming from the pervasive nature of services and
interconnectedness among stakeholders. Various privacy requirements, such as location privacy and
privacy of behavior, must be addressed to safeguard users in smart city environments. Al-based privacy
mechanisms tailored to specific contexts will be crucial for ensuring intelligent and effective privacy
solutions in these dynamic environments ([96], [97]).
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8 Conclusions

Securing 5G and future telecommunications networks requires a multifaceted approach, integrating
advanced technical solutions with comprehensive regulatory frameworks and international collaboration.
The document underscores the importance of a proactive stance in addressing security challenges,
emphasizing the need for ongoing vigilance, innovation, and cooperation among all stakeholders in the
telecommunications ecosystem.

The key findings include:

e Transition to 5G and Beyond: The move towards 5G represents a paradigm shift in
telecommunications, introducing a slew of innovations such as network slicing, enhanced mobile
broadband, and ultra-reliable low-latency communications. However, this transition also amplifies
existing security challenges and introduces new vulnerabilities, necessitating a reevaluation of
security postures and strategies.

e Inherent Security Challenges: The integration of IoT devices, the blurring lines between IT and
telecom infrastructures, and the adoption of SDN and NFV technologies present significant security
concerns. These range from increased attack surfaces and potential for unauthorized access to
challenges in ensuring data integrity and privacy.

e  Regulatory and Policy Frameworks: Efforts by international bodies and standardization entities
underscore the importance of a unified approach to securing 5G networks. Regulatory frameworks
and policies play a pivotal role in establishing a secure and resilient telecommunications ecosystem.

The main recommendations are:

e Strengthening Technical Defenses: Continuous investment in research and development is essential
to address the evolving threat landscape. This includes developing robust encryption methods,
enhancing authentication mechanisms, and implementing advanced threat detection and response
systems.

e  Enhancing Collaboration: Fostering collaboration among stakeholders—including telecom operators,
equipment manufacturers, regulatory bodies, and academia—is crucial for sharing threat
intelligence, best practices, and technological innovations. This collaborative approach will ensure a
collective defense against cyber threats.

e  Adhering to Standards and Best Practices: Telecom operators and service providers must adhere to
international standards and best practices for network security. Regular audits, compliance checks,
and certification processes should be institutionalized to ensure adherence to security protocols.

e  Future-Proofing Networks: As the telecommunications landscape evolves towards 6G and beyond, it
is imperative to future-proof networks by anticipating emerging threats and vulnerabilities. This
includes preparing for quantum-resistant cryptography, leveraging Al for security, and exploring novel
network architectures that inherently enhance security.
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ANNEX B Elaboration on main vulnerabilities and security issues that
exist in a 5G network

8.1 Introduction

In this annex document, we will detail the main vulnerabilities and security issues that exist in a 5G
network. We will base our research on the ENISA (European Union Agency for Cybersecurity) threat
landscape report® that details the main 5G features and vulnerabilities that exist. We will then present
some attacks that exists in the 5G core architecture.

8.2 Vulnerabilities

In this section we will present a set of vulnerabilities for each component of the 5G architecture.

Vulnerabilities of the Core Network

In the security considerations of the core network, we have identified the following areas of vulnerabilities:

Service-based architecture: weaknesses are related with the protection of open-source APls, with
their integrity, authentication and protection for the data (in transit and stored).

Security update gap between new security requirements and deployment of updated versions of
network functions in operational systems. Two major factors are relevant for this gap:

¢ Vendors responsiveness in issuing and validating new versions of the network functions that address
the updated requirements

e Timeliness and effectiveness of MNO processes to update (e.g. UDM, AUSF, SEPP, NRF, NEF, SMF,
AMF and UPF).

IP Based Protocol stack: the use of widely used IP protocols will lead to a shorted vulnerability
exposure time and high impact of vulnerability disclosure.

Besides these areas of vulnerability, virtualization vulnerabilities are also applicable, as well as generic
vulnerabilities related to soft- and hardware maintenance and hardening. The table below provides a more
exhaustive view on vulnerabilities of core network components.



Table 3 5G Core Vulnerabilities

Vulnerability

Description

Vulnerabilities in
implementation
of AMF security
functionalities

Relevant vulnerabilities in AMF implementation include:

* Incorrect implementation of authentication and key agreement
procedure.

¢ Incorrect implementation of security mode command
procedure.

¢ Incorrect implementation of mechanisms for intra-RAT mobility.

¢ Incorrect implementation of procedure for 5GGUTI allocation.

* Incorrect implementation of invalid or unacceptable UE security
capabilities handling

Vulnerabilities in
implementation
of UPF security
functionalities

Relevant vulnerabilities in UPF implementation include:
* Incorrect user plane data protection.
¢ Incorrect implementation of signaling data protection.
¢ Failure to assign unique TEID for a session.

Vulnerabilities in
implementation
of UDM security
functionalities

Relevant vulnerabilities in UDM implementation include:
* Incorrect implementation of synchronization failure handling.
¢ Incorrect implementation of protection SUCI de-concealment
(decrypting SUCI to reveal SUPI).
¢ Incorrect implementation of authentication status handling by
UbDM.

Vulnerabilities in
implementation
of SMF security
functionalities

Relevant vulnerabilities in SMF implementation include:
¢ Implementation of user plane security policy handling.
¢ Incorrect implementation of user plane security policy checking.
¢ Incorrect implementation of unique Charging ID assignment.




Vulnerabilities in
implementation
of SEPP security
functionalities

Relevant vulnerabilities in SEPP implementation include:

¢ Incorrect implementation of e2e core network interconnection
security.

* Incorrect implementation of cryptographic material handling.

¢ Handling of cryptographic material beyond connection-specific
scope

¢ Incorrect implementation of protection policies mismatch
handling.

Vulnerabilities in
implementation
of NEF security
functionalities

Relevant vulnerabilities in NEF implementation include:
¢ No authentication on application function.
¢ Authorization on northbound APIs.

Vulnerabilities in
implementation
of NRF security
functionalities

Relevant vulnerabilities in NRF implementation include: No slice
specific authorization for NF discovery

SBA/SBI
vulnerabilities
of 5G
components

Core

Service-Based-Interfaces of network functions should provide
adequate protection of access and of data in transit. Relevant
vulnerabilities include:
¢ Disclosure of confidential system internal data to users and
administrators.
¢ Improper protection of data and information in storage.
* Improper protection of data and information in transfer.

 Failure to log access to personal data




Improper

protection of
availability and
integrity of 5G

Core components

Adequate security controls are needed for upholding availability and
integrity of 5G Core functions. Relevant vulnerabilities include:
¢ Improper handling of overload situations.
¢ Unrestricted boot memory devices.
¢ Weaknesses in processing unexpected input.
e Lack of / improper mechanisms for Network Product software
package integrity validation

Vulnerable
mechanisms  for

authentication and

System functions should not be wused without appropriate
authentication and authorization and authorization checks. Relevant

vulnerabilities include:

authorization  of e Improper authentication policy.
5G « Insecure / insufficient authentication attributes.
Core  Insecure password policy.
components * Insecure authentication mechanisms to management /
maintenance interfaces.
 Failure to block consecutive failed login attempts. Insecure
authorization and access control mechanisms.
Improper session | Systems should provide adequate mechanisms for user session
protection protection.

mechanisms of 5G
Core components

Relevant vulnerabilities include:
¢ Lack of logout function.
¢ Lack of inactivity timeout mechanisms.

Insufficient
or improper
monitoring

mechanisms  of
5G

components

Core

Adequate mechanisms for collection and processing of security events
should be in place. Relevant vulnerabilities include:

« Insufficient / inadequate logging of security events.

¢ Logs not transferred to centralized storage.

e Improper protection of security event log files




Vulnerabilities
in Web Servers
supporting 5G
Core
components

Failure to encrypt communication between Web client and Web
server.

Failure to log webserver activity.

Improper HTTP User sessions protection.

Improper validation of HTTP input.

Vulnerabilities of
network devices
running 5G Core

The components of 5G Core may be implemented on dedicated

network devices, which must be adequately protected. Relevant

vulnerabilities include:

components e Improper mechanisms for data and information protection.

» Improper mechanisms for protecting availability and integrity.
Improper All 5G components, including the network functions in service-based
hardening of 5G | architecture, should be hardened to reduce their respective surface of
Core vulnerability. Relevant vulnerabilities include:
components e Unnecessary or insecure services / protocols. ® Unrestricted

reachability of services.

Presence of unused software / functions / components.
Unrestricted remote login for privileged users.
Excessive file-system authorization privileges.
Vulnerable OS configuration.

Vulnerable Web server configuration.

Improper separation of traffic.

Improper hardening of 5G Core components.




Virtualization
vulnerabilities

Vulnerabilities in the virtualization layer may lead to risks such as
unauthorized access to functions and data Virtualization vulnerabilities

of relevant include:
core * Vulnerabilities in virtualization of OS layer.
components ¢ Container vulnerabilities.
e Vulnerabilities in function virtualization.
Physical and | Improper physical security of 5G Core Components infrastructure may

environmental
vulnerabilities

impact the overall security and performance of the system. Relevant
vulnerabilities include:

of relevant » Improper physical security of Data-Centers / Telecommunication
core equipment room.
components * Improper isolation of physical secure perimeter between
tenants.

e Improper environmental protection control

 Inadequate / defective security devices.
Improper Adequate security controls are needed for protecting sensitive data
protection stored, processed and transferred by 5G Core functions. Relevant
of Data and | vulnerabilities include:
Information  of ¢ Disclosure of confidential system internal data to users and
5G administrators.
Core ¢ Improper protection of data and information in storage.
components * Improper protection of data and information in transfer.

 Failure to log access to personal data




Vulnerabilities Operating systems supporting 5G Core components should provide a
in Operating | safe and stable environment for 5G Functions. Relevant vulnerabilities
Systems include:

supporting  5G » Improper / insufficient mechanisms to protect availability and
Core integrity.

components ¢ Improper authentication and authorization mechanisms.

Vulnerabilities for Network Slicing

In the security considerations of network slicing, we have identified the following areas of
vulnerabilities:

Security-as-a-Service: While slices provide inherent security through segmentation,
slices can be used to provide additional security protection and security services specific to the
use case and customer requirements. The implementation of slice security for use cases would
rest ultimately with the Mobile Network Operator (MNO) to include such services in the offer,
depending on its service strategy, market context, and in relation to vertical use-cases. This
might be the source of vulnerabilities, to be checked for each implementation.

Resource isolation: While network slicing offers the ability of isolation to be used in
various scenarios, the proper isolation technique must be suited to the use case at hand.
Security requirements of the particular use case will be an important element of consideration
for the selection of proper isolation mechanisms.

Secure Management and Orchestration: The architecture of the network slice MANO
is challenging from a business model perspective. This high complexity and flexibility, which
bring in higher security risks. Due to not finalized 3GPP specifications of authorization of service
management requests, implementation weaknesses may arise.

Trust Model: The building of trust to MNO capabilities for the various 5G operation
models must be based on the specified APIs. It needs to be assessed if these APls are sufficient
for all three defined operation models and how implementation will use them, to avoid
vulnerabilities in the management functions. Besides these areas of vulnerability, virtualization
vulnerabilities are also applicable, as well as generic vulnerabilities related to soft- and
hardware maintenance and hardening. The following table provides a more exhaustive view on
vulnerabilities of network slicing components.



Vulnerability

Table 4 Network Slicing Vulnerabilities

Description

Vulnerabilities in
implementation
of NS
functionalities

security

Vulnerabilities in network segment negotiation procedures need to be
secured in a standardized way to prevent malicious attacks, e.g. man-
in-the-middle (MitM) attacks that could modify and downgrade slice
capabilities.

Based
Vulnerabilities in

Service

Network Slicing

Network Slicing Management interface should be secured so that only
authorized parties can create, alter, and delete network slice instances.
If a malicious party gained access to an insecure management

Management interface, or if it could replay or modify a valid message, then it would
be able to spoof a genuine network manager to compromise slice
security.

Improper Adequate security controls are needed to protect sensitive data stored,

protection processed and transferred by NSI. Relevant vulnerabilities include:

of Data and e Improper protection of Network Slice Instance supervision /

Information reporting data.

e Lack of / ineffective tamper-proofing of Network Slice Subnet
Template (NSST).
Vulnerable System functions should not be wused without appropriate

mechanisms for
authentication and
authorization in
Network Slicing
Management

authentication and authorization and authorization checks. Relevant
vulnerabilities include:

» Improper slice-specific authentication mechanisms.

 Lack of protection of NSSAI and home control.

¢ Lack of protection of the User ID and credentials.




Improper All 5G components, including the network functions in service-based
hardening of architecture, should be hardened to reduce their respective surface of
network vulnerability. Relevant vulnerabilities include:
slicing e Unnecessary or insecure services / protocols.
components » Unrestricted reachability of services.
e Presence of unused software / functions / components.
e Unrestricted remote login for privileged users.
» Excessive file-system authorization privileges.
» Vulnerable OS configuration.
* Vulnerable Web server configuration
Virtualization
vulnerabilities
of relevant * Vulnerabilities in virtualization of OS layer.
network e Container vulnerabilities.
slicing » Vulnerabilities in function virtualization.
components
Insufficient Improper physical security of 5G Core Components infrastructure may
or improper impact the overall security and performance of the system. Relevant
monitoring vulnerabilities include:
mechanism of e Improper physical security of Data-Centers / Telecommunication
Network Slice equipment room.
Instance (NSI) e Improper isolation of physical secure perimeter between
tenants.
» Improper environmental protection controls.
» Improper environmental protection controls.

Vulnerabilities for Radio Access Network

In the security considerations of radio access network, we have identified the following areas

of vulnerabilities:

Security of Ultra-Reliable Low-Latency Communication (URLLC): weaknesses in the

implementation of QoS may impact low-latency requirements. Optimization issues of control

and user plane will affect reliability and low latency of communications.




Vulnerability to Radio Jamming Attacks: an inherent weakness of wireless cellular
communications is the free frequency space that allows for intentional or unintentional
interferences. They can impact the access of legitimate users and cause resilience issues in
parts of the network.

Failure to meet General Security Assurance Requirements: a set of weaknesses will
arise through the update requirements of various elements of RAN due to implementation of
migration steps and the ability of early-deployed systems to comply with specification updates
regarding security functions.

Optional nature of security controls for F1 interface: the optionality of security
controls for this protocol may lead to security weaknesses in its implementation.

Besides these areas of vulnerability, virtualization vulnerabilities are also applicable, as well as
generic vulnerabilities related to soft- and hardware maintenance and hardening. The table
below provides a more exhaustive view on vulnerabilities of remote access network

components.
Table 5 Radio Access Network Vulnerabilities
Vulnerability Description
Improper All 5G components should be hardened to reduce their respective

hardening of gNB | surface vulnerability. Relevant vulnerabilities include:
components e Unnecessary or insecure services / protocols.

e Unrestricted reachability of services.

e Presence of unused software / functions / components.
¢ Unrestricted remote login for privileged users.

e Excessive file-system authorization privileges.

e Vulnerable configuration of 0.S. / Web server.

e Improper separation of traffic.




Virtualization
vulnerabilities
of relevant gNB

Vulnerabilities in the virtualization layer may lead to risks such as

unauthorized access to functions and data. Virtualization

vulnerabilities include:

components ¢ Vulnerabilities in virtualization of OS layer.
e Container vulnerabilities.
e Vulnerabilities in function virtualization.
Physical and | Improper physical security of gNB Components infrastructure may

environmental
vulnerabilities

of relevant gNB
components

impact the overall security and performance of the system. Relevant
vulnerabilities may include:
e Improper physical security of telecommunications equipment
rooms and equipment sited in partners’ or users’ premises.
e Improper physical security of physically isolated operation
areas.
* Inadequate / defective security devices.

Vulnerability to
Radio Jamming
Attacks

Like any wireless cellular networks, 5G networks are prone to radio
interference. This inherent weakness can be used by adversary nodes
to cause intentional interference and hinder legitimate user’s
communication over specific wireless channels. Jamming attacks are a

special concern for mission critical applications.




Incorrect
implementation

Relevant vulnerabilities in gNB implementation include:
e Improper Ciphering and integrity checks of RRC signaling.

of gNB * Failure to ensure control plane data confidentiality protection
security over N2/Xn interface.
functions ¢ Improper ciphering of User data between UE and gNB.
¢ Integrity protection and verification of user data.
e Missing or improper replay protection mechanisms.
e Lack of /improper mechanisms for prevention of bidding down
at Xn-handover.
¢ Improper Prevention of Key Reuse.
* Improper mechanisms to enforce security policy.
Improper Adequate security controls are needed for protecting sensitive data
protection stored, processed and transferred by gNB components. Relevant

of Data and
Information  of
gNB Components

vulnerabilities include:
 Inadvertent disclosure of confidential system internal data.
e Improper protection of data and information in storage.
e Protection of data and information in transfer




Improper
protection of
availability and
integrity of gNB

functionality

Adequate security controls are needed for upholding availability and
integrity of gNB functions. Relevant vulnerabilities include:
¢ Improper handling of overload situations.
¢ Unrestricted boot memory devices.
¢ Weaknesses in processing unexpected input.
e Lack of / improper mechanisms for software package integrity
validation.

Improper session
protection

mechanisms  of
gNB components

Management interfaces and systems should provide adequate
mechanisms for user session protection. Relevant vulnerabilities
include:

¢ Lack of logout function.

e Lack of inactivity timeout mechanisms.

Insufficient
or improper
monitoring
mechanisms  of
gNB components

Adequate mechanisms for collection and processing of security events
should be in place. Relevant vulnerabilities include:

« Insufficient / inadequate logging of security events.

» Logs not transferred to centralized storage.

* Improper protection of security event log files

Vulnerabilities
in Operating
Systems
supporting

gNB
components

Operating systems supporting gNB Components should provide a safe
and stable environment for 5G Functions. Relevant vulnerabilities
include:
e Improper / insufficient mechanisms to protect availability and
integrity.
¢ Improper authentication and authorization mechanisms.




Vulnerabilities
in Web Servers
supporting gNB
components

Web servers serving functional and management services should
provide adequate protection. Relevant vulnerabilities include:

¢ Lack of or improper encryption of communication.

* Failure to log webserver activity.

e Improper HTTP User sessions protection.

¢ Improper validation of HTTP input.

Vulnerabilities of
network devices
running gNB
components

The components of gNB may be implemented on dedicated network
devices, which must be adequately protected. Relevant vulnerabilities
include:

e Improper mechanisms for data and information protection.

* Improper mechanisms for protecting availability and integrity.

Vulnerabilities of the Network Function Virtualization (MANO)

In the security considerations of NFV - MANO, we have identified the following areas of vulnerabilities:

Management Interfaces / APIs: when developing management interfaces for the

virtual functions, incomplete implementation of NVF security functions may lead to

weaknesses related to access, storage and interception of network management data.

Localization of functions: while physical functions of previous mobile networks have

not allowed for mobility of functions, the introduced virtualization may lead to moving

virtualized functions outside their original location, notably outside the perimeter of protecting

measures/policies.

Besides these areas of vulnerability, virtualization vulnerabilities are also applicable, as well

as generic vulnerabilities related to soft- and hardware maintenance and hardening. The
following table provides a more exhaustive view on vulnerabilities of network function

virtualization / MANO components.




Vulnerability

Table 6 NF Vulnerabilities

Description

Based
Vulnerabilities of

Service

NFV components

Service-Based-Interfaces of network functions should provide
adequate protection of access and of data in transit. Relevant
vulnerabilities include:

e Improper transport layer protection for data transferred over
internal interfaces to MANO. Vulnerable authorization
mechanisms on authorization server / resource server.

¢ Improper message and session integrity checks on

internal interfaces.
» Vulnerabilities in legacy PNF.
e Improper verification of identity and location of transmitting

party on internal interfaces.

Improper

protection
of Data
Information  of

and

NFV components

Adequate security controls are needed for protecting sensitive data
stored, processed and transferred by NFV. Relevant vulnerabilities
include:
 |nability to provide proof of integrity of the data stores used for
VM images.
¢ Lack of encryption of control plane data. Improper protection of
data and information in storage.
e Improper protection of data and information in transfer.




Improper
hardening

of

NFV components

All NFV components should be hardened to reduce their respective
surface of vulnerability. Hardening requirements must ensure that all
the default configurations (including operating system software,
firmware and applications) are appropriately set. Relevant
vulnerabilities include:
e Unnecessary or insecure services / protocols.
e Unrestricted reachability of services.
e Presence of unused software / functions / components.
e Unrestricted remote login for privileged users.
» Excessive file-system authorization privileges. Improper
separation of traffic.
* Improper patch management process.
» Misconfiguration:
¢ No mechanism to enforce geo-restrictions.
* Vulnerabilities of NTP (VNF clock).
e Improper hardening of MANO interfaces utilizing Service-Based
Interfaces (SBI).

Virtualization
platform
vulnerabilities
for VNF

¢ Vulnerabilities in the virtualization layer may lead to risks such
as unauthorized access to functions and data Virtualization
vulnerabilities include:

* |Inadequate access privileges in virtualized environments.

e Improper key  management system for encrypted
virtual components.

¢ Lack of mechanisms for ensuring a Hardware Based Root of
Trust (HBRT).

¢ Vulnerabilities in cloud technology used for NFV
implementation.

¢ Hypervisor vulnerabilities conduct to cross contamination of
shared resources.




Physical and

security of
environmental

vulnerabilities

Improper physical security of NFVI may impact the overall security and
performance of the system. Relevant vulnerabilities include:
e Improper physical security of telecommunications equipment
rooms.

NFVI ¢ Improper physical security of physically isolated operation areas.
 Inadequate / defective security devices.
Vulnerable NFV Management and Orchestration should not be used without
mechanisms for appropriate authentication and authorization and authorization checks.
authentication Relevant vulnerabilities include:

and authorization
NFV
Management

of

* Improper authentication policy, such as unauthenticated access
to system functions, use of generic accounts.

 Insecure / insufficient authentication attributes, such as failure to
protect accounts by at least one authentication attribute, active
predefined authentication attributes.

* Insecure password policy.

* Insecure authentication mechanisms to management /
maintenance interfaces.

e Failure to block consecutive failed login attempts.

* Insecure authorization and access control mechanisms.

Insufficient
or improper
monitoring
mechanisms of

NFV

Adequate mechanisms for collection and processing of security events
should be in place. Relevant vulnerabilities include:
« Insufficient / inadequate logging of security events for MANO and
NFVI.
e Logs not transferred to centralized storage.
» Improper protection of security event log files

8.3 5G Core Attacks

The core network in 5G is defined according to the SBA architecture as a set of interconnected
network functions that use the HTTP/2 protocol. This architecture have been introduced in
3GPP release 15 and has greatly simplified the way core network nodes can be deployed and
maintained, the core network is no longer as opaque and monolithic as it was in the previous
generation networks. This open nature of the architecture has introduced, however, more
threat actors that can target the core network specifically. In this section, we will present some



examples of the attacks that can target the core network specified by the MITRE FIGHT?
framework.

Attacks against NAS messages

The core network and the User Equipment (UE) use NAS signaling messages to communicate in
LTE. Despite the mandatory integrity protection of NAS messages in 4G, many pre-authenticated
NAS signaling messages remain. Both the UE and the network process these messages according
to protocols, whether they are protected or not. By exploiting these messages, attackers can
mount various attacks against networks and terminal devices.

Although 5G introduces a symmetric key-based architecture, it still cannot verify the legitimacy
of pre-authentication messages and other exploited signaling, like LTE. Adversaries can exploit
this lack of verification to launch DoS attacks based on NAS messages.

The first attack, known as signaling-originated DoS, targets the network side. It involves
saturating network elements in the core network by exploiting NAS signaling messages required
to activate and deactivate the default or dedicated EPS bearers. The second attack, called device-
targeted DoS, exploits NAS reject signaling messages such as Attach Reject, TAU Reject,
Authentication Reject, and Detach Request messages. Consequently, 5G networks remain
vulnerable to NAS attack messages during pre-authentication.

Attacks against charging

Free-riding and Overbilling are two prevalent attacks on carrier charging systems. Free-riding
attacks enable an attacker to transmit user data through the operator's mobile network without
incurring charges. For instance, an adversary might execute free-riding attacks by spoofing IP
packets in the uplink or exploiting vulnerabilities where carriers do not charge for the payload of
certain IP packet types.

In contrast, Overbilling attacks cause victim users to be charged by the operator for data they did
not actually use, leading to overbilling. By cleverly manipulating the time-to-live (TTL) field of
downlink packets or using IP spoofing-based spamming attacks, an attacker can make the target
user incur charges for unwanted data usage.

IPV6 Firewalling issues

With the introduction of IPv6 within cellular networks, operators no longer need to address
issues related to NAT routing and the limited IP address range required for the growing
number of connected devices. However, this shift has introduced new challenges. NAT
previously provided protection against network scanning and fingerprinting attacks by making
direct communication with internal IP addresses impossible. With IPv6, operators no longer
rely on NAT to solve IP address limitations, as IPv6 offers a much broader IP range.
Consequently, adversaries can now directly communicate with and fingerprint end hosts, as
demonstrated in the work of Hong et al.



In their study, Hong et al. conducted an attack on real operators, showing that despite being
time-consuming, it was feasible to scan and fingerprint hosts within the network both from
inside and outside via the internet. They also introduced an Overbilling attack targeting IPv6
networks within mobile networks. This attack exploits the absence of the connection
protection once provided by NAT, which discarded unsolicited inbound connections based on
NAT records. The attack was executed against three operators, successfully charging hosts for
unsolicited connections from the internet on all of them. With the diminished need for
firewall protection after the introduction of IPv6, adversaries can now also target hosts
directly with basic attacks like DDoS.

Hong et al. demonstrated the feasibility of targeting mobile devices with a TCP-SYN flooding
attack. This attack was performed on the networks of three operators using Samsung Galaxy
S5, S6 Edge Plus, A5, Note 4, and LG G4 devices connected to LTE networks. With bandwidth
exceeding 70 MB/s, none of the devices could access the internet.

Depending on the network's security measures, particularly concerning IPv6, 5G networks can
be vulnerable to these attacks. The upper layers use the IP stack to connect to the Data
Network (DN) and other network functions in the core network, exposing them to potential
threats.

GTP Abuse

In this attack, an adversary-controlled UE may be used to send a GTP-U packet to UPF/PGW
with a malicious payload to evade UPF/PGW routing controls to establish communications with
a core NF. The UPF/PGW is the core network function supporting the user plane. It tunnels user
data packets from the radio access networks (gNB/eNB) towards data networks (such as the
Internet). Other core network functions (NFs) - such as the Session Management Function
(SMF) - support the control plane. In this threat, a user plane packet crosses over to the control
plane.

The UPF/PGW normally processes GTP-U packets to and from the radio access network
(gNB/eNB). A GTP-U packet, after the header is stripped, should contain a regular user data IP
packet, with the source IP address of the UE, and the destination an external IP address
(Internet). However, in this case, it contains a control packet addressed to a core network
function, for instance the SMF. The UPF/PGW should then drop this packet, but in some
implementations, it was found that the UPF/PGW may instead route it as indicated.

Thus, if UPF/PGW does not do proper parameter checks, it may route the packet to an improper
destination such as a core network function in the control plane e.g. SMF, it can cause the NF
to go to an undefined state and the NF may crash.

Attack scenarios that can target the GTP protocol include:

e Data Interception via create PDP Context
e Fraud via Create session request with a non-existent subscriber
o Impersonation via Create Session Request



e Data Disclosure via SGSN Context request
e Network DOS via Create Session Request
e Subscriber DOS via Update PDP Context Request

8.3.1.1 Adversary-in-the-Middle: Service Based Interface

An attacker can spoof the IP address of a legitimate network function to his own, rerouting in
the process all the traffic that was directed to that specific network function. This attack was
published by SecurityGen in the HVACK Magazine 2:2024 issue. Once in a Man-in-The-Middle
position, the attacker has several malicious options:

e Intercept and the data in the traffic.
e Alter the data, the attacker can modify the data transiting in the core network.
e (Cause denial of service by dropping packets.
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Figure 2 Core Network Hijacking

Registering a rogue network function allows the attacker to severely impact the network can
lead to massive data breaches and network disruptions. This attack can mostly occur if network
functions are not TLS secured and exposed to the public network.

Flooding of core network component

An adversary-controlled UE may send high volumes of signaling messages to core network
functions to cause a denial of service.

A malicious UE sends repeated Attach requests which cause AMF to start many registrations.
Alternatively, when a load balancing Service Communication Proxy (SCP) is not employed, an
adversary in the network sends many otherwise-legitimate control messages to a NF to
overload it. Network service is degraded for all other users in that area (served by AMF). An
example of this attack was seen in the work of Baccar & al* presented a core network



vulnerability targeting the anonymous registration procedure. The attack consisted in flooding
the AMF with emergency attach requests. Given that emergency attach requests can be
requested without authentication, the attack resulted in the depletion of the PDU address pool
and therefore barring emergency connectivity to legitimate users.

Public Facing Application Exploitation

An adversary may exploit weaknesses in Application Programming (API) interfaces on Network
Functions (NF) that are exposed to the public Internet, which exposes those functions to
compromise of the NF, or disclosure of information.

Some 5G functions such as the Network Exposure Function (NEF) have APIs that are public
facing and are subject to potential exploit by adversaries similarly to public facing websites and
services. The adversary could exploit a previously identified weakness in the API to gain initial
access to the operator’s environment. The adversary may also obtain credentials through other
techniques that allow the adversary to obtain unauthorized information from the exposed
network function. See Exploit Semi-public Facing Application FGT5029 for APl exposure to
interworking networks.

An example of this is represented through access control of application functions (AF) by NEF
is done at the API level, which is not protected at a granular enough level, i.e., it is not done at
Information Element (IE) level. An adversary may use a 3rd party AF to make requests for a
service, e.g. location of a UE, beyond their authorization level since IE’s are not explicitly
required to be checked.

8.4 Conclusion

In this annex document, we detailed the main vulnerabilities that exist in the 5G architecture
based on ENISA threat intelligence report. We also presented different attack scenarios in the
core network.
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